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Introduction: The Digital Transformation  
of Crime: Understanding Trends and Patterns 
in Our Hybrid Society

The digital revolution of the past few decades has profoundly transformed society, 
creating what can be termed a “hybrid society” where physical and digital spaces 
increasingly interweave and overlap in our daily lives. This fundamental transfor-
mation has reshaped how we communicate, work, and structure our routines, blur-
ring traditional boundaries between online and offline activities. As our world 
becomes increasingly interconnected and digitalized, the hybrid nature of modern 
society has also transformed patterns of criminal behavior. New forms of crime 
have emerged in cyberspace, while traditional offline crimes have evolved or 
declined. Understanding these complex changes in criminal activity—which often 
traverse both physical and digital domains—presents both challenges and opportu-
nities for criminologists, law enforcement, and policymakers.

This book explores the multifaceted relationship between digitalization and 
crime trends, examining how the digital transformation of society has influenced 
patterns of criminal behavior, victimization, and law enforcement responses. The 
volume progresses from broad theoretical foundations through empirical analyses 
to methodological considerations, offering a comprehensive examination of how 
digitalization has affected crime patterns over time.

The first chapter establishes the historical and philosophical foundations of crim-
inology’s progressive ethos, providing context for understanding how the field 
approaches technological change and its effects on crime. This examination of crim-
inology’s intellectual roots helps frame the subsequent discussion of digital trans-
formation and crime trends.

The second chapter presents a systematic review of the scholarly debate sur-
rounding the concept of an “international crime drop” since the 1990s. Through 
analysis of four distinct interpretative narratives, it shows that researchers have 
attempted to explain observed declines in certain types of offline crime across mul-
tiple countries, highlighting the complex relationship between technological change 
and criminal behavior.



viii

The third chapter develops a theoretical framework for understanding how digi-
talization influences social change and crime trends. Through a literature review, it 
proposes a conjecture about the mechanisms through which digital transformation 
affects criminal behavior and victimization patterns, considering both direct and 
indirect effects of technological change.

The fourth chapter presents empirical evidence for the “digital leisure hypothe-
sis,” examining how increased engagement with digital entertainment, particularly 
among youth, has contributed to shifts in criminal opportunities. This chapter pro-
vides concrete data supporting the theoretical frameworks developed earlier in the 
volume while also exploring how the COVID-19 pandemic has accelerated existing 
trends in digital behavior and crime patterns.

The fifth chapter offers a scoping review of cybercrime research methods and 
measurement approaches, examining how researchers have studied different types 
of cybercrime and the methodological challenges they face. This chapter provides 
insights into the strengths and limitations of current research methods and the chal-
lenges of measuring crime in the digital age.

Together, these chapters address several key questions at the intersection of tech-
nology and criminology:

•	 How has the rise of digital technology affected trends in different types of crime?
•	 What new forms of criminal activity have emerged in the digital age?
•	 How can cybercrime be effectively measured and analyzed given the limitations 

of traditional crime statistics?
•	 What criminological theories and frameworks are most useful for explaining 

crime in the digital era?
•	 How should law enforcement and criminal justice systems adapt to address the 

challenges of cybercrime?

The volume also addresses crucial methodological questions about how cyber-
crime can be effectively studied and measured:

•	 What approaches have researchers used to study different types of cybercrime?
•	 What are the main methodological challenges in measuring cybercrime?
•	 How can official statistics be adapted to better capture cybercrime?
•	 What are the strengths and limitations of current research methods?

By bringing together historical analysis, theoretical development, empirical 
research, and methodological considerations, this volume offers a comprehensive 
examination of how technological change is reshaping criminal activity and our 
responses to it. The insights presented here have relevant implications for crimino-
logical theory, crime prevention strategies, and criminal justice policy in an increas-
ingly digital world.

As our hybrid society continues to evolve in the digital age, criminology pro-
gresses with it. This book contributes to that ongoing effort by highlighting the 
complex and dynamic relationship between technology and crime in the twenty-first 
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century. Through an analysis of both historical trends and contemporary data, the 
chapters that follow offer readers a nuanced understanding of crime patterns in our 
hybrid physical-digital world.

Marcelo F. Aebi
Fernando Miró-Llinares

Stefano Caneppele

Lausanne, Switzerland
Elche, Spain
Lausanne, Switzerland
January 2025
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Chapter 1
The Roots and Ramifications 
of Criminology’s Progressive Ethos: 
Navigating Theory, Practice, and Politics

Marcelo F. Aebi

�The Emperor’s New Clothes or Wisdom in Humor

For a reason that is not relevant here, in May 2002, while still a young lecturer, I was 
invited to give a plenary talk at the biannual conference of the Association of 
French-Speaking Criminologist (AICLF) in Liège, Belgium. During one of the 
meals, I had the good fortune of sharing the table with Christian Debuyst and 
Maurice Cusson. In 1996, Debuyst had received the AICLF Beaumont-Tocqueville 
Award, which honors a lifetime contribution to criminological research and crimi-
nal policy reform, and Cusson would receive it in 2010. They had known each other 
for many years, and when I joined them at the table, they were already in high spir-
its, laughing heartily. Debuyst then shared the source of their amusement. It was 
something that happened several years ago, when they were both attending a meet-
ing of criminologists—probably labeled as a meeting of sociologists of deviance, as 
it was typical in France in those days—in a very well-known French university. 
There, at the beginning of his plenary talk, Maurice stated: “Parce que nous, les 
hommes de droite…” (because we, right-wing men…). You should have seen the 
faces of the audience, Marcelo, said Christian; there was a sudden, tense silence and 

The idea of progress, conceived as the increasing sophistication 
of knowledge and the improving quality of life, has been the 
driving force of Western civilization for at least three 
hundred years.

“Progress” (Scott & Marshall, 2015)

M. F. Aebi (*) 
School of Criminal Sciences, Faculty of Law, Criminal Sciences and Public Administration, 
University of Lausanne, Lausanne, Switzerland
e-mail: marcelo.aebi@unil.ch
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a moment of incredulity. Those who did not know Maurice were wondering: Is he 
joking? Should we leave the room?

The three of us burst into laughter, celebrating Maurice Cusson’s audacity, his 
flair for provocation, and his ability to scandalize the self-righteous academics. 
Only a couple of years later, when I began reflecting on my unconscious preference 
for certain types of explanations and realized that much of the debate about the 
crime drop in the United States was ideological—with one side arguing that nothing 
good can come from the state in a free-market society and the other asserting that 
broken windows and hot spots policing effectively played a role—did I fully appre-
ciate how this anecdote underscores a critical issue in academic and scientific com-
munities. I became aware of how much I took for granted that we, social scientists, 
perceived ourselves as a community of progressive people and how this affected my 
search for objectivity when thinking about crime.

A few years later, Cusson’s sarcastic humor had almost been banned from aca-
demia, especially in the United States.1 Not only can you seldom joke about conser-
vatism, but you can also easily be labeled as conservative if you do not share a 
specific Weltanschauung, and perhaps even face exclusion for conducting research 
that does not fit within that worldview. This is particularly troubling in the realm of 
science, where progress relies on open, inclusive, and respectful discourse. In 2021, 
Noam Chomsky expressed significant concerns about cancel culture, particularly its 
potential to stifle open debate and free speech. He worries that cancel culture could 
become deeply entrenched in public life, drawing parallels to the influence of 
French structuralist theory, which he critiques as elitist and overly academic 
(Paradox Politics, 2021). Chomsky is one of the well-known intellectuals who 
cosigned the “Letter on Justice and Open Debate” published in Harper’s Magazine 
(2020). The letter warned against the growing intolerance of opposing views and the 
tendency for public shaming and ostracism, arguing that the free exchange of infor-
mation and ideas is essential for a liberal society and democratic participation. The 
author of this chapter fully subscribes to this sentiment, and it is difficult to express 
these concerns better. That is why this chapter is not about cancel culture.

Instead, this chapter focuses on the origins of criminology’s progressive ethos, 
its impact on the development of criminological scientific knowledge, and how this 
ethos has evolved in ways that some view as contradictory, but can be seen as com-
plementary. The theme of international crime trends in the 1990s and 2000s, which 
serves as the backbone of this book, is used as a case example. The chapter begins 
by exploring the roots of the progressive ethos in the Enlightenment, discussing the 
philosophical discourse on progress and scientific progress. It then examines the 
Enlightenment’s influence on politics and the rise of the social sciences, providing 
context for the development of criminology as a progressive discipline. The chapter 
goes on to analyze the progressive ethos in criminology, discussing various theories 

1 Maurice Cusson, today an emeritus professor, gave me his blessing to share this souvenir, men-
tioning that “at the time I couldn’t help but provoke and that made people laugh. Nowadays, I 
would probably cause a scandal” (Cusson, personal communication, 11 June 2024, translated from 
French by me).
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that aim to change individuals, societies, the criminal justice system, or the environ-
ment by addressing different causes of crime. This leads us to a critical juncture in 
the 1970s, with the emergence of two distinct approaches: reform-oriented crimi-
nology, exemplified by Marxist critical criminology and its derivates, and problem-
solving criminology, exemplified by opportunity-based theories, also known as the 
situational approach, and their practical application through situational crime pre-
vention. The chapter then delves into the debate between these two perspectives, 
highlighting the critiques and responses from each side. It also presents a case study 
of the debate surrounding the crime drop in the United States to illustrate the chal-
lenges and limitations of a reform-oriented progressive ethos in criminology. The 
chapter concludes by summarizing the main arguments, synthesizing the key points, 
and reflecting on the broader implications of the progressive ethos in criminology 
for the field’s future direction and its role in promoting positive change, that is to say 
progress, in society.

�Progress and the Enlightenment

The reasoning in this chapter is built upon several premises concerning scientific 
and general progress, which are closely associated with the European Enlightenment 
of the eighteenth century and its enduring influence. These premises are not pre-
sented as self-evident axioms, as such an approach would be considered presumptu-
ous. Additionally, supporting these premises solely through personal analysis would 
raise concerns regarding objectivity. Therefore, these arguments are grounded in the 
conceptualizations presented by Tam and Meek Lange (2024) and Niiniluoto (2024) 
in The Stanford Encyclopedia of Philosophy, which will be followed in the next two 
sections.

�The Philosophical Discourse on Progress

The philosophical discourse on progress, both moral and political, first gained 
prominence during the Age of Enlightenment (Tam & Meek Lange, 2024). This 
intellectual and political movement was grounded in the works of the French phi-
losophers of the mid-eighteenth century, namely, Voltaire, D’Alembert, Diderot, 
and Montesquieu (Bristow, 2024). According to Tam and Meek Lange (2024), this 
period introduced the idea of history as progressive, countering the belief that it is 
merely a sequence of random events with no specific direction. Enlightenment 
thinkers viewed history as having a tendency toward freedom. This perspective is 
commonly associated with philosophers of the eighteenth and nineteenth century 
like Kant, Hegel, and Marx, who had differing views on the nature and conditions 
of historical progress but shared the Enlightenment’s optimistic belief in the upward 
development of humanity. Their view was significantly influenced by the rise of 
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modern science, which will be discussed in the next section. However, in the twen-
tieth century, the maturation of evolutionary sciences challenged the Enlightenment 
view of progress and contributed to its decline. Always according to Tam and Meek 
Lange (2024), the optimism of the Enlightenment was replaced by a climate of 
despair, especially in light of world wars, colonial conquests, and environmental 
degradation. New intellectual traditions, such as critical theory, moral relativism, 
postcolonialism, and postmodernism, emerged to critique the metaphysical, episte-
mological, and empirical assumptions of the Enlightenment view of progress. These 
traditions highlighted the normative risks and presented an alternative picture of 
history that is often contingent, if not tragic, leading to an uncertain outlook on the 
future (Tam & Meek Lange, 2024).

�The Philosophical Discourse on Scientific Progress

Niiniluoto (2024) states that science is often distinguished from other domains of 
human culture by its progressive nature, characterized by clear standards for identi-
fying improvements and advances. According to Niiniluoto (2024), during the 
Enlightenment, the idea that the acquisition and systematization of positive knowl-
edge are uniquely cumulative and progressive in science was pivotal. Classical 
empiricists like Francis Bacon and rationalists such as René Descartes argued that 
proper methods of inquiry ensure the discovery and justification of new truths. This 
optimism about the progressive nature of science was integral to the Enlightenment’s 
belief in societal progress, as articulated in Auguste Comte’s positivism. This period 
saw a strong connection between scientific advancements and societal improve-
ment, supported by influential trends such as the romantic vision of organic growth, 
Hegel’s dynamic historical change, and Charles Darwin’s theory of evolution. 
However, in the twentieth century, this view was significantly challenged. Always 
according to Niiniluoto (2024), philosophers of science began to scrutinize the idea 
that science progresses simply by accumulating new truths. Key works such as Karl 
Popper’s The Logic of Scientific Discovery (1959), Thomas Kuhn’s The Structure of 
Scientific Revolutions (1970/1962), and Larry Laudan’s Progress and Its Problems 
(1977) highlighted that scientific progress is not merely cumulative. They intro-
duced the notion that scientific theories undergo paradigm shifts and revolutions, 
wherein older theories are replaced or reinterpreted rather than simply built upon. 
This shift in understanding marked a decline in the Enlightenment’s optimistic view 
of continuous scientific progress. Instead, newer philosophical traditions began to 
emphasize the discontinuous and sometimes revolutionary nature of scientific 
change, leading to a more nuanced and less linear conception of scientific progress 
(Niiniluoto, 2024).
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�The Enlightenment and Politics

Initially rooted in the scientific revolution and the rise of modern science, which 
championed reason, empirical evidence, and the questioning of traditional dogma, 
the Enlightenment’s scientific branch laid the groundwork for a new understanding 
of the world.2 This scientific ethos naturally extended into the political sphere, 
where Enlightenment thinkers applied rational principles to criticize and reform 
societal structures. As mentioned above, they viewed history as progressive and this 
progression was toward freedom.

Enlightenment philosophers, such as Locke, Montesquieu, Rousseau, and 
Voltaire, argued that individuals possess natural rights that are inherent and inalien-
able, in the sense that they are derived from natural law rather than granted by gov-
ernments. They advocated for the freedom of speech, religion, and the press, as well 
as freedom from oppressive governments and separation of powers. They also pro-
moted the idea of equality before the law, considering that all individuals should 
have equal rights and opportunities. The ideas of Enlightenment philosophers 
directly influenced the French Revolution, particularly in the Declaration of the 
Rights of Man and of the Citizen, the American Revolution, and the drafting of the 
Declaration of Independence, as well as the independence movements across the 
Americas, and even laid the groundwork for modern human rights movements and 
documents, such as the Universal Declaration of Human Rights adopted by the 
United Nations in 1948.

In sum, the Enlightenment thinkers challenged the traditional power structures 
and this romantic idea of the intellectual individual against the state has fashioned 
the way in which some intellectuals self-perceive themselves and are perceived by 
others. These intellectuals can be seen as reform-oriented progressives as they want 
to radically change the established order.

The trouble is that the political order installed by the French revolution turned 
into the Reign of Terror, in which roughly 300,000 suspects were arrested, 17,000 
were officially executed, and probably 10,000 died in prison or without trial, all 
suspected of being enemies of the Revolution.3 This French Revolutionary Terror 
led to the rise of what became known as conservatism, represented by Burke and his 
preference for England’s revolution of 1688 that proposed “a return to an alleged 
status quo prior to monarchical absolutism, as opposed to an overturning of tradi-
tional institutions in accord with a rational plan” (Hamilton, 2020). Revolutions 
conducted in the name of Marxists ideas also had a “rational plan” and systemati-
cally led to authoritarian regimes. This is precisely why there is another group of 
intellectuals that oppose reforms in the form of revolutions and promote gradual 
improvements usually based on practice (Hamilton, 2020). Even if these 

2 For a general introduction to the Enlightenment, see Bristow (2024). For its influence today, see 
Pinker (2018).
3 Britannica, T.  Editors of Encyclopaedia (2024, January 27). Reign of Terror. Encyclopedia 
Britannica. https://www.britannica.com/event/Reign-of-Terror
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intellectuals search to improve the well-being of humanity and could therefore be 
seen as progressives, they are often defined as conservatives. This political dimen-
sion of the Enlightenment should help us understand its impact on the social 
sciences.

�The Enlightenment and the Rise of the Social Sciences

When discussing the rise of modern science as one of the driving forces behind the 
Enlightenment, the focus is primarily on the natural sciences, such as physics, 
chemistry, biology, and astronomy. These disciplines are closely linked to the 
Industrial Revolution, which began in the latter half of the eighteenth century. 
Nevertheless, the humanitarian component of the Enlightenment laid the ground for 
the development of the humanities and the social sciences. That is to say that the rise 
of the natural sciences is one of the causes of the Enlightenment, which in turn is 
one of the causes of the rise of the humanities and the social sciences.

In that perspective, Auguste Comte’s positivism epitomizes the cumulative view 
of science, suggesting that knowledge progresses to the point where it can predict 
societal events (Comte, 1830 to 1842). Comte initially envisioned naming sociology 
“social physics,” a term preempted by Adolphe Quetelet (1835). Consequently, 
Comte coined the term sociology, which can be seen as the precursor to contempo-
rary criminology. Both fields, being products of the Enlightenment, are hence pro-
gressive in nature. Comte also coined the term “positivism,” inspired by the 
expression “positive science,” which emerged in the eighteenth century. Positivism 
refers to a method of knowledge production that rejects all metaphysical a priori 
assumptions and focuses on the observation of “positive” facts. In that context, 
“positive” refers to concrete experiences, to what can be observed, to the objective 
reality. This view is seen today as extremely optimistic toward what can be achieved 
through science, but Comte belongs to another era. As a reminder, it was also in the 
eighteenth century that the term optimism was coined and was immediately popu-
larized by Voltaire in his book Candide, ou l’Optimisme published in 1759.

We have seen above that such optimism was replaced after the Second World 
War by a pessimistic view of progress that led to the development of critical theo-
ries, and he have also seen that contemporary philosophers of science developed a 
nonlinear view of progress and scientific change (Niiniluoto, 2024; Tam & Meek 
Lange, 2024). In criminology, in the 1960s and 1970s, this led to two different tradi-
tions. One corresponds to a Marxist tradition that has evolved, at least partially, 
toward postmodernist positions; the other one follows a problem-solving tradition 
and is characterized by opportunity-based theories.

The rise of Marxist critical criminology in the 1970s marked a significant shift in 
criminological thought. This approach sought to radically transform society by 
challenging the capitalist system that was seen as the root cause of crime and 
inequality. Marxist critical criminologists argued that the criminal justice system 
served to maintain the power of the ruling class and that true justice could only be 
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achieved through a socialist revolution.4 In the framework of this work, one can say 
that for them the aim of progress is to restructure the economic system to create a 
more just and equitable society. They do not want to save the world but to change it. 
In this context, they can be seen as reform-oriented progressives.

In contrast, opportunity-based theories, which emerged around the same time, 
took a more pragmatic and scientific approach that led them to develop what is 
known as situational crime prevention. Situational criminologists were influenced 
by the views of Popper (1957), Kuhn (1962, 1970), and Laudan (1977) on problem-
solving. For instance, Laudan argued that science should focus on solving specific 
empirical problems rather than pursuing abstract theoretical goals. In a similar vein, 
situational criminologists seek to identify and solve the concrete problems that con-
tribute to crime rather than pursuing grand theories of social transformation. They 
focus on identifying and changing the specific situations and environments that cre-
ate opportunities for crime, emphasizing the importance of empirical research and 
practical interventions. Reducing crime will reduce fear of crime and improve the 
general well-being of the population. In this context, they can be seen as problem-
solving progressives.

In practice, criminologist fully engaged in one or another of these contemporary 
approaches tend to have little mercy for those involved in the opposite one. Hence, 
reform-oriented criminologists often accuse problem-solving criminologists of 
doing “administrative criminology” while the latter label the former as “academic 
criminologists.”

Despite significant differences between these approaches, both can be viewed as 
reflecting the enduring influence of the Enlightenment idea of progress within crim-
inology. Reform-oriented criminologists aim to achieve progress through radical 
political change, whereas situational criminologists focus on incremental, evidence-
based improvements in crime prevention. From this perspective, it can be concluded 
that the idea of progress continues to play a central role in criminology, even as the 
field has become increasingly fragmented and specialized.

�The Progressive Ethos of Criminology

The Enlightenment’s emphasis on individual rights and equality before the law had 
a significant impact on the development of early criminological thought. Philosophers 
such as Cesare Beccaria and Jeremy Bentham, who are often considered the found-
ers of classical criminology, were heavily influenced by Enlightenment ideas 
(Newman, 1997).

Beccaria, in his seminal work On Crimes and Punishments (1764), argued for a 
more humane and rational approach to criminal justice. He advocated for the aboli-
tion of torture and the death penalty except under very restricted circumstances, 

4 See Quinney (1974, 1979), Spitzer (1975), and Taylor et al. (1973).
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while proposing that punishments should be proportional to the crime committed. 
Beccaria’s ideas were rooted in the Enlightenment’s belief in individual rights and 
the social contract, which held that individuals surrender some of their freedoms to 
the state in exchange for protection of their remaining rights.

Similarly, Bentham, who developed the theory of utilitarianism, argued that the 
purpose of the criminal justice system should be to maximize happiness and mini-
mize pain for the greatest number of people. He believed that punishments should 
serve as a deterrent to crime but should not be excessive or cruel. Bentham’s ideas, 
like Beccaria’s, were grounded in the Enlightenment’s emphasis on reason, indi-
vidual rights, and the social contract.

The influence of the Enlightenment on classical criminology laid the foundation 
for the progressive ethos in the field. By emphasizing the importance of individual 
rights, equality before the law, and the need for a more humane and rational approach 
to criminal justice, classical criminologists set the stage for future developments in 
the field that aimed to understand and address the causes of crime.

In this context, one can argue that the fundamental belief system driving crimi-
nological research and theory is the notion that humankind can progress, meaning 
that humans can change and move forward toward gradual betterment.5 This pro-
gressive perspective manifests in various ways, contributing to the development of 
diverse criminological theories aimed at changing individuals, societies, the crimi-
nal justice system, or the environment. Their common goal is to understand the root 
causes of criminal behavior and propose interventions that reduce crime and enhance 
social well-being.

Some theories propose individual-level changes. For example, psychological 
approaches focus on individual psychological traits and childhood experiences. 
Their approaches include counseling, behavior modification programs, and reha-
bilitation efforts aimed at addressing underlying psychological issues. Similarly, 
biological approaches suggests that genetic and physiological factors contribute to 
criminal behavior. Their interventions include medical treatments, therapy, and pro-
grams addressing mental health issues. Deterrence theory, which is the basis of 
modern criminal codes, emphasizes that individuals make rational decisions based 
on a cost-benefit analysis. Consequently, its policies focus on deterrence through 
stricter laws and harsher punishments to discourage criminal behavior. Similarly, 
social learning theory proposes that individuals learn criminal behavior from their 
environment, including family, peers, and the media. Its interventions aim at pro-
moting positive role models, reinforcing prosocial behavior, and providing educa-
tional and vocational training.

Other theories propose societal-level changes. For example, social disorganiza-
tion theory attributes crime to the breakdown of community institutions and social 
norms. Its interventions include community development programs, improving 

5 According to the online Merriam-Webster dictionary, “a forward or onward movement (as to an 
objective of to a goal): advance” and “gradual betterment” are the second and third meaning of the 
noun “progress,” while, logically, the verb means “to move forward: proceed” and “to develop a 
higher, better, or more advanced stage.”
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neighborhood infrastructure, and fostering community cohesion. Strain theory 
argues that societal pressure to achieve cultural goals, like wealth, can lead to crime 
when individuals lack legitimate means. Its policies focus on reducing inequality 
and providing opportunities through education, employment, and social services. 
Conflict theory, including Marxist perspectives, views crime as a result of social and 
economic inequality and power imbalances. Its policies advocate for systemic 
changes to address inequality, such as redistributive justice, fairer economic poli-
cies, and reforms to the criminal justice system.

Labeling theory concentrates on the ways in which the criminal law system itself 
contributes to the crime problem. It argues that the process of labeling individuals 
as criminals, through arrest, prosecution, and imprisonment, can actually reinforce 
criminal behavior and create a self-fulfilling prophecy. In its contemporary form, 
labeling theory proposes reforms that focus on reducing stigma, implementing 
restorative justice practices, and providing support for reintegration into society. In 
that perspective, an integrated approach such as restorative justice can be seen as 
trying to transform both the individual and society. Restorative justice focuses on 
repairing the harm caused by crime through reconciliation between victims and 
offenders, community involvement, and restorative practices that promote healing 
and reintegration.

Finally, opportunity-based theories also known as the situational approach—
which include, for instance, the routine activities approach (Cohen & Felson, 1979), 
the contemporary version of rational choice theory (Cornish & Clarke, 1986; Clarke 
& Felson, 1993), crime pattern theory (Brantingham & Brantingham, 1984), envi-
ronmental criminology (Brantingham & Brantingham, 1991; Bottoms & Wiles, 
1997), and broken windows theory (Wilson & Kelling, 1982; Kelling & Coles, 
1996)—do not seek to directly change individuals or social structures but to improve 
society by reducing crime and the fear of crime. By focusing on the immediate 
environmental factors that create opportunities for crime, situational crime preven-
tion offers a pragmatic approach to enhancing public safety and quality of life. The 
benefits of situational crime prevention are numerous. By redesigning urban spaces, 
increasing surveillance, and hardening potential targets, this approach can signifi-
cantly reduce the incidence of crime in specific locations. This, in turn, can help to 
reduce the fear of crime among residents and visitors, allowing them to more fully 
enjoy and participate in public life. In addition, by deterring future offenders, it can 
improve the life of these persons that can avoid suffering the legal consequences of 
committing a crime. Moreover, by reducing the overall level of crime in a society, 
situational crime prevention can help to alleviate the burden on the criminal justice 
system, freeing up resources for other important social needs.

In sum, criminological theories aim to bring about change in individuals, society, 
the criminal justice system, or the environment by addressing the root causes of 
criminal behavior through a combination of punishment, rehabilitation, social sup-
port, environmental design, and systemic reforms. These theories are rooted in the 
belief that humankind can change and move toward gradual betterment, which 
aligns with a progressive ethos. That is why one can argue that the ethos of crimi-
nology is progressive.

1  The Roots and Ramifications of Criminology’s Progressive Ethos: Navigating…
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�The Debate Between Reform-Oriented 
and Problem-Solving Criminologists

Despite the progressive ethos that underlies much of criminology, not all crimino-
logical theories and approaches are equally embraced within the field. In particular, 
those who advocate for problem-solving criminology often find themselves criti-
cized by reform-oriented criminologists, who view them as conservative, adminis-
trative, or actuarial in their approach. These critiques argue that opportunity-based 
theories fail to address the root causes of crime—among which they tend to priori-
tize poverty, inequality, and social marginalization—and do not seek to fundamen-
tally change either the individual offender or the broader society. As problem-solving 
criminology is often associated with a pragmatic, policy-oriented approach to crime 
control and prevention, critiques consider that it has a narrow focus, lacks theoreti-
cal depth, neglects social justice issues, has a technocratic approach, has an overreli-
ance on quantitative methods, has ethical concerns, fails to address power structures, 
and has short-term focus. Problem-solving criminologists respond to criticisms by 
emphasizing the practical, evidence-based nature of their work, the balance between 
control and prevention, the integration of social justice considerations, the use of 
comprehensive methodologies, the inclusion of ethical safeguards, and the potential 
for both short-term and long-term positive impacts on crime and public safety. They 
argue that their approaches are based on rigorous empirical research and have often 
been shown to effectively reduce crime in targeted areas. They also emphasize that 
situational crime prevention strategies can be implemented alongside other efforts 
to address social and economic inequalities and that reducing crime can help to 
improve the quality of life for disadvantaged communities.

A good example of this debate refers to the situation in the United Kingdom, 
where criminologists working for the Home Office were being accused of doing 
“administrative criminology.” The best summary and answer to these critiques is 
that of Patricia Mayhew (2016) based on her common speech with Ronald Clarke, 
when they receive the Stockholm Prize of Criminology, which is the equivalent of a 
Nobel Prize in criminology. According to Mayhew (2016), a former UK Home 
Office researcher, “administrative criminology” has been criticized in two main 
ways: first, as being too narrowly focused on situational crime prevention (SCP) in 
the 1980s and more recently as conducting atheoretical, narrowly focused evalua-
tions to support the current political agenda. Mayhew argues that SCP, developed by 
researchers in the Home Office in the 1970s–1980s, was intellectually grounded and 
influential, despite facing initial resistance. Other influential Home Office research 
included policing studies and the British Crime Survey. She contends that the 
alleged shortcomings of more recent administrative criminology reflect increasing 
government control over research rather than inherent flaws. Earlier administrative 
criminology was largely researcher-driven, vibrant and often controversial. 
Administrative criminology makes important contributions by collecting essential 
data through surveys on victimization and offending and compiling national crime 
statistics. This empirical data is used by all types of criminologists. Administrative 
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criminologists emphasize effective communication of research findings to policy-
makers and practitioners. As a result, their work tends to be more influential on 
policy than academic criminology. While the explanatory focus may have narrowed, 
Mayhew argues administrative criminology still deserves a positive appraisal for its 
past achievements and ongoing contributions to the field. A degree of criminologi-
cal pluralism should be encouraged (Mayhew, 2016).

In that context, one can argue that situational crime prevention, while differing in 
specific methods and focus from other criminological approaches, shares a funda-
mental commitment to improving society by reducing crime. Rather than being 
viewed as opposed to other progressive criminological theories, situational crime 
prevention should be seen as complementary. By addressing the immediate environ-
mental factors that contribute to crime, situational crime prevention helps create the 
conditions necessary for other progressive reforms, such as rehabilitation, restor-
ative justice, and social justice, to take root and flourish.

In conclusion, while situational crime prevention may be criticized by some 
within the field of criminology as being conservative or administrative in its 
approach, it is in fact deeply progressive in its orientation. By seeking to reduce 
crime and the fear of crime through practical, evidence-based interventions, situa-
tional crime prevention offers a valuable tool for improving society and enhancing 
public safety. Rather than being dismissed or marginalized, situational crime pre-
vention should be embraced as an important component of a comprehensive, pro-
gressive approach to addressing the problem of crime in modern society.

�Challenges and Limitations of the Progressive Ethos 
in Criminology: The Offline Crime Drop in the United States 
as a Case Study

The debate about the causes of the drop of offline offenses in the United States in 
the 1990s can serve as a good example of the arguments developed previously. In 
1997, William J. Bratton, who had been the New York City Police Commissioner 
from 1994 to 1996, published an influential essay entitled “Crime is Down in 
New York City: Blame the police” included in a book edited by Norman Dennis 
(1997, 1998). In January 1998, in his speech on the State of the Union, President 
Clinton adopted the same point of view and stated that the crime drop that was 
beginning to take place in the United States was due to the policies of his govern-
ment (for details, see the next chapter of this book). Immediately after, criminolo-
gists started proposing alternatives explanations.

In that context, Felson (2000) stated: “In the United States, in response to the 
decrease in crime rates, the police and politicians immediately claimed all the credit 
for themselves. These same claims have been contested by academic criminologists, 
who have denied them any credit. The truth probably lies somewhere in between” 
(translated from Italian by us). The trouble of course is how to find that middle point.
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In particular, the first explanations of the crime drop in the United States were 
summarized in two key compilations: issue 88/4 of the Journal of Criminal Law and 
Criminology published in 1998 and a 2000 book in Italian edited by Marzio Barbagli 
(2000). Barbagli’s book is particularly remarkable for its extensive introduction, in 
which the author successfully combines various factors to propose a comprehensive 
explanation for the crime drop. The book, and specifically Barbagli’s introduction, 
was reviewed by a sociologist (Massari, 2000) in an article that exemplifies the type 
of reaction from “academic criminologists” in the terminology of Felson (2000) or 
“reform-oriented” criminologists or sociologists according to the terminology pro-
posed in this chapter. Massari (2000) states:

Explanations of the crime decline centered on the role of specific penal policies and polic-
ing strategies adopted in some American cities appear partial. The case of New York—
widely cited by various scholars in this volume as the only success example in crime 
trends—represents a perhaps obvious but certainly paradigmatic observatory. The de facto 
criminalization of a range of social and subcultural behaviors induced by the zero-tolerance 
policy, along with the adoption of control strategies heavily inspired by racial profiling—
evident in practices like stopping and searching cars based on the race of the driver or pas-
sengers—has contributed significantly to spreading both a strong fear of the police and 
increasing ethnic and racial tensions. The issue of discriminatory attitudes adopted by 
police in numerous states has gained increasing importance in recent years, given the pro-
posal of a law in Congress that would require police officers to compile statistics containing 
information on stopped vehicles, particularly the race or ethnicity of the driver and occu-
pants. Despite Barbagli informing us that ‘in the United States, the percentage of people 
who give a positive judgment on the police’s work is higher than in any other Western 
country’ (p. 41), it is impossible to ignore the constant increase in complaints of police 
brutality, unwarranted arrests, and civil rights violations. In most cases, as non-governmental 
organizations for human rights protection inform us, brutality incidents target individuals 
belonging to an ethnic or racial minority (Human Rights Watch World Report, 2002). 
However, in other major U.S. cities, the same successes were achieved through policies 
focused on the contextual responsibility of both citizens and authorities, collaboration with 
neighborhoods, parishes, and black churches, the presence of support and volunteer groups, 
probation control strategies, and mediation mechanisms aimed at avoiding judicial paths. It 
is precisely on these anti-New York models, such as Boston, Washington, and San Diego, 
that we would have liked to read more in the volume’s essays. (Massari, 2000: 7–8, trans-
lated from Italian by us)

Massari’s review focuses less on the content of Barbagli’s book and more on 
promoting the view that the decrease in crime rates should be attributed primarily to 
socioeconomic factors rather than policing strategies. This is particularly evident in 
her critique of the policing strategies inspired by the broken windows theory, which 
she labels as “zero-tolerance” policies. Massari (2000) argues that attributing the 
crime decline to these aggressive policing strategies oversimplifies and misrepre-
sents the broader socioeconomic dynamics involved. She emphasizes the negative 
impacts of zero-tolerance policies, such as the potential to exacerbate racial and 
socioeconomic disparities and the erosion of civil liberties. While acknowledging 
that some police departments may have implemented innovative practices on a 
small scale, Massari contends that these efforts are often too limited to account for 
the widespread crime reduction. In contrast, Barbagli’s introduction is not solely 
based on the essays in the book he edited but also on those in the volume by 
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Blumstein and Wallman (2000) and an extensive review of relevant literature 
(Barbagli, 2000). This scenario illustrates an author striving to provide a holistic 
explanation of crime trends while a reviewer pushes to impose an alternative per-
spective that dismisses a significant portion of the author’s potential explanation and 
prescribes how the latter should have approached the issue.

This example of 2000 reminds us also of the perennity of the debate about the 
role of the police in society. Reform-oriented criminologists often call for greater 
police accountability and oversight, and some even advocate for defunding or abol-
ishing the police altogether. However, problem-solving criminologists can argue 
that the police play a crucial role in maintaining public safety and that efforts to 
diminish their authority could have unintended consequences, again the unending 
debate between reform-oriented and problem-solving criminologists.

�Conclusion

Throughout this chapter, the historical roots of the progressive ethos in criminology 
have been explored, tracing its origins to the philosophical discourse on progress 
and scientific advancement that emerged during the Enlightenment. It has been 
shown how these ideas influenced the development of criminological theories and 
approaches, from the early classical school’s focus on rational deterrence and pro-
portional punishment to the contemporary debates between reform-oriented and 
problem-solving criminologists.

In the context of that debate, the challenges and limitations of the progressive 
ethos in criminology have also been examined. While reform-oriented approaches 
emphasize the need for broad societal changes to address the underlying causes of 
crime, problem-solving approaches, such as situational crime prevention, focus on 
more targeted, evidence-based strategies to reduce specific crime types and improve 
public safety. The debate surrounding the crime drop in the United States served as 
a prime example of the tensions between these two perspectives and how adopting 
one perspective can lead to a skewed view of a phenomenon.

In this perspective, it seems crucial for contemporary researchers and practitio-
ners to recognize the strengths and limitations of both reform-oriented and problem-
solving approaches. By fostering constructive dialogue and embracing a more 
inclusive and integrative perspective, criminologists can work toward a comprehen-
sive understanding of crime and its prevention. As new challenges arise, such as 
those presented by living in a hybrid society, criminologists from both perspectives 
could strive to find common ground, adapting their theories and methods to address 
these complex issues. Ultimately, the progressive ethos in criminology underscores 
the field’s commitment to understanding and improving the human condition 
through the application of reason and empirical research. This work has the poten-
tial to inform public policy, shape criminal justice practices, and influence societal 
attitudes toward crime and justice.

1  The Roots and Ramifications of Criminology’s Progressive Ethos: Navigating…
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Chapter 2
A Narrative Review of the Debate 
on the So-Called International Crime Drop

Marcelo F. Aebi

�The Rise of a Concept: The International Crime Drop

The concept of an “international crime drop” emerged from observations of declin-
ing crime rates in Western industrialized nations during the 1990s and 2000s. This 
phenomenon first gained attention in the United States, where a significant decrease 
in crime rates was observed starting in the early 1990s. To fully understand the 
development of this concept, it is crucial to examine the context in which it arose 
and the data that initially supported it.

�The American Context

In 1991, the United States reached a peak in its homicide rate, with 9.8 murders per 
100,000 inhabitants. This marked the culmination of a period of high crime rates 
that had persisted throughout the 1980s, causing significant public concern and 
political debate. However, the years that followed saw a dramatic shift in this trend.

By 1993, the homicide rate had decreased to 9.5 per 100,000, a modest reduction 
that could have been seen as a random fluctuation in the short term. However, the 
downward trend continued and accelerated. By 1995, the rate had fallen to 8.2, and 
by 1996, it was down to 7.4, clearly indicating a significant downward trend.

This decline was not limited to homicide. Other types of crime, particularly 
property crimes, also showed substantial decreases. According to the FBI’s Uniform 

M. F. Aebi (*) 
School of Criminal Sciences, Faculty of Law, Criminal Sciences and Public Administration, 
University of Lausanne, Lausanne, Switzerland
e-mail: marcelo.aebi@unil.ch

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-72387-2_2&domain=pdf
https://doi.org/10.1007/978-3-031-72387-2_2#DOI
mailto:marcelo.aebi@unil.ch


18

Crime Reports, the rate of property crime fell by 30.8% between 1991 and 2000, 
while the violent crime rate decreased by 33.2% over the same period.

These dramatic reductions in crime rates caught the attention of criminologists, 
policymakers, and the media. The phenomenon came to be known as the “crime 
drop,” and it sparked intense debate and research as experts sought to understand its 
causes and implications.

�Expansion to Other Countries

As researchers began to analyze this trend, they discovered similar patterns in other 
English-speaking countries, particularly the United Kingdom and Australia. In the 
United Kingdom, for example, the British Crime Survey showed that crime peaked 
in 1995 and then fell by 33% between 1995 and 2004/2005.

This apparent similarity in trends across different countries led to the formula-
tion of the “international crime drop” concept. The idea was that the crime decline 
observed in the United States was not an isolated phenomenon but part of a broader 
international trend affecting many developed countries.

�Complexities and Variations

However, as the debate evolved and more data from a wider range of countries 
became available, it became clear that the picture was more complex than initially 
thought, especially when considering countries in continental Europe.

While some types of offenses, particularly homicide and offline property crimes, 
indeed diminished in many Western industrialized nations, trends in other violent 
crimes were more diverse. For instance, many continental Western European coun-
tries experienced increases in certain violent crimes during the same period when 
the United States was seeing declines.

Moreover, the rise of online offenses, an inevitable consequence of the digital 
age, was largely overlooked in the initial formulations of the crime drop concept. 
This omission would later become a point of contention in the academic debate, as 
researchers began to question whether the apparent drop in traditional offline crimes 
might be partially offset by increases in cybercrime.

�Challenges to the Concept

As more data became available and researchers conducted more sophisticated anal-
yses, several challenges to the concept of an “international crime drop” emerged. 
These included the following: (a) Variation across crime types: While property 
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crimes and homicide showed consistent declines in many countries, other types of 
violent crime, such as assault and robbery, showed more varied trends. (b) Regional 
differences: The patterns observed in the United States and other English-speaking 
countries were not always replicated in continental Europe or other parts of the 
world. (c) Data quality and comparability: Differences in legal definitions, reporting 
practices, and data collection methods across countries made direct comparisons 
challenging. (d) The rise of cybercrime: The growth of internet-related offenses 
raised questions about whether crime was truly declining or merely shifting to new 
forms. (e) Temporal variations: The timing and magnitude of crime declines varied 
across countries, suggesting that if there was an international trend, it was not 
uniform.

These challenges led to a more nuanced understanding of crime trends and a 
recognition that the concept of an “international crime drop” might be an oversim-
plification of a complex phenomenon.

The aim of this chapter is to establish a timeline of the debates about the interna-
tional dimension of the so-called crime drop and to present four narratives that 
represent four different interpretations of the trends observed.

�A Timeline of the Debate on the International Crime Drop

To better understand the evolution of this debate, it is helpful to consider a timeline 
of key events and publications. This timeline not only charts the development of the 
“international crime drop” concept but also highlights the growing complexity of 
the academic discourse surrounding it.

�1997–1998: The Initial Recognition

The concept of a significant crime decline gained initial traction with the publica-
tion of “Zero Tolerance: Policing a Free Society” (Dennis, 1997, 1998). This collec-
tion includes William J. Bratton’s influential essay on crime reduction in New York 
City, which attributes the city’s dramatic crime decline to changes in policing strate-
gies inspired by the broken window approach (Wilson & Kelling, 1982). Bratton’s 
essay, while focused on New York, helps set the stage for broader discussions about 
crime trends.

�1998: Political Recognition

In January 1998, US President Bill Clinton’s 1998 delivers his State of the Union 
speech stating:

2  A Narrative Review of the Debate on the So-Called International Crime Drop
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A society rooted in responsibility must provide safe streets, safe schools, and safe neighbor-
hoods. We pursued a strategy of more police, tougher punishment, smarter prevention, with 
crimefighting partnerships with local law enforcement and citizen groups, where the rubber 
hits the road. I can report to you tonight that it’s working. Violent crime is down; robbery is 
down; assault is down; burglary is down—for 5 years in a row, all across America. We need 
to finish the job of putting 100,000 more police on our streets (source: https://www.presi-
dency.ucsb.edu/documents/address-before-joint-session-the-congress-the-state- 
the-union-8).

These events accelerate the debate on the crime drop in the United States. A 
conference is organized, and the papers presented in it are compiled in issue 88/4 of 
the Journal of Criminal Law and Criminology published in 1998 (Travis, 1998).

�1999: International Perspectives Emerge

The Cattaneo Institute in Bologna, Italy, hosts a seminar of international experts, 
bringing together scholars from the United States and Europe to discuss crime 
trends. This meeting leads to the publication of Perché è diminuita la criminalità 
negli Stati Uniti? (Why Has Crime Decreased in the United States?) in 2000, edited 
by Marzio Barbagli. This collection represents the first attempts to examine the US 
crime drop from an international perspective and includes a first Italian version of 
Killias and Aebi (2000a) paper suggestively subtitled “How Europe Illustrates the 
Limits of the American Experience” (Killias & Aebi, 2000b).

�2000: Expanding the Discourse

Several significant publications appear this year, broadening the debate:

•	 A special issue of the European Journal on Criminal Policy and Research 
focuses on “Crime Trends in Europe,” providing a more comprehensive look at 
crime patterns across the continent (Killias & Jehle, 2000).

•	 The first edition of The Crime Drop in America by Alfred Blumstein and Joel 
Wallman is published, offering a detailed examination of the US crime decline 
and potential explanations (Blumstein & Wallman, 2000).

•	 Marzio Barbagli publishes Perché è diminuita la criminalità negli Stati Uniti? 
(Why Has Crime Decreased in the United States?) (Barbagli, 2000).

These publications help establish the crime drop as a major topic of criminologi-
cal research and begin to explore its potential international dimensions.
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�2004: Cross-National Studies and Eastern 
European Perspectives

This year sees the publication of two important volumes:

•	 Cross-National Studies in Crime and Justice edited by David P.  Farrington, 
Patrick A. Langan, and Michael Tonry, which provides comparative analyses of 
crime trends across several countries (Farrington et al., 2004).

•	 A special issue of the European Journal on Criminal Policy and Research on 
“Crime trends in Western and Eastern European countries,” edited by Marcelo 
F.  Aebi. This issue is particularly significant as it includes perspectives from 
Eastern Europe, broadening the geographical scope of the debate (Aebi, 2004).

�2005: Comprehensive Analysis of Western Countries

The publication of Crime and Justice, Volume 33: Crime and Punishment in Western 
Countries, 1980–1999 edited by Michael Tonry and David P. Farrington represents 
a major milestone. This volume provides a detailed examination of crime trends 
across several Western countries over two decades, offering one of the most com-
prehensive comparative analyses to date (Tonry & Farrington, 2005a).

�2007: Victimization Perspective

Jan van Dijk, John van Kesteren, and Paul Smit publish Criminal Victimisation in 
International Perspective, based on the International Crime Victims Survey. This 
book provides valuable insights into crime trends from the perspective of victims 
across multiple countries, offering a different angle on the crime drop phenome-
non (van Dijk et al., 2007).

�2010: Challenging the Universality

Marcelo F. Aebi and Antonia Linde publish “Is There a Crime Drop in Western 
Europe?” in the European Journal on Criminal Policy and Research. This paper 
challenges the universality of the crime drop concept, highlighting divergent trends 
across different types of offenses and countries in Western Europe. It marks a sig-
nificant moment in the debate, introducing more skepticism about the idea of a 
uniform international crime drop (Aebi & Linde, 2010).

2  A Narrative Review of the Debate on the So-Called International Crime Drop
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�2012: New Directions in Research

The publication of The International Crime Drop: New Directions in Research 
edited by Jan van Dijk, Andromachi Tseloni, and Graham Farrell represents a major 
consolidation of various perspectives on the topic. This book brings together 
researchers from different countries and theoretical backgrounds, providing a com-
prehensive overview of the state of research on the international crime drop (van 
Dijk et al., 2012).

�2014: Comprehensive Review and Theoretical Developments

Crime and Justice, Volume 43: Why Crime Rates Fall, and Why They Don’t edited 
by Michael Tonry is published. This volume provides a comprehensive overview of 
the debate, including various theoretical explanations for crime declines and exami-
nations of trends in different countries. It also includes critical perspectives that 
question some of the assumptions underlying the international crime drop con-
cept (Tonry, 2014a).

�2018: Bringing Crime Trends Back into Criminology

Several significant publications appear this year:

•	 A special issue of the European Journal on Criminal Policy and Research on 
“Crime and Criminal Justice in Europe,” edited by Marcelo F. Aebi and Jörg-
Martin Jehle, provides updated analyses of crime trends across Europe (Aebi & 
Jehle, 2018).

•	 Eric P. Baumer, María B. Vélez, and Richard Rosenfeld publish “Bringing Crime 
Trends Back into Criminology: A Critical Assessment of the Literature and a 
Blueprint for Future Inquiry” in the Annual Review of Criminology. This paper 
provides a critical review of research on crime trends in the United States, ignor-
ing bluntly all research conducted elsewhere and at an international level. A sur-
prising level of parochialism considering that the first and third author had 
participated in several of the events mentioned in this timeline and dedicated to 
study the similarities and differences in the crime trends observed in the United 
States and in Europe (Baumer et al., 2018).

The timeline illustrates the evolution of the debate from an initial focus on the 
American experience to a broader international perspective. In the subsequent sec-
tions, the four major narratives on crime trends during the 1990s and 2000s will be 
presented. These narratives are categorized as (a) all-American narratives, (b) the 
Lausanne school narrative, (c) the Crime and Justice narrative, and (d) the security 
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hypothesis narrative. The first narrative explores the consensus in the United States 
regarding crime trends while highlighting divergent interpretations. The other three 
narratives concentrate on international crime trends, discussing divergences in the 
interpretation of nonlethal violent offenses, the impact of cybercrime, and potential 
explanations for the decline in offline property offenses beyond the commonly 
accepted opportunity-based theories.

�The All-American Narratives

The study of crime trends in the United States has been a cornerstone of crimino-
logical research, often setting the tone for global discussions on the topic. This “All-
American” perspective has been both influential and, at times, limiting in our 
understanding of international crime patterns.

As Baumer et al. (2018) comprehensively reviewed, the United States has expe-
rienced not one but multiple “Great American Crime Declines” (Zimring, 2007). 
These declines have varied significantly across offense types, data sources, and 
demographic factors, painting a complex picture that challenges simplistic narra-
tives. The story begins in the early 1980s when property crimes started their down-
ward trajectory. Interestingly, the National Crime Victimization Survey (NCVS) 
data shows that rape and aggravated assault also began to decline around this time, 
a trend not immediately reflected in official police statistics. This discrepancy high-
lights the importance of using multiple data sources in crime trend analysis, a meth-
odological approach that has been a hallmark of American research.

Homicide, often considered the most reliable indicator of violent crime, presents 
a particularly nuanced picture. While general homicide rates began to fall in the 
early 1990s—a trend that captured much public and scholarly attention—a closer 
look reveals important variations. Homicide rates for adults aged 30 and over, as 
well as for females, had already begun to decrease as early as 1980. In contrast, 
homicide rates for adolescents and young adults followed a different pattern, rising 
from the mid-1980s, peaking in the early 1990s, and then declining sharply (Baumer 
et al., 2018).

These varied trends underscore a key lesson from the American experience: the 
danger of overgeneralization. What might appear as a uniform “crime drop” is, in 
reality, a complex interplay of different trends for different crimes and different 
population subgroups.

Despite the wealth of data and research, Baumer et al. (2018) argue that crimi-
nologists have struggled to develop a robust scientific understanding of these trends. 
They identify two main reasons for this shortcoming. First, many explanations 
focus on single factors rather than considering multiple, interacting causes. Second, 
the study of crime trends has often been disconnected from broader criminological 
theory, limiting our understanding of the underlying mechanisms.

To address these limitations, Baumer et al. (2018) propose a conceptual frame-
work that organizes explanations around three key mechanisms: changes in social 
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controls, shifts in criminal propensities and motivations, and alterations in exposure 
to criminogenic settings. This framework attempts to integrate crime trends research 
with mainstream criminological theory, a step toward a more comprehensive 
understanding.

Accordingly, Baumer et al. (2018) place the available explanations of the offline 
crime drop in the United States withing these three mechanisms. First, explanations 
emphasizing increased social control include a growth in immigration, increased 
community cohesion and stronger social institutions, increased government trust, 
growth in police forces and enhanced policing strategies, enhanced security mea-
sures, and increase in imprisonment. Second, explanations focusing on reductions 
in criminal propensity and motivation include the legalization of abortion, reduction 
in lead exposure, aging population, growth in economic opportunities and perfor-
mance, stabilization of illicit drug markets, and reduction in substance abuse. Third, 
explanations highlighting reduced exposure to criminogenic settings and situations 
include increased time spent at home and away from public spaces and the stabiliza-
tion of illicit and secondary markets (Baumer et al., 2018).

In sum, the American narrative offers a wide range of explanations for the 
observed crime drops. In fact, it is crucial to note that despite decades of research, 
there remains no consensus on the exact causes of the crime drop in the United 
States. This lack of consensus in a country where the existence of a significant 
offline  crime drop is undisputed underscores the challenges in explaining crime 
trends, let alone generalizing these explanations to other national contexts.

Consequently, the dominance of these American narratives in global crimino-
logical discourse raises important questions. Why have these perspectives been so 
influential internationally, despite their focus on US-specific factors? How applica-
ble are these explanations to other national contexts with different social, political, 
and economic realities?

�The Lausanne School Narrative

Since the late 1980s, criminologists affiliated with the School of Criminal Justice at 
the University of Lausanne have been conducting extensive research in comparative 
criminology, hence contributing to the debate on international crime trends. Their 
work has been instrumental in developing large datasets for comparative research, 
including the European Sourcebook of Crime and Criminal Justice Statistics, with 
seven editions as of 2024,1 and the Council of Europe Annual Penal Statistics, better 
known as the SPACE statistics.2 These datasets provide an empirical foundation for 
analyzing crime trends across Europe and beyond.

1 See CoE (1999), Killias et al. (2003), and Aebi et al. (2006, 2010, 2014, 2021, 2024).
2 See, for example, Aebi et al. (2019a, b, c).
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The Lausanne School’s approach is characterized by a focus on empirical data, a 
critical examination of existing theories, and an emphasis on understanding regional 
contexts. Their work has consistently challenged overly simplistic narratives about 
crime trends, highlighting the complex and often divergent patterns observed across 
different crime types and geographical regions. Their explanations of the trends 
observed draw mainly on opportunity-based theories, proposing multifactor models 
that combine the routine activities approach (Cohen & Felson, 1979) with lifestyle 
theory (Hindelang et  al., 1978) and take into account  the digital revolution that 
started in the last quarter of the twentieth century and led to our contemporary 
hybrid society. The key publications and contributions from this school are pre-
sented in the following sections.

�Crime Trends in Europe from 1990 to 1996: How Europe 
Illustrates the Limits of the American Experience (Killias & 
Aebi, 2000a)

Killias and Aebi (2000a) analyzed crime trends in 36 European countries between 
1990 and1996, comparing them to the declining trends in the United States during 
the same period. In Europe, the study found that while property offenses showed a 
pattern of increase followed by decrease, violent offenses generally increased, and 
drug offenses rose substantially.

Killias and Aebi (2000a) challenged the applicability of US-centric explanations 
to European contexts. They argued that many factors proposed to explain the US 
crime drop, such as changes in policing strategies or demographic shifts, did not 
align well with European data.3 Instead, and in line with Felson (1998, 1999), they 
suggested that situational explanations like the routine activities approach were 
more useful for understanding the observed trends.

The authors highlighted the impact of significant political changes, particularly 
the fall of communist regimes and the opening of borders between Eastern and 
Western Europe in 1989. These events likely created new criminal opportunities 
influencing trends in theft, drug trafficking, and violence. This work served as an 
early indication that the crime drop was not a universal phenomenon and set the 
stage for more nuanced analyses of international crime trends.

3 For a presentation of these explanations, see Barbagli (2000) and issue 88/4 of the Journal of 
Criminal Law and Criminology (Travis, 1998).
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�Crime Trends in Western Europe from 1990 to 2000 
(Aebi, 2004b)

Aebi (2004b) expanded on the previous work, analyzing crime trends for nine 
offenses in 16 Western European countries from 1990 to 2000. This study con-
firmed and extended the earlier findings, showing that property offenses peaked 
around 1992 before decreasing, while nonlethal violent offenses and drug offenses 
increased steadily throughout the decade.

The author insisted on the relevance of opportunity-based theories to explain 
these trends, emphasizing how changes in daily routines and opportunities for crime 
have been influenced by the political and economic changes after 1989. He argued 
that the abolition of borders between East and West Europe facilitated the develop-
ment of illegal routes for goods, drugs, and even persons, contributing to the emer-
gence of organized crime networks. The decrease in property crimes after the early 
1990s peak is partly attributed by Aebi (2004) to the saturation of black markets in 
Eastern Europe combined with enhanced security measures in Western European 
households. The rise in violence is partially attributed to conflicts over illegal mar-
kets and the consolidation of marginalized ethnic neighborhoods. The steady rise of 
drug offenses mirrors increases in drug use indicated by other data sources in 
Western Europe. This trend likely reflects greater drug availability in European 
markets.

Aebi (2004b) also critically examined alternative explanations, rejecting those 
based on social bonding theory, anomie, and subcultural theories as insufficient to 
explain the observed patterns. Regarding the latter, he applied a historical-
comparative approach to show that the Italian American Mafia in the United States 
was influenced more by the opportunity structure (e.g., the prohibition) than by 
subcultural factors because the same Italian migrants moved to Argentina without 
developing such a criminal network. Seven years later, Varese (2011) would test and 
corroborate a similar hypothesis.

The same year, Aebi (2004a) published an updated version of the plenary confer-
ence he had pronounced in 2003 at the Third Conference of the European Society of 
Criminology in Helsinki, expanding his analyses to cover Eastern Europe. In this 
region, from 1990 to 2000, drug offenses exploded; violent crimes peaked mid-
decade but were decreasing by 2000, except for robbery which continued rising; and 
property crimes generally increased throughout the decade. In line with his previous 
works, the author attributed these trends largely to political and economic changes 
following the fall of communism in 1989, which created new criminal opportunities 
across Europe.

M. F. Aebi
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�Is There a Crime Drop in Western Europe? (Aebi & 
Linde, 2010)

Aebi and Linde (2010) analyzed crime trends in 14 West European countries from 
1990 to 2007, utilizing both police statistics and victimization surveys. The study 
found that while property crimes and homicide generally decreased, violent crimes 
showed divergent trends, with assault increasing substantially and robbery showing 
fluctuations. Drug offenses increased steadily throughout the period.

Aebi and Linde (2010) proposed a multifactor explanation for these trends, intro-
ducing several elements: (a) changes in criminal opportunities following the fall of 
the Soviet Union; (b) improved security measures and growth of private security; (c) 
changes in youth lifestyles due to internet use; (d) increases in binge drinking 
among youth; (e) the development of street gangs, mainly composed of second-
generation migrants in some areas; and (f) improvements in medical technology and 
health services that played a crucial role in reducing the lethality of aggressions, 
contributing to the decrease in homicide rates despite the increase in assaults.

To the best of our knowledge, this paper was the first to introduce the impact of 
changes in youth lifestyles due to internet use in the context of international crime 
trends. The authors made a crucial distinction between youths with full internet 
access and those without, predating the widespread adoption of smartphones, which 
would arrive only in 2007.

Linde and Aebi (2015) presented their multifactor model with more detail in a 
chapter included in a book honoring Marcus Felson, arguing that routine activity 
theory can be applied at a macrosocial level to explain divergent trends in different 
types of crimes. The key elements of their multifactorial model include (1) increased 
youth internet access, which reduced time spent in public spaces and opportunities 
for certain offline crimes; (2) growth in the proportion of young foreign residents, 
potentially leading to increased youth gangs and violence in some areas; (3) changes 
in alcohol consumption patterns among youth, including the impact of binge drink-
ing; and (4) for property crime specifically, an initial increase in the early 1990s in 
some Eastern European countries due to new criminal opportunities, followed by a 
subsequent decrease from the mid-1990s onward, attributed to (a) improved secu-
rity measures, (b) growth of private security services, and (c) improved socioeco-
nomic conditions in Central and Eastern Europe. Linde and Aebi (2015) contend 
that this model, grounded in routine activity theory, can account for the seemingly 
contradictory trends observed in different crime types across Western Europe dur-
ing this period. They argue that changes in everyday activities and opportunity 
structures, rather than changes in criminal motivations, best explain the observed 
crime patterns.

Fifteen years later, the two major changes to that model are the impact of the 
arrival of smartphones, which democratized the access to the internet, and the 
decrease in alcohol consumption even if heavy drinking episodes are still present in 
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many European countries.4 At the same time, violence among gangs of second- and 
third-generation ethnic minorities led to huge increases in homicides in Sweden,5 
and other Nordic countries are not far behind.6 Indeed, street gang violence is a 
growing concern in EU countries.7

�Conviction Statistics as an Indicator of Crime Trends (Aebi & 
Linde, 2012a)

Aebi and Linde (2012a) analyzed conviction statistics for six offenses in up to 26 
European countries from 1990 to 2006. The findings corroborated earlier results 
using police statistics, showing decreases in property offenses and homicides, 
increases in nonlethal violent offenses, and dramatic increases in drug offenses.

The authors concluded that their results supported their previous multifactor 
explanation based on opportunity theories (Aebi & Linde, 2010). Aebi and Linde 
(2012a) considered that there was no general crime drop in continental Europe. 
Rather, trends vary by offense type and region. The authors argue their findings 
highlight the need for contextualized analyses of crime patterns that consider the 
unique historical and social factors in different parts of Europe.

�Crime Trends in Western Europe, 1990–2007 (Aebi & 
Linde, 2012b)

In this book chapter, Aebi and Linde (2012b) deepened their analyses of crime 
trends in Western Europe from 1990 to 2007 by combining three types of official 
statistics: police-recorded offenses, suspected offenders known to police, and per-
sons convicted. The trends and explanations are logically the same presented in 
their previous works (Aebi & Linde, 2010, 2012a), as the relevance of the chapter 
relies on the analysis of the interactions between the crime measures studied. In that 
perspective, police and conviction statistics showed similar overall trends, with 
some minor divergences in later years. Certainty of arrest (ratio of suspected offend-
ers to recorded offenses) increased for homicide, robbery, and drug offenses but 
remained stable for other crimes. Certainty of conviction (ratio of persons convicted 
to suspected offenders) decreased for most offenses except homicide.

4 https://www.euronews.com/health/2023/06/30/so-long-dry-january-which-country-drinks- 
the-most-alcohol-in-europe
5 https://www.ips-journal.eu/regions/europe/gangs-of-the-north-3915/
6 https://www.nsfk.org/news/nordic-youths-involvement-in-street-gangs/
7 https://eucpn.org/sites/default/files/document/files/2206_Toolbox%20FR_LR.pdf 
(EUCPN, 2022).
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�Is There a Relationship Between Imprisonment and Crime 
in Western Europe? (Aebi et al., 2015)

Extending the analyses both in terms of the crime indicators taken into consider-
ation and the time span covered, Aebi et al. (2015) studied the relationship between 
imprisonment and crime trends in Western Europe from 1982 to 2011. They found 
that prison population rates (stock) increased from the 1980s to 2005, then stabi-
lized until 2011; conversely, annual entries into prisons (flow) decreased almost 
continuously since 1987. This apparent paradox is explained by a steady increase in 
the average length of detention. The composition of prison populations changed, 
with decreases in prisoners serving sentences for property offenses, but increases in 
those serving sentences for violent and drug offenses. These trends in prison popu-
lations mirrored trends in police and conviction statistics: Property crime decreased 
since the early 1990s; violent crime increased until the mid-2000s, then stabilized; 
meanwhile, drug offenses increased throughout the 1990s and 2000s.

The authors conclude there is a relationship between crime trends and imprison-
ment in Western Europe, with the evolution of crime affecting imprisonment rates. 
However, they found no evidence that increased imprisonment had a deterrent effect 
on violent or drug crime. They argue these findings challenge theories that view 
property crime as the main driver of overall crime rates, as well as claims about the 
deterrent effects of imprisonment. The results suggest the need to consider crime 
trends when analyzing changes in imprisonment rates across time and 
jurisdictions.

�The Persistence of Lifestyles: Rates and Correlates of Homicide 
in Western Europe from 1960 to 2010 (Aebi & Linde, 2014)

In their following paper, Aebi and Linde (2014) focused specifically on homicide 
trends in 15 Western European countries over a 50-year period. They found that 
homicide rates increased from the mid-1960s to the early 1990s and then decreased 
until 2010. Both male and female victimization rates followed similar trends, with 
rates for males being approximately twice as high as those for females. The majority 
of victims were in the 30–44 age group, which contrasts with other regions of the 
world where victims are typically younger. Additionally, rates of infanticide (vic-
tims aged 0–14) decreased throughout the period. 

Interestingly, traditional demographic and socioeconomic predictors of homi-
cide were not significantly correlated with homicide rates or trends. Aebi and Linde 
(2014) proposed an explanation based on lifestyle changes since the 1960s, includ-
ing increased time spent in public spaces, later marriage ages, and changes in leisure 
activities which contributed to the rise of homicides. They suggested that the devel-
opment of “mass private property” (e.g., shopping malls) and the internet in the 
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1990s have contributed to the subsequent decline in homicide by altering lifestyles 
and routine activities.

This paper was relevant in challenging explanations of the rise of homicide 
between the 1960s and the 1990s that suggested a period of “decivilization in the 
1960s” (Pinker, 2011) or followed Max Weber’s models of conduct of life by put-
ting the accent on the interactions of young men in public spaces (Eisner, 2008). 
Aebi and Linde (2014) viewed the impact of the internet as one of several factors 
that altered routine activities and time spent in public spaces. The authors conclude 
that explanations of homicide trends in Western Europe must account for changes 
affecting multiple age groups and both genders.

�Crime Drop or Police Recording Flop? On the Relationship 
Between the Decrease of Offline Crime and the Increase 
of Online and Hybrid Crimes (Caneppele & Aebi, 2017/2019)

Realizing that the role of the cyberspace on crime trends at the international level 
continued to be ignored or denied—as it is respectively the case in the narratives 
that will be presented in the next two sections—Aebi and Caneppele (2017/2019) 
dedicated a paper to examine the relationship between the decline in traditional 
(offline) crimes and the evolution of cybercrime in Western industrialized countries. 
The authors argued that the “crime drop” observed since the 1990s is limited to 
certain traditional offline crimes, particularly property crimes and homicide, while 
cybercrime in the form of online and hybrid offenses has increased substantially 
since the 1990s.

Caneppele and Aebi (2017/2019) proposed that the rise of online and hybrid 
crimes has likely contributed to the drop in offline crimes by shifting criminal 
opportunities to the digital realm. They argued that police statistics have failed to 
adapt to measuring cybercrime, creating a “police recording flop” that obscures its 
true prevalence. In fact, victimization surveys in England and Wales suggest cyber-
crime may currently represent between one-third and half of all crime.

This work highlighted the limitations of traditional crime measures in capturing 
the realities of crime in the digital age. The authors proposed a tripartite classifica-
tion of offline, online, and hybrid crimes to better reflect the current crime land-
scape. Caneppele and Aebi (2017/2019) concluded that the development of the 
cyberspace has fundamentally altered criminal opportunities and routine activities, 
opening a breach—in the sense proposed by Killias (2006)—in traditional crime 
prevention strategies. This new scenario has consolidated the private security mar-
ket and led to strategic data collection by companies that could be useful to study 
cybercrime.

M. F. Aebi
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�Comparative Criminology in the Digital Society (Linde & 
Aebi, 2020)

This paper represents the most recent evolution of the Lausanne School’s thinking 
on international crime trends. Linde and Aebi (2020) argue that the digitalization of 
society marks a profound transformation that extends far beyond the scope of 
nineteenth-century modernization, impacting societies on a global scale. They trace 
the origins of the digital revolution to the computerization efforts of the 1950s, 
which gained significant momentum with the video games in the 1980s and the 
advent of the internet in the 1990s and was further accelerated by the proliferation 
of smartphones starting in 2007. By 2017, the ubiquity of digital technology was 
evident, with more global mobile phone subscriptions than habitants of the planet 
(103 subscriptions per 100 inhabitants).

The authors highlight several challenges that digitalization poses for criminol-
ogy: (a) the need to rethink criminological theories, research methodologies, and 
units of analysis to incorporate the realities of cyberspace; (b) the importance of 
adapting units of observation to include cyberspace alongside traditional geographic 
units; (c) the need to include online and hybrid offenses in discussions of crime 
trends and cross-national comparisons; (d) the importance of updating crime mea-
surement instruments to better capture the nuances of digital society; and (e) the 
need for developing new theoretical approaches and critically reassessing existing 
theories. Regarding the latter, Linde and Aebi (2020) consider that modernization 
and world systems theories appear relatively outdated for understanding cybercrime 
trends. In contrast, the ecological opportunities (situational) approach and civiliza-
tion process theory show more promise but still require significant updates to remain 
relevant. They point out the hateful comments often found online, which casts 
doubts about the real level of civilization acquired and the fragility of it, which was 
already foreseen by Elias ([1939]/2000).

Linde and Aebi (2020) conclude that digitalization indeed entails a paradigm 
shift that requires substantial changes in comparative criminology research. This 
shift involves integrating cyberspace into traditional frameworks, incorporating new 
forms of crime into analysis, and evolving theoretical models to better understand, 
prevent, and respond to crime in our contemporary hybrid world.

�Summary of the Contribution of the Lausanne School

In sum, the Lausanne School’s body of work has consistently highlighted the com-
plexity and regional variability of crime patterns, challenging simplistic narratives 
of a general “international crime drop.” Their key contributions include (a) empha-
sizing the role of routine activities and opportunity structures in shaping crime 
trends; (b) highlighting the influence of significant sociopolitical changes, such as 
the fall of the Iron Curtain, on criminal opportunities; (c) recognizing the early 
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impact of technological advancements, particularly the internet, on criminal behav-
ior; and (d) proposing multifactorial explanations that consider the interplay of 
social, economic, and technological factors.

The work of the Lausanne School is frequently cited and has gained considerable 
recognition in the field of criminology. However, their persistent emphasis on the 
lack of uniformity in the crime drop—the absence of a “general” crime drop across 
all offense types and regions—is often overlooked in broader discussions. This 
oversight may stem from the fact that their findings contradict the narrative of a 
universal decline in offline crime, a phenomenon clearly observed in the United 
States and the United Kingdom but not necessarily replicated in continental Europe.

This selective reception of the Lausanne School’s work highlights a broader 
issue in criminology: the tendency to generalize findings from dominant research 
contexts—specifically the Anglo-American sphere—to other regions without suffi-
cient critical examination. It underscores the need for a more nuanced, context-
sensitive approach to understanding global crime trends.

�The Crime and Justice Narrative

The Crime and Justice narrative takes its name from the homonymous annual 
review of research edited by Michael Tonry since 1971. Tonry, the most interna-
tional of all the US researchers, is the only person to have been president of both the 
American Society of Criminology and the European Society of Criminology. Now 
retired, he has been professor at the Universities of Minnesota, USA, and Cambridge, 
UK, and from 2000 to 2010, he served as the founding editor of Criminology in 
Europe, the newsletter of the European Society of Criminology. Throughout his 
career, Tonry often established networks of experts capable of collecting and ana-
lyzing crime data in different countries and providing meaningful explanations for 
the observed results. Many of the volumes of Crime and Justice are thematic, cover-
ing specific topics with papers written by members of these networks, and featuring 
introductions by Tonry, often co-authored with contributors to the same issue. These 
introductions provide clear and meaningful summaries of the content. The volumes 
are meticulously prepared through a rigorous process involving an Editorial Board, 
specialist guest co-editors, and conferences where draft manuscripts are discussed 
by authors and qualified scholars.

Crime and Justice published two volumes on international crime trends from the 
1980s to the 2010s. Volume 33, titled Crime and Punishment in Western Countries, 
1980–1999, was published in 2005 (Tonry & Farrington, 2005a); volume 43, titled 
Why Crime Rates Fall, and Why They Don’t, was published in 2014 (Tonry, 2014a). 
Additionally, in 2010, Tonry compiled six short articles by different authors and 
published them in issue 9/1 of the ESC Newsletter as a special feature under the title 
Why are crime rates falling (or are they)? (Tonry, 2010). In the Crime and 
Justice  narrative, trends in online and hybrid offenses (Caneppele and Aebi, 
2017/2019) are not mentioned.

M. F. Aebi
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�Crime and Punishment in Western Countries, 1980–1999 (Tonry 
& Farrington, 2005a)

This book, published in 2005 as volume 33 of Crime and Justice, represents a sig-
nificant contribution to the study of contemporary international crime trends namely 
because of its rigorous methodology. It includes 11 articles and is the result of a 
conference held in Cambridge in 1999. The 6-year lag between the conference and 
the publication highlights the extensive efforts involved in completing it.

Tonry and Farrington’s (2005b) introductory article presents a sophisticated 
comparative study of crime rates and trends across eight countries: Australia, 
Canada, England and Wales, Netherlands, Switzerland, Scotland, Sweden, and the 
United States. The study aimed to standardize crime and punishment data to facili-
tate meaningful cross-national comparisons, focusing on six offenses—residential 
burglary, vehicle theft, robbery, serious assault, rape, and homicide—over the years 
1980 to 1999. For each country, the authors of the articles included in the book col-
lected data on various stages of the criminal justice process for these offenses, 
including the number of crimes committed (estimated via national victimization 
surveys), reported to the police, recorded by the police, offenders convicted, offend-
ers sentenced to custody, average sentence length, and average time served. They 
then compared these quantities with the national populations and estimated linking 
probabilities, such as the likelihood of an offender being convicted, or a convicted 
person being sentenced to custody. Tonry and Farrington (2005b) do not introduce 
the concept of a general “international crime drop” because the data collected do not 
support such a hypothesis.

Their main findings are that (a) burglary rates rose in the 1980s but decreased in 
most countries from the early 1990s onward; (b) robbery rates showed no clear 
trend in most countries, with increases in England and Scotland and decreases in the 
United States; (c) homicide rates either fell substantially toward the end of the twen-
tieth century or remained flat at low levels; and (d) motor vehicle theft rates fell in 
most countries during the 1990s and in several during the 1980s.

The authors note that the results for these offenses align with data from the 
International Crime Victim Survey (ICVS) (van Kesteren et  al., 2000) and the 
European Sourcebook of Crime and Criminal Justice Statistics for homicide, bur-
glary, and motor vehicle theft but show mixed patterns for robbery (CoE, 1999). On 
the contrary, Tonry and Farrington (2005b) express skepticism about trends in 
assault, rape, and robbery, noting that increases in the official data collected for 
these crimes may reflect changes in reporting and recording practices rather than 
actual increases in violence. This skepticism toward the rise of nonlethal violent 
offenses becomes a recurring theme in the Crime and Justice narrative. To support 
their explanation based on the declining tolerance of violence in Western societies, 
Tonry and Farrington (2005b) quote Blumstein and Beck (1999) who worked with 
US data only. Furthermore, they do not analyze trends in the levels of reporting rates 
as recorded by victimization surveys which, if their hypothesis was correct, should 
have been increasing. The analyses of the ICVS data conducted years later by Aebi 
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and Linde (2010, 2012a) showed that at that time, the percentages of violent victim-
izations reported by the victims to the police were not increasing.

In addition, Tonry and Farrington (2005b) state that “Because the most reliable 
crime counts are for homicide, and assault and robbery rates should be probabilisti-
cally related to homicide rates, there is reason to be skeptical that the official data 
reported in the [European] Sourcebook reflect reality. Accordingly, we believe that 
no conclusions about true crime trends can be drawn from Sourcebook data about 
recorded rates of rape, robbery, and assault” (Tonry & Farrington, 2005b: 13). This 
notion of a correlation between homicide and other nonlethal crimes is deeply 
rooted in American criminological thought, but does not seem to hold universally, 
especially in continental Western Europe (Aebi & Linde, 2016). This perspective 
overlooks important factors such as improvements in medical healthcare, which 
have contributed to a decrease in completed homicides while attempted homicides 
have increased (Linde, 2018). In many European countries, the distinction between 
attempted and completed homicides is crucial, and relying solely on completed 
homicides—as is common in the United States, where they are categorized as mur-
der—can lead to skewed interpretations of crime trends.

�Why Crime Rates Are Falling Throughout the Western World 
(Tonry, 2014a)

This book, published as volume 43 of Crime and Justice, includes eight articles and 
is the result of a conference held in Bologna in 2012. It arrived at a moment when 
the notion of an “international crime drop” had been taken for granted by many 
criminologists.

Tonry’s (2014b) introductory article, however, strikes a cautionary note. While 
agreeing that homicide and property crime have declined substantially since the 
1990s across the developed world, he argues trends in other violent crimes were 
more complex and ambiguous. Tonry accepts the evidence of homicide declines as 
definitive. Homicide is the most reliably measured crime, with health statistics on 
deaths corroborating the police data showing steep drops in all Western countries 
starting in the early to mid-1990s, after increases in the preceding decades. Property 
crime has also clearly fallen based on both police records and victimization surveys.

Tonry (2014b) contends that for assault, robbery, rape, and nonlethal violent 
offenses in general, the picture is murkier. Police records show decreases in the 
English-speaking countries and parts of continental Europe since the 1990s but 
increases in some other European countries. Victimization surveys in several coun-
tries, especially in Scandinavia, also point to rising violence. Tonry (2014b) attri-
butes these seeming contradictions not to real differences in violence trends but to 
changes in reporting and recording. According to him, victims have become more 
likely over time to report incidents to police, but at different rates across countries. 
Police have also shifted to recording more reported incidents as crimes, sometimes 
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due to policy changes to be more victim-oriented. In addition, cultural thresholds of 
tolerance for violence, especially domestic and sexual, have fallen, leading more 
people to define incidents as crimes. These changes in reporting, recording, and 
cultural meanings have inflated official rates of violent crime to varying degrees in 
different countries at different times, Tonry argues. He suggests violence has likely 
fallen everywhere but this is obscured in some official data, especially in continental 
Europe, that may lag behind the United States and United Kingdom in the timing of 
these artifact effects.

In terms of explanations of these trends, while agreeing that security improve-
ments seem a likely cause of property crime declines, Tonry (2014b) is more skepti-
cal that they explain violence trends given the apparent divergences. He instead 
favors theories focused on evolving cultural thresholds and social controls, building 
on insights from Durkheim, Elias, and others about the “civilizing process” that has 
reduced violence over the centuries. Recent declines are seen as a resumption of this 
long-term trend after a 1960s–1980s disruption from rapid social change.

In short, Tonry (2014b) supports the idea of a general crime drop in Western 
highly industrialized societies. The evidence is overwhelming that homicide and 
property crime have fallen in these societies, but for other violent crimes, official 
records are misleading. Nevertheless, underneath the apparent divergences, vio-
lence is probably declining everywhere, he concludes, driven primarily by long-
term cultural shifts.

Tonry’s (2014b) analysis of available data aligns with much research indicating 
that nonlethal violent offenses did not universally decline in continental Europe, 
unlike the trends observed in homicide and property crime. This divergence is sig-
nificant as some narratives overlook these contrasting trends (see Farrell et al., 2014, 
in the next section). While we share the perspective on heightened sensitivity to 
violence in these countries, we have a difference of opinion regarding the extent of 
its influence. For increased reporting to fully explain the rising police-recorded and 
conviction rates, it would have needed to grow consistently and at a significant pace 
year after year (Aebi & Linde, 2012a). Moreover, victimization surveys do not 
reflect this major reporting increase, which further complicates this explanation 
(Aebi & Linde, 2010, 2012a). Accepting that violence is declining, contrary to what 
official data  suggest, requires a leap of faith that we are not willing to take. 
Additionally, if the assumption is that violence is not increasing despite the empiri-
cal evidence, it raises the question of why it should be considered declining rather 
than stable.

We concur with Tonry (2014b) regarding the role of situational crime prevention 
in reducing property offenses, a view that we have been holding since our early 
works on crime trends (Killias & Aebi, 2000a; Aebi, 2004a, b). Regarding the 
decline in homicide rates since the late Middle Ages, the perspective on the impact 
of Elias’ civilizing process is shared too. However, in the short term, we consider 
that lifestyle changes explain better the increase in homicide from the 1960s to the 
1990s and its subsequent decrease (Aebi & Linde, 2014). This decrease is linked to 
the increase in time spent in virtual environments, beginning with video games in 
the 1980s, accelerating with the expansion of the internet in the 1990s, and further 
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propelled by the advent of smartphones from 2007 onward (Linde & Aebi, 2020). 
In this context, we acknowledge that choosing between a cultural and a lifestyle 
explanation with the available data is largely a matter of interpretation.

In sum, while Tonry (2014b) rightly highlights the complexity of violence trends, 
his suggestion that they are universally falling is not fully supported by the evi-
dence. Alternate multifactor explanations, such as the ones developed by research-
ers from the Lausanne school and presented in the previous section, may provide a 
more compelling account of European crime trends, although this remains open 
to debate.

�The Security Hypothesis Narrative

The narrative of the security hypothesis references an impressive number of articles 
written by Graham Farrell with various co-authors, usually including the term 
“crime drop” in their titles.8 In the empirical sections of these articles, Farrell and 
colleagues frequently analyze data from the United States, Canada, the United 
Kingdom, Australia, and New Zealand—English-speaking and common-law coun-
tries where there is consensus about a general decrease in offline crimes in the 
1990s and 2000s. They conclude that this crime drop can only be explained through 
a security hypothesis inspired by the routine activities approach. Furthermore, based 
on an analysis of data from the ICVS, they argue that there is an international crime 
drop, which can only be explained through their security hypothesis. Notably, 
Farrell and his colleagues arrived relatively late to the crime trends debate—their 
first article in a newsletter is from 2008—and they prefer to ignore previous expla-
nations based on opportunity-based theories, such as those provided by Killias and 
Aebi (2000a) and Aebi (2004a, b), proclaiming systematically that they were the 
first to propose such an explanation.

As Farrell and colleagues’ security hypothesis has been extensively presented in 
several of their papers, we have selected the one we consider the most comprehen-
sive for summarizing it here (Farrell et al., 2014). This paper, included in the already 
mentioned volume 43 of Crime and Justice, makes a compelling case that security 
improvements are the most likely explanation for the widespread drops in crime 
experienced in many developed countries since the early 1990s. The authors argue 
that most other prominent hypotheses fail to adequately account for key features of 
the international crime declines. In particular, they apply four key tests to assess the 
viability of different explanations.

First, can the hypothesis be applied to multiple countries that experienced crime 
drops? Many explanations developed in the US context, such as changes in abor-
tion laws or policing strategies, do not fit the international nature of the crime 
declines.

8 See in particular Farrell et al. (2008, 2010, 2011, 2014, 2015) and Farrell and Birks (2018, 2020).
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Second, is the hypothesis consistent with the fact that crime was increasing for sev-
eral decades prior to the 1990s? Some explanations, like the civilizing process or 
lead poisoning, imply a long-term downward trend at odds with earlier increases.

Third, can the hypothesis account for increases in some crimes, like phone theft and 
e-crimes, while most crimes dropped? Demographic shifts or waning drug mar-
kets, for instance, would predict broad declines across all crime types.

Fourth, is the hypothesis compatible with variation in the timing and trajectory of 
crime drops across countries and crime types? Imprisonment rates or economic 
factors varied too much internationally to explain the common overall pattern.

Of 17 hypotheses examined, Farrell et  al. (2014) consider that 16 fail one or 
more of these tests. Unsurprisingly, their security hypothesis is the only one that 
passes all four. The strongest evidence would come from the auto theft declines. 
Multiple studies across different countries point to improved vehicle security in the 
form of electronic immobilizers and central locking as driving the dramatic falls in 
car theft. The spread of these measures aligns closely with the timing of the theft 
reductions in the United States, the United Kingdom, Australia, and the Netherlands. 
Mounting evidence also suggests household burglary fell due to better security, such 
as stronger door and window locks and security lighting.

Farrell et al. (2014) then intend to explain the crime drop—which for them is 
general, in the sense that it includes all kinds of offline offenses, and international. 
Unsurprisingly, they face a difficult challenge when trying to explain a decrease in 
violent offenses through a hypothesis that the Lausanne School had been applying 
for years to explain the decline of offline property offenses (see the previous 
sections).

According to Farrell et al. (2014), as offenders found it harder to steal cars and 
break into homes, this may have had a knock-on effect in reducing other street 
crimes and violence. They also state that most offenders are generalists, and prop-
erty crimes dominate the criminal career, frequently preceding violent offenses. 
Hence, Farrell et al. (2014) propose two keyways in which security improvements 
likely reduced violence:

	1.	 The keystone hypothesis: Reducing car theft denied offenders a means to travel 
to commit other crimes. Disrupting this key crime type undercut the general 
criminal career.

	2.	 The debut crime hypothesis: Making adolescent offending like joyriding harder 
delayed the onset of criminal careers, leading to fewer offenders progressing to 
chronic offending.

In summary, in line with the explanations of the Lausanne School (see the previ-
ous sections), the preponderance of evidence indicates security improvements are 
the most compelling explanation that fits the international decline of property 
offenses. Whether this may have had an indirect effect on violent offenses, as pro-
posed by Farrell et al. (2014), is a matter of debate. While further research on other 
crime types is still needed, the security hypothesis provides a convincing and parsi-
monious account of the drop in offline property offenses compared to rival theories. 
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It suggests that designing out crime opportunities may have far-reaching benefits in 
reducing offending.

A major difference between the Lausanne School and the security hypothesis 
narratives is that for the latter, the crime drop concerns all offenses. Interestingly, 
confronted with the same ICVS data for the few countries that participated five 
times, Farrell et al. (2014) and Aebi and Linde (2010, 2012a) reached different con-
clusions regarding trends in violent offenses. It is worth noting that Tonry and 
Farrington (2005b) had already warned about the limitations of the ICVS for estab-
lishing crime trends due to the sample sizes, typically about 2000 per country, and 
nonresponse rates, typically 30–50%.

Furthermore, there are several clashes between research conducted by both 
groups and the way in which the works of the Lausanne School are presented by 
Farrell and colleagues in most of their articles. The latter primarily concentrate on 
the United Kingdom, Australia, and the United States, potentially overlooking 
important variations in crime trends across other countries, particularly in continen-
tal Europe. Farrell et al. (2014) mischaracterized Aebi and Linde’s (2012b) findings, 
claiming they suggested no “general” crime drop in Europe due to variation between 
countries. In reality, Aebi and Linde’s work presented a more nuanced view, show-
ing varied trends for different types of offenses (see the previous sections).

Additionally, Farrell et  al. (2014) rejected the “internet hypothesis”—i.e., the 
role of cyberspace in explaining crime trends—without fully considering its com-
plexities or acknowledging prior peer-reviewed studies on the topic, such as Aebi 
and Linde (2010). Similarly, Farrell and Birks (2018) dismissed attempts to corre-
late the rise of online and hybrid crimes with the decline of certain offline crimes 
(Caneppele & Aebi, 2019/17), arguing that “the causal mechanisms are wrong.” 
This approach may overlook the complex, process-based nature of societal changes 
and their impact on crime. To conclude, Farrell et al. (2014) claim originality for 
applying routine activity theory to crime trends, despite earlier work by researchers 
from the Lausanne school (e.g., Killias & Aebi, 2000a, Aebi, 2004a, b) that had 
already applied opportunity-based theories to European crime trends.

In fact, the insistence of Farrell and colleagues on the concept of an “interna-
tional crime drop” may be an overgeneralization, especially when applied to Europe 
as a whole, given the lack of comprehensive data for many countries and the signifi-
cant historical events affecting crime statistics in Central and Eastern Europe. 
Finally, while criticizing others for relying on official statistics, Farrell et al. (2014) 
do not fully acknowledge the limitations of victimization surveys, especially in 
cross-national and long-term comparisons.

�Discussion and Conclusion

The debate surrounding the so-called “international crime drop” has been a major 
topic in criminology for the past three decades. This review has traced the evolution 
of this concept from its origins in the United States to its broader application in 
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international contexts. Through an examination of four major narratives—the all-
American, the Lausanne School, the Crime and Justice, and the security hypothe-
sis—we have highlighted the complexities and nuances of interpreting crime trends 
across different countries and crime types.

Several key points emerge from this review:

	1.	 The complexity of crime trends: The notion of a general “international crime 
drop” is an oversimplification. While there is evidence of declining rates for 
certain types of crime (particularly property crimes and homicide) in many 
Western countries since the 1990s, trends in other violent crimes have been more 
variable, especially in continental Europe.

	2.	 Methodological Challenges: Cross-national comparisons of crime trends face 
significant methodological hurdles, including differences in legal definitions, 
reporting practices, and data collection methods. The debate highlights the 
importance of using multiple data sources, including both official statistics and 
victimization surveys, to gain a more comprehensive picture.

	3.	 Divergent explanations: While there is general agreement on the decline of prop-
erty crimes and homicide in many Western countries, explanations for these 
trends vary. Opportunity-based theories—supported by the three international 
perspectives—has gained traction in explaining property crime declines, but 
their application to violent crime trends is more contentious.

	4.	 The role of technology: The impact of technological changes, particularly the 
rise of the internet and smartphones, on crime trends has been a point of conten-
tion. While some researchers (notably the Lausanne School) have emphasized its 
importance, others have been more skeptical or have overlooked its potential 
influence.

	5.	 Regional variations: The review highlights significant differences between 
trends observed in English-speaking countries (particularly the United States 
and United Kingdom) and those in continental Europe. This underscores the 
need for context-specific analyses that consider unique historical, social, and 
cultural factors.

	6.	 The emergence of Cybercrime: The rise of online and hybrid offenses has been 
largely overlooked in many analyses of the crime drop, potentially skewing our 
understanding of overall crime trends.

	7.	 Theoretical implications: The debate has challenged existing criminological 
theories and highlighted the need for more dynamic, multifactor explanations 
that can account for variations across crime types, regions, and time periods.

These findings have several implications for criminology and criminal jus-
tice policy:

	1.	 A need for nuanced analysis: Future research on crime trends should avoid over-
generalization and strive for more nuanced, context-sensitive analyses that con-
sider variations across different types of offenses, geographical regions, and time 
periods.
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	2.	 Improving data collection: There is a pressing need to develop more sophisti-
cated methods for measuring and analyzing cybercrime to ensure a comprehen-
sive understanding of contemporary crime patterns.

	3.	 Theoretical development: The field would benefit from the development of more 
integrated theoretical approaches that can account for the complex interplay of 
factors influencing crime trends, including technological changes, socioeco-
nomic factors, and cultural shifts.

	4.	 Policy Implications: While improved security measures appear to have been 
effective in reducing property crimes, their impact on violent crime is less clear. 
Policymakers should consider a range of approaches when addressing different 
types of criminal behavior.

	5.	 International cooperation: Given the global nature of many contemporary crime 
issues, particularly cybercrime, there is a need for increased international coop-
eration in both research and policy development.

In conclusion, while the concept of an “international crime drop” has stimulated 
valuable research and debate, it has also highlighted the risks of oversimplifying 
complex social phenomena. Future research should remain open to diverse perspec-
tives and methodologies, critically examine underlying assumptions, and strive for 
a more nuanced understanding of crime trends that reflects the complexities of our 
increasingly interconnected and hybrid world.
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Chapter 3
Digitalization, Social Change, and Crime 
Trends: A Literature Review to Build 
a Conjecture

Fernando Miró-Llinares and Marcelo F. Aebi

�What Slow and Abrupt Changes Can Have in Common

Among researchers, there is much more agreement than disagreement regarding the 
importance, necessity, and inherent challenges of delving into the historical analysis 
of crime trends. Conversely, there is much more disagreement than agreement when 
it comes to pinpointing the precise reasons behind shifts in these trends. The over-
arching goal, shared by many, of scrutinizing crime patterns across various time-
frames—be it globally, nationally, or at the city level—is to uncover insights into 
the past and the macro-level evolution of criminal activities and then, by juxtapos-
ing these trends with changes in a myriad of social factors, to identify explanatory 
variables that can elucidate micro-level shifts in crime dynamics (Rosenfeld, 2018). 
The imperative arises from the need to refine our understanding of crime and, con-
sequently, enhance our ability to predict its trajectories, rationalize public policies, 
and optimize resource allocation related to crime prevention (Blumstein & 
Rosenfeld, 2008). Despite this urgency, the forward-looking aspect of this endeavor 
has received considerably less scholarly attention (Austin et al., 2019). The formi-
dable challenge of uncovering explanatory factors behind trends rests on several 
well-acknowledged barriers. These barriers are often categorized into issues related 
to access to data—whether due to data unavailability or inaccessibility (Hebenton & 
Jou, 2018) or to their validity (Aebi & Linde, 2016)—and challenges in compre-
hending and interpreting the complex social conditions that impact crime rates 
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(Rosenfeld & Weisburd, 2016), including chronocentrism, parochialism, and causa-
tionism (Aebi & Linde, 2016).

Perhaps this explains why, although the study of crime trends is as old as crimi-
nology itself, it is usually complex to identify the factors that affect the change in 
crime rates over time (Aebi & Linde, 2016; Rosenfeld & Weisburd, 2016), and it is 
much more common to find in the literature on the analysis of a specific crime trend 
significant disagreements about the causes than essential agreements on the reason 
for the change. There are always exceptions however. In fact, of the last two trends 
that have been of special academic interest, one of them complies with the rule, 
since there is a clear disagreement in the diagnosis of the reasons for such a change 
in trend, while the other seems an exception, as it has led to an apparent general 
consensus on the explanations for it. The first one is the offline crime drop in 
America; the second one is the crime drop during the pandemic-related lockdowns.

The first one is the debate about the so-called “crime drop,” which occupied the 
first two chapters of this book. In order to simplify the discussion, the debate about 
trends in violent offenses in Europe treated in the previous chapter will be left aside, 
and this chapter will concentrate only in the explanations provided for the decrease 
of homicides and property offenses in Europe as well as the general decrease of 
offline offenses in the United States. In that context, what has given rise to more 
literature and more disagreement has been the identification of potential explana-
tions for this change in trend. It is true that there is a more or less generalized agree-
ment that the offline crime drop would involve a set of decreases in different types 
of criminal behaviors from different cohorts that could be due to a confluence of 
causes rather than a single condition causing the overall decrease (Aebi & Linde, 
2010; Blumstein & Farrington, 2000; Van Dijk & Tseloni, 2012; Zimring, 2006; 
Kim et al., 2016). But beyond that, and from the very beginning of the discussion, 
there have been many and very different explanations that have been offered for the 
change in trend. Reasons related to a deeper change that would have to do with the 
“long duree” such as the process of civilization (Elias & Hammer, 1939) that has 
been experienced in the last century and that would have led to a decrease in crime 
only interrupted by the rise in the 1960s and 1970s (Pinker, 2011; Eisner, 2008; 
Aebi & Linde, 2014). Demographic and political changes of various types that 
would have had a slower and harder to perceive impact have also been mentioned, 
such as the role of institutions in attitudes toward them and toward specific types of 
crimes, or the political and economic context itself (Farrall, 2017). And within these 
latter factors is where some of the changes that have been cited as totally or partially 
determinant of the crime drop should be framed, such as changes in the environ-
ments of criminal opportunity due to technological modifications that would have 
improved surveillance and reduced criminal opportunities (Farrell et al., 2011), as 
well as more indirect changes in lifestyles that would have increased time spent at 
home and reduced time on the streets, and with it also some opportunities for tradi-
tional crime (Aebi & Linde, 2010; Miró-Llinares & Moneva, 2019). In this perspec-
tive, only Aebi and Linde (2010, 2012a, b; 2014; Linde & Aebi, 2020) have been 
insisting since they started writing together on crime trends on the role of time spent 
on the internet on lifestyles and how this affected these trends.
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As anticipated, there is less divergence regarding the origin of the other crime 
decline trend, albeit soon reversed, that has been the subject of special attention 
from criminology, focusing on crime rates during the Covid-19 crisis. A quick look 
at the initial works that have analyzed the impact of the Covid-19 crisis on different 
forms of crime in various countries (which will be expanded upon later) shows us 
that almost all studies agree in placing changes in mobility as the reason behind the 
change in trends, and even behind some increases such as domestic-related crime 
(Piquero et  al., 2020), and cybercrime (Buil-Gil et  al., 2020; Kemp et  al., 2021; 
Johnson & Nikolovska, 2022; Miró-Llinares, 2021) as well as their impact on prison 
populations (Aebi & Tiago, 2020a, b). Based on the premises of criminal opportu-
nity, it seems that the reduction in everyday activities in the streets and in other 
public places during the harsh moments of confinement would explain the general-
ized decreases in crime during those periods, and the increases in those crimes 
whose opportunities are generated by spending more time at home (Payne & 
Morgan, 2020). In addition, the different degrees of confinement and the prohibi-
tions of activity imposed by governmental institutions would explain the different 
evolution of crime (Payne et al., 2020; Mohler et al., 2020), which ties even more 
clearly the development of trends with the different ways in which mobility was 
affected and, thus, the convergence between aggressors and potential victims.

It should not surprise us that, on one hand, there is clear agreement on the origin 
of the Covid trend and that, on the other, there is a profound disagreement regarding 
the offline crime drop. The reason, using Braudel (1958) again, does not have to be 
the different nature of the causes of change, but the different “clock” at which they 
might be moving, even if they were related. While one trend, the one related to 
Covid-19, is happening at a faster speed due to the appearance of an event that 
abruptly modifies social conditions determinant of violent behavior, such as mobil-
ity and its incidence on the convergence between aggressors and victims, the other 
moves much more slowly, at the speed at which social changes occur for demo-
graphic or technological reasons. Something similar to this has been suggested by 
Rosenfeld when he talks about the study of crime trends moving between what he 
calls “normal science,” the study of slow changes in crime over time in relation to 
also gradual changes in criminal opportunities or sanctions, and exogenous shocks, 
about the study of unexpected and abrupt changes in crime rates caused by also 
abrupt and unforeseen exogenous shocks that would not be explainable according to 
the assumptions of normal science and would require new explanatory approaches 
(Rosenfeld, 2018). But exogenous changes and slow changes can coincide at a cer-
tain moment, when in the middle of a certain slow trend of modification of crime 
rates due to demographic, technological, or other reasons, and specific events occur 
that create new trends. In these cases, it is advisable not to confuse the effects due 
to the eventual change with those that have to do with the conjunctural change. And 
it is also important to keep in mind that, while the causes of one and the other may 
be different, they can also be related, albeit at different paces.

This chapter addresses the issue of the role that the process of digitalization, 
which started more than three decades ago (Kotkin, 2002), could have played, and 
will play in the future, on crime trends. It does so, moreover, by expressly adopting 
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a scientific attitude that, following the beautiful and simplifying idea of Isaiah 
Berlin (1953), would be far from that of the Hedgehog, and aspires to be that of the 
fox, less absorbed in fixed ideas that are already known and more attentive to those 
that are not, to explore new possibilities. In this sense, the objective of the work is 
the theoretical construction of the conjecture that in the crime trends of the last 
decades, this process of digitalization has played a role, starting from overcoming 
some misconceptions that have arisen about these trends and their possible causal 
relationships. While some effects had already been noticed and were undisputed, 
such as the emergence of cybercrime as a growing phenomenon (see Hoar, 2005; 
McGuire & Dowling, 2013) not always sufficiently reflected in police statistics 
(Caneppele & Aebi, 2019; Kemp et al., 2020), others such as the transfer of oppor-
tunities from physical space to cyberspace and its impact on crime, especially 
among the youngest, had barely been noticed (Aebi & Linde, 2010, 2014; Miró-
Llinares & Moneva, 2019) and had not yet been sufficiently developed as a plausi-
ble conjecture.

�The Role of Technology, Opportunity, and Lifestyles Changes 
on Crime Trends

We should not be surprised that some social and technological changes indirectly 
cause unexpected shifts in trends. The work that most clearly highlighted the need 
to reassess the relationship between technological changes and crime trends through 
the lens of opportunity was conducted by Cohen and Felson in 1979. In their semi-
nal article, Cohen and Felson linked technological developments such as the emer-
gence and popularization of cars and ATMs with changes in lifestyles, creating new 
convergence opportunities between assailants and victims in the absence of capable 
guardians.

These ideas have been applied by many authors to explain crime trends, but one 
of the works that most clearly reflects this relationship, and in particular the impact 
of the indirect consequences of some technological changes on crime and its trends, 
is Martin Killias’s work (2006) and his Crime Breaches theory. Based on the RAT 
foundations, Killias points out that increases in crime are often caused by new 
opportunities that arise for criminals due to technological or social changes, lasting 
until a defensive response is produced against them. Examples of “breaches” opened 
as a result of a socio-technological change would include the expansion of the bank-
ing system, the development of air traffic, or the increase in electronic payment 
systems, which open new opportunities that may take time to respond to. Of course, 
the emergence of some technologies can be directly related to criminal changes: 
new weapons, new police tools, etc. However, sometimes, as Cohen and Felson 
pointed out, technologies are developed or social changes occur that are not directly 
related to a change in criminal behavior but have “indirect consequences” in chang-
ing the way opportunities are generated, either because they increase or decrease 
them due to the functioning of other essential elements of the criminal event such as 
the activity of the victims or the surveillance of guardians, place managers, etc.
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Another hypothesis, derived from the relationship between criminal opportunity, 
social and technological change, and crime trends, applied to the so-called crime 
drop, is the “security hypothesis” (Farrell et al., 2011). Based on the RAT founda-
tions and considering the increase in security investment in most countries in the 
1990s, it links changes in the quantity and quality of security with “crime falls in 
most industrial societies.” Although the data used for such claims essentially 
referred to technological changes related to vehicle theft, the authors have tried to 
first extend the scope of the theory to other forms of crime related to the hypothesis 
such as theft (Thompson, 2014) and burglary (Tilley et al., 2015b; Tseloni et al., 
2017), and then to make it the main hypothesis for crime drops in general, either 
under the argument that by preventing these crimes from occurring due to the impact 
of increased security, potential criminal careers that started with them would have 
disappeared (the debut crime hypothesis; Farrell et  al., 2011), or by constituting 
vehicle theft as a keystone crime facilitating other crimes. Here, the theory struggles 
more in the attempt to directly relate technological changes associated with 
increased security in homes and vehicles to the decline in other forms of crime, 
particularly violent crime (Ganpat et al., 2020). In fact, the main weakness of the 
security hypothesis, in an attitude perhaps too similar to that of Isaiah Berlin’s 
hedgehog in “using one idea for everything,” is the attempt to explain all or the main 
crime drops since the 1990s based on a single change. The improvement of some 
security technologies might have had an impact, whether or not concurrent with 
other factors, on some specific forms of crime (Farrell et al., 2011), but it is unlikely 
to fully explain all the concurrent trends, deviations, and nuances that fall within 
what has been termed the crime drop (Farrall, 2017). Perhaps the promising nature 
of the hypothesis and the solidity of its empirical foundation in relation to some 
specific types of crime have made us forget how difficult it is for such a significant, 
global, and diverse trend in crime types, offenders, and victims to have such a spe-
cific and unique origin. Therefore, it is advisable to broaden our view beyond the 
increase in security to the changes in opportunities that a broader and more complex 
process might be producing.

The security hypothesis had been proposed by Killias and Aebi (2000) and Aebi 
(2004) to explain crime trends in Europe almost a decade before Farrell et al. (2011) 
started insisting on its pertinence to explain the crime drop. Similarly, Aebi and 
Linde’s insistence on the role of the internet on lifestyles and consequently on crime 
trends has been almost systematically ignored by other researchers working on that 
topic (Aebi & Linde, 2010, 2012a, b, 2014). Perhaps their mistake was to take for 
granted that the role of internet was so important that it did not need a deep develop-
ment. It is only 10 years after their first article that they insisted specifically on it. 
Hence, Linde and Aebi (2020) provided evidence that digitalization was a change 
even larger than modernization because it affected the whole world and not only the 
Western countries that would become known as developed. They also show that 
digitalization implies a paradigm shift and they trace their origins to those of com-
puterization in the 1950s, the arrival of video games in the 1970s and 1980s, internet 
in 1992, and the smartphones in 2007 (Linde & Aebi, 2020).
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Until then, Aebi and Linde had written about the period before the arrival of 
smartphones and paid special attention to the access to the internet. Hence, in 2010 
and in the framework of their multifactor explanation of crime trends in Western 
Europe, they stated that the rapid expansion of the internet began in the 1990s and 
significantly influenced lifestyles, particularly among young people. This shift 
resulted in youths spending more time at home engaged in virtual activities and less 
time in public spaces, thereby reducing their likelihood of participating in activities 
that could lead to crime (Agnew, 2009). However, Aebi and Linde (2010) pointed 
out that access to the internet was unevenly distributed, largely dependent on the 
socioeconomic status of families. Youths from medium or high socioeconomic 
backgrounds spend less time in public places and are less likely to commit conven-
tional crimes but more likely to engage in computer-related offenses, such as hack-
ing or credit card fraud. These types of crimes have only recently been tracked by 
European police statistics, making historical data limited (Aebi et al., 2010; Jehle & 
Harrendorf, 2010). Conversely, youths from lower socioeconomic backgrounds, 
including many from ethnic minorities, are more likely to spend time in public 
spaces, increasing their risk of involvement in street gangs or unsupervised activi-
ties that can lead to crime (Aebi & Linde, 2010).

Later, Aebi and Linde (2014) extended their explanation in an article that exam-
ines homicide trends in 15 West European countries from 1960 to 2010, revealing a 
linear increase in homicide victimization from the mid-1960s to the early 1990s, 
followed by a linear decrease until 2010. Aebi and Linde (2014) propose a lifestyle 
approach to explain these trends. The 1960s marked a significant turning point, 
characterized by a relaxation of social norms, increased leisure activities, and the 
emergence of youth subcultures such as rock and roll and street gangs. Key lifestyle 
changes during this period included greater social freedom, the availability of con-
traceptives, and the integration of women into the labor market, all of which con-
tributed to shifts in crime victimization patterns including a rise of homicides that 
coincides with the predictions of Cohen and Felson (1979). In the 1990s, another 
major lifestyle shift occurred, driven largely by the reunification of Europe and the 
rise of the internet. The internet revolutionized how young people spent their leisure 
time, resulting in more time spent at home and less time in public spaces. This shift 
reduced opportunities for conventional crimes but increased opportunities for 
computer-related offenses (Aebi & Linde, 2014).

Indeed, the early developments of RAT (Cohen & Felson, 1979) somehow 
blended the spirit of the fox and the hedgehog, looking at multiple social changes 
but linking them all behind a single mechanism of opportunity convergence. Various 
social and technological changes would have converged in an increase in crime, 
contradicting the explanatory hypotheses of traditional criminology. Specifically, 
these varied unexpected changes in lifestyles, in turn derived from the emergence of 
technologies, would, through the mechanism of necessary convergence between 
motivated assailants, suitable victims, and in the absence of guardians and manag-
ers, explain many of the increases or decreases in crime. Just as Cohen and Felson 
observed that there were large and diverse social changes that had occurred in the 
1960s (the emergence of the automobile or the labor insertion of women), a thor-
ough analysis of the reasons for the decline in crime since the 1990s requires to 
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review other social changes that could alter criminal opportunities in the sense of 
reducing them. And while it is true that from the 1990s technology increased secu-
rity in cars and homes, the great technological revolution that began to manifest 
itself from that decade worldwide, and which could have had more effects than 
imagined, was the digitalization process. This revolution not only facilitated other 
security technologies but also changed the way people relate to each other, their 
social habits, and thus could have altered some criminal opportunities.

Building on these theoretical bases and with the aforementioned scientific atti-
tude, the present work develops a conjecture that may seem strange to those unfa-
miliar but is behind, like an elephant in the room, many of the ideas about recent 
crime trends: What if what links both the slow declining trend in crime since the 90s 
and the abrupt decline during the Covid-19 pandemic lockdowns is the change in 
opportunities produced by changes in mobility habits from the streets to homes, 
caused since the 90s by the digitalization process (among other factors) and abruptly 
accelerated for a short period of time due to the confinement during the pandemic? 
According to this, both declining crime trends, slow in one case and abrupt in the 
other, reflect social changes that are directly or indirectly related to technological 
changes in individual and social habits and the indirect appearance or reduction of 
criminal opportunities. The reduction of mobility in urban areas and in relation to 
some activities during the Covid-19 pandemic (see Felson et al., 2020; Hodgkinson 
& Andresen, 2020; Ashby, 2020) would have resulted in a decrease in street crime 
due to the decrease in opportunities there (Halford et al., 2020; Shen et al., 2021; 
Abrams, 2020), while digitalization would have allowed new opportunities in 
homes due to increased time spent there and increased internet use. Something simi-
lar, but at a much slower and less perceptible pace, could have occurred in relation 
to the advent of digital technology in our societies since the mid-1990s and the fol-
lowing decade. The emergence of digitalization in its various stages would have 
reduced, especially among young people who more rapidly adopted these technolo-
gies, some activities that were carried out in physical space and that now, when 
carried out at home, first with video games and then on the internet, reduced crimi-
nal opportunities in physical space.

�The Disputed, But Always Alive, Hypothesis of a Relationship 
Between Digitalization and the Offline Crime Drop (and 
Its Misunderstandings)

�An Overview of Studies on the Link Between Digitalization 
and the Offline Crime Drop

When analyzing the foundations upon which literature has built this potential rela-
tionship between digitalization and crime in each of the two most recent trends that 
have sparked academic interest, it is advisable to begin with two interconnected 
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considerations. The first is that this supposed relationship between digital develop-
ment, particularly the advent of the internet, and the decline in crime known as The 
Great American Crime Decline or “The Crime Drop,” is somewhat counterintuitive. 
One would expect the emergence of this new technology to result in new goods to 
steal and new ways of committing crimes, which should have led to an increase in 
property crimes initially, followed by numerous other forms of criminality as social 
networks and other forms of personal contact became possible through the internet. 
In fact, some authors point out that this is what could have happened in relation to 
general crime rates, and if it is not observed in official figures, it is due to the enor-
mous amount of unreported crimes, higher than in other forms of criminality 
(Graham et al., 2019). As argued later, some of these two ideas are compatible with 
each other, and a thorough examination of how digitalization occurred and the 
effects of each of its development stages will show us how social life communicates 
and what happens in one sphere can affect another distinct one. However, to begin 
with, and since data on an ongoing social revolution always take time to appear, it 
seems reasonable that literature would scarcely resort to this idea to explain the 
crime drop. This is the second consideration: The conjecture that will be defended 
here, linking some of the declines in crime framed in the crime drop to changes in 
the leisure habits of certain population groups toward spending more time at home 
and less on the street, originated from the digital revolution that began to manifest 
itself in those years, has never been a favorite hypothesis of authors to explain the 
crime drop. Perhaps, as Green has pointed out, this oversight can be explained by 
the gradual and imperceptible way in which these technologies have enveloped us 
and made their way into all aspects of our daily lives, “reconstituting our social 
fabric” (Green, 2016).

However, it must also be acknowledged that this idea has always fluttered as one 
of the possible causes of some of the drops, especially by authors who base their 
explanatory starting point on the routine activity theory (RAT). In fact, it is striking, 
given the contrast with the later understanding of the scarce plausibility of the rela-
tionship between the digital revolution and the crime drop (Farrell & Birks, 2018, 
2020), but somewhat logical given its entanglement with RAT theory, that from the 
very appearance of the so-called security hypothesis, the idea of the role that the 
internet could be playing in crime trends was already present in the works of Tilley, 
Farrell, or Tseloni. Firstly, when they pointed out that most theories did not explain 
the increase in crimes committed through the internet (Farrell et al., 2014), although 
they did not develop the argument much further, and secondly, when Tilley and 
Farrell themselves, joined by Clarke for that work, explicitly recognized that the 
decline in crime due to the reduction of opportunities could originate from, along-
side the already defended “intended improvements in security” and the “unintended 
improvements in security,” the “unintended effects of routine activities (changed 
lifestyles, socioeconomic, political, and technological progress)” (Tilley et  al., 
2015a), although they also did not develop this idea at all, and a specific author later 
considered it a coincidence (Farrell & Birks, 2018) due to the supposed lack of data 
to support it, as will be discussed in more detail later (Farrell & Birks, 2020). It 
could be argued, using Paul Knepper’s apt comment, that any good theory on 
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history has to assume the lack of data and not dismiss a hypothesis for not having 
them (Knepper, 2018).

Nevertheless, what truly merits emphasis at this juncture is that, barring a few 
specific exceptions, for those who believe that opportunity plays a significant role in 
the macroevolution of crime because it does so at the micro-level, the digital revolu-
tion, internet, and their coinciding with the crime drop have always been present as, 
at the very least, a plausible idea worth exploring. This seems logical when consid-
ering the intriguing parallel between two opposing trends: the increase in crime 
during the 60s and 70s, which laid the groundwork for the routine activity theory 
(RAT) approach, and the decrease in criminal activity in the 90s, which immediately 
renders this a promising hypothesis directly derived from the broader framework of 
RAT and opportunity. In the article by Cohen and Felson, the shift from a previous 
downward trend in crime to an upward one in the 70s was explained by an increase 
in the convergence opportunities between aggressors and victims caused by social 
and technological changes. Conversely, the opposing shift that likely began in the 
90s could be attributed to different types of social and technological changes that 
would have resulted in the inverse effect: a decrease in convergence opportunities 
stemming from changes in lifestyles. If the technological changes of the 70s, such 
as the popularization of automobiles and increased mobility, or the proliferation of 
ATMs and the availability of cash, generated more opportunities and, with them, an 
unexpected increase in crime, then the factors that would have decreased them in the 
90s would include, among others, technological changes that led to reduced mobil-
ity and opportunities on the streets, as well as increased time spent at home. In the 
90s, and then continuing into the 2000s maintaining the downward trend, what 
began to change people’s lives, and particularly to increase the time young people 
spent at home, was computing, video games, and all forms of digital leisure.

Broadly speaking, this was the starting point for the initial authors who explicitly 
proposed this explanatory hypothesis, specifying its relevance to young people and 
the types of crime more directly associated with them. Clearly, in 2010, Aebi and 
Linde sought to find an explanation for the increase in violent crimes in Europe. 
Starting from the usual overrepresentation of minors as perpetrators of such offenses 
(Farrington, 2003; Sampson & Laub, 2003), they focused on changes in the lifestyle 
of young people, particularly those due to the massive development of the internet 
since the 90s. They identified a lifestyle change in terms of free time usage, charac-
terized by spending significantly more time at home in front of their computers, 
connected to virtual social networks, online games, and a variety of electronic com-
munication tools. This, in turn, results in less time spent on the streets and in public 
places, reducing the chances of finding oneself in situations leading to delinquency 
(Agnew, 2009: 183). Although the hypothesis also included a reference to the paral-
lel increase in opportunities to participate in new crimes arising with the develop-
ment of cyberspace, this, however, as later confirmed, would not be reflected in 
official statistics due to the dark figure problem of cybercrime (Caneppele & Aebi, 
2019). The central point of the argument, clearly influenced by RAT, consisted of 
linking the advent of the internet with young people spending more time at home, 
and this lifestyle change with the decline in crime, drawing heavily on the evolution 
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of internet use in Europe during the period under consideration. Later, they extended 
this line of thinking to the study of homicide trends from 1950 to 2010 linking RAT 
and lifestyle theory (Hindelang et al., 1978).

Subsequently, in a theoretical paper, Green (2016) was surprised that most schol-
ars studying the crime drop continued to overlook the importance of the spectacular 
expansion of the media landscape since the 1980s. He developed a hypothesis on 
the impact of changes in media consumption on the decline in street crime based on 
three mechanisms: (a) the displacement of an unknown but significant number of 
street crimes to crimes committed online; (b) the alteration of lifestyle patterns in 
terms of spending more time at home, especially by young people (those most prone 
to crime), resulting in a decrease in opportunities to commit it; and (c) because the 
rise of social media and networks would have facilitated the development of exten-
sive social networks among young people, reducing their propensity to commit 
crimes in various ways consistent with established criminological theory. However, 
this work was theoretical and highlighted the notorious difficulty of isolating and 
empirically demonstrating such a hypothesis, using Knepper’s words to argue that 
“the influence of the Internet on the crime drop is ‘incalculable’” (Knepper, 2018, 
p. 71). There is merit to both points, but it is striking that no empirical studies sup-
porting very similar hypotheses were taken into account to strengthen these interest-
ing propositions, especially in relation to delinquent opportunities and changes in 
minors’ leisure habits and increased time spent at home due to changes in leisure 
habits among minors.

We specifically refer to the nearly forgotten but extremely interesting work of 
Jeremy Don Kerr, in which, utilizing the routine activity theory (RAT) approach, he 
strives to understand the changes in crime rates from 1978 to 2002 (Kerr, 2005). 
Kerr starts from an initial observation: the apparent contradiction between Cohen 
and Felson’s hypothesis that living in a single-person household or the incorpora-
tion of women into the workforce exposed individuals to a higher risk of property 
victimization at home, and to a higher risk of violent victimization for women, 
compared with the lower levels of property victimization in single-person house-
holds and the reduction in female victimization in 2002 to one-third of the 1978 
levels. From this point, Kerr looks for structural and technological changes that 
would have caused an increase in the amount of time spent at home, thus explaining 
the reduction in opportunities for crime, and focuses on the “technological transfor-
mation of leisure,” which, although originating with the emergence of radio, film, 
and television, intensified in the 80s and 90s with digitalization, the advent of cable 
television, video games, and computers, all contributing to transforming the use of 
free time. Kerr’s hypothesis, therefore, is as anticipated: Technological changes 
between 1978 and 2002 increased the amount of leisure time people spend in 
domestic contexts where the convergence of motivated offenders, suitable targets, 
and the lack of a capable guardian is relatively unlikely, thus contributing to the 
decline in victimization rates. To confirm this, he analyzes victimization data from 
the NCVS for the period 1978–2002 for robbery, theft, and violent victimization of 
different groups of people and compares them with six variables related to techno-
logical leisure activities: (1) the percentage of households with cable, (2) the 
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percentage of households with VHR, (3) the percentage of households with per-
sonal computers, (4) the percentage of households with internet access, (5) the aver-
age number of units of video rental and sale, and (6) the average household sales of 
video game hardware and software. The tech-leisure index was strongly and signifi-
cantly associated with the rate of theft and burglary, even when controlling for other 
factors. The tech-leisure index was also associated with violent crimes, though less 
strongly than for property crimes, and the relationship was statistically significant 
for white victimization, male victimization, female victimization, victimization of 
individuals aged 12 to 34, as well as for individuals aged 35 and over. The relation-
ship between the tech-leisure index and black victimization was relatively weak, 
and the relationship was not statistically significant (Kerr, 2005).

Kerr’s analyses, therefore, support the hypothesis that the technological transfor-
mation of leisure is partly responsible for the changes in crime victimization rates 
that began in the 80s and became more significant from the mid-90s onward (Kerr, 
2005). And the argument is no longer just that young people are less involved in 
criminal activities by spending more time at home but that the increase in the amount 
of leisure time people spend at home has also increased surveillance against prop-
erty crimes at home and helped to reduce the exposure of potential victims to moti-
vated offenders in contexts that lack adequate surveillance, thus reducing the rates 
of violent victimization. Furthermore, Kerr’s study offers interesting nuances, such 
as the weak association of the tech-leisure index with female violent victimization 
consistent both with their greater victimization within the home and with the fact 
that some activities, such as video games, are more linked to men; or the lack of 
correlation with victimization in black men, explainable by the lower penetration of 
cable television, computers, and the internet in black households compared to white 
households (Kerr, 2005). It is true that this study does not allow to determine to 
what extent the increase in tech-leisure activities represents a real increase in the 
amount of time or in the proportion of time that people spend at home, since the 
increase in tech-leisure activities could also be reflecting a redistribution of leisure 
activities within the home. However, other research has begun to fill such gaps.

Consequently, some research endeavors examining the relationship between 
video games and crime from a macro perspective prove to be particularly intriguing. 
Contrary to the socially accepted hypothesis that video games might generate vio-
lence and increase crime rates, these studies have found a negative correlation 
between the increased time spent playing video games at home and crime. This was 
initially discovered by Ward, who started from the hypothesis that video games 
would be associated with a higher prevalence of violent criminal behavior (murders, 
rapes, robberies, assaults, etc.) (Ward, 2011). To test this, they used a data panel 
from 400 states in the United States, spanning from 1994 to 2004, to compare the 
number of video game stores to the number of crimes committed. The results were 
entirely contrary to predictions, showing that the number of video game stores was 
associated with significant decreases in crime rates. This conclusion challenges the 
historic hypothesis that playing violent video games would lead to aggressive 
behaviors, supposedly culminating in an increase in violent crime in cities where 
video games had become popular. This relationship between violent video games 
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and a decrease in crime is clear for property crimes but less evident for violent 
crimes. Following this line of inquiry, McCaffree and Proctor (2017) analyzed, 
through the construction of a composite data panel (crimes known to the police in 
each state, video game behavior rates, estimated consumer spending rates, state 
census, etc.), the hypothesis for 50 US states for the years 1997, 2001, and 2003. 
They postulated that as long as video games are played at home, this should corre-
late negatively with the commission of violent and property crimes. The results 
confirmed this hypothesis, finding a negative relationship between the percentage of 
individuals playing video games at home and property crimes, such as theft or vehi-
cle robbery.

In the case of violent crimes, a study by Breuer et al. analyzed the relationship 
between aggression and violent games in a sample of 276 players aged between 14 
and 21 years through a longitudinal study spanning 1 year (Breuer et al., 2015). This 
study concluded that the use of violent video games in young Germans is not a sub-
stantial predictor of physical aggression. Similarly, Ferguson’s research on juvenile 
violence and the consumption of violent video games between 1966 and 2011 sug-
gests the existence of an inverse relationship, although a causal relationship cannot 
be determined (Ferguson, 2015). A recent study on the popular and highly violent 
game Grand Theft Auto V conducted a time-series analysis of the number of crimes 
recorded in the Dutch Offender Index for males aged 12–25 and the daily number 
of GTAV players from its release to 2 years later (Beerthuizen et al., 2017). The 
results showed a statistically significant negative association between the number of 
crimes and GTAV players. Lastly, in 2021, Baumer, Cundiff, and Luo analyzed the 
change in the prevalence of juvenile delinquency in America, concluding that the 
increase in computers, the internet, and video games within homes had produced a 
new form of digital socialization among young people. This, in turn, has contributed 
to a reduction in crime rates.

These studies, analyzing the impact on crime at the micro-level of this shift in 
digital leisure for minors, reinforce the hypothesis, recently defended in an article, 
that some of the “drops,” specifically in juvenile delinquency in the mid-90s, are 
related to digitalization (Miró-Llinares & Moneva, 2019). An indirect effect of digi-
talization, such as the increased time young people spend at home, could be related 
to the decrease in arrests for vandalism and other forms of delinquency associated 
with young people in the United States that began in the mid-90s, as derived from 
that research, a trend that also occurred in a similar manner in England and Wales 
(Miró-Llinares & Moneva, 2019). And then came the internet. Since the late 90s, 
when the use of the internet began to become popular, there has been an increase in 
the number of households with internet access, the use of digital platforms, and also 
the use of video games among young people (The Nielsen Company, 2018). This 
change in IT usage trends for leisure, particularly for young people, would explain—
at least partially—the increased time spent at home, resulting in a subsequent reduc-
tion of opportunities in the physical space and an increase in opportunities in 
cyberspace. This topic will be discussed later.

However, it is crucial not to fall into the Hedgehog’s mindset and think that 
everything is exclusively due to a single social change, namely, the change in leisure 
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habits at home and the reduction of time young people spend on the streets. A tech-
nological revolution as significant as digitalization requires to continue broadening 
our focus in line with Cohen and Felson’s work, paying attention to other changes 
that may have affected opportunity and that are directly or indirectly related to tech-
nology. Academia has identified other potential changes related to the advent of 
digital technology that may have contributed to a reduction in some crime opportu-
nities related to property crime. A paradigmatic case is the progressive substitution 
of cash for other payment methods and its direct impact on reducing property crime 
and an indirect impact on other forms of crime in the United States. According to 
Wright et al. (2017), this relationship with cash is because, to a large extent, street 
crime is motivated by a need for cash, as in many cases it is used for activities in 
which other forms of payment are not accepted. In their research on crime trends in 
Missouri between 1990 and 2011, they found that the implementation of the 
Electronic Benefit Transfer (EBT) program to issue food stamps to beneficiaries 
electronically instead of via checks not only reduced the amount of cash but also 
resulted in reductions in total crime (16%), robbery offenses (13%), theft offenses 
(16.3%), and assaults (22.7%), without any noticeable changes in other forms of 
crime like rape, which are not associated with the presence of cash. Later, Hunt 
confirmed the same hypothesis at the national level, finding similar patterns in crime 
reduction. Specifically, the implementation of the EBT was responsible for a 1.3% 
reduction in street crime nationwide. Hunt concludes that the reduction of cash 
could explain part of the crime drop in the United States but could also imply a 
displacement of crime to digital environments, as “the type of crime that occurs is 
related to the form of currency used” (Hunt, 2017 p. 73). Similarly, Pridemore et al. 
(2018) conducted a transnational study on the relationship between crime and the 
payment of social assistance funds, finding that the lack of cash payments was sig-
nificantly and negatively associated with robbery rates in different countries, with 
no relationship found with burglaries or homicides.

�Beyond Misunderstandings: On the “Heart,” Chronology, 
and Scope of the Conjecture

While some authors, ourselves included, have proposed that certain declines in 
property and urban crime perpetrated by youth could be attributed to changes in 
their habits, such as increased time spent at home due to video games and the shift 
to digital leisure, or the gradual replacement of cash, it is noteworthy that not only 
do the majority of authors attempting to identify the causes of the “crime drops” not 
attribute a central role to this factor, but there are also those who, despite seemingly 
holding compatible views on the significance of opportunity, exhibit considerable 
resistance to acknowledging the relevance of this relationship between the advent of 
digital technology and the crime drop, perceiving the concurrent trends as little 
more than a coincidence (Farrell & Birks, 2018, 2020).
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We suggest that this is due to misunderstandings surrounding the meaning and 
scope of this conjecture, which hadn’t been fully developed and should be elabo-
rated on in more detail. Having achieved a more detailed description, a clarification 
of these misunderstandings is aimed at developing more specific hypotheses and 
testing them. In concrete, three misunderstandings of the relationship between digi-
tal technologies and crime drops are identified.

The first misunderstanding concerns the connection between crime drop and the 
rise of cybercrime. The second one has to do with the lack of synchrony between the 
beginning of the crime drop and the appearance of cybercrime and the internet. As 
a derivative of the first argument, this misunderstanding is a result of the misidenti-
fication of the core of the relationship between digitalization and opportunity. The 
third misunderstanding concerns the scope of the hypothesis which deserves further 
nuancing. Each of these issues will be briefly developed in the following paragraphs.

Starting with the relationship between cybercrime and crime drops, it is widely 
recognized that parallel to the decline of some forms of crime, especially property-
based crime in the “meat space” (Pease, 2003), the development of information 
technology (IT) began to exhibit new opportunities for crime, with IT being either a 
tool for or an object of attack. Despite the difficulties surrounding the proper defini-
tion, detection, and measurement of cybercrime through official statistics (Wall, 
2007) and their incapacity to reflect its very high number of unrecorded cases, the 
emergence of new crime types connected to IT (i.e., cyber-dependent crimes) could 
be observed as well as criminal behaviors that replicate existing crimes such as 
fraud, harassment, etc., in cyberspace (i.e., cyber-enabled crimes). From its occa-
sional appearance in the 70s and 80s, including the first and most relevant types of 
computer crime in the 1990s (see Parker & Nycum, 1984; Parker, 1989; Easttom 
et al., 2011), a new trend arose which would significantly increase with the develop-
ment of the internet throughout the 2000s. In short, the increase of crime in cyber-
space paralleled the decline of crime in the physical space.

This concurrence of opposite trends over time has been analyzed with different 
purposes and in different ways: Some used the increase in “internet-related crimes” 
to question the consistency of some theories of the crime drop (Farrell et al., 2011) 
but without explaining the reason or drawing any consequence for their hypotheses 
from the appearance of online crimes (which they identified in the early 90s). Other 
authors have used the trend to second-guess the crime drop itself, highlighting that 
with the total sum of infractions, it might have been wrong to speak of a decrease in 
property crime since the observed decrease would only apply to physical space. 
This is the case of Canneppele and Aebi (2019) who point at the evolution of cyber-
crime as a missing element considering that the rise of online and hybrid crimes has 
contributed to the drop of online crimes after confirming the insufficiency of official 
statistics to include cybercrimes and considering what is being left out to explain the 
crime drop. This does not mean that the authors explain one trend via the other since 
they expressly point out that this does not imply that the rise of cybercrime was the 
cause of the drop of traditional crime recalling the temporal inconsistency between 
the emergence of both trends pointed out by Farrell et al. (2014). They do, however, 
consider that the increase in cybercrime has contributed to intensifying the decline 
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in traditional crime against property since the year 2000. However, how is this 
seemingly causal relationship to be specified? Are they specifically referring to a 
direct link between the micro mechanism of both trends, in the sense that criminals 
abandon crimes in the physical space in favor of new criminal opportunities in 
cyberspace? Would this mechanism explain the global trend from 2000 onward and 
extend into the present? It is obvious that the authors are not defending the idea of 
a direct connection between both tendencies. They are defending an indirect con-
nection through the mechanism of opportunity. This mechanism links the decrease 
of opportunities in physical space to digitalization, in the sense that young adults 
spend more time at home, and thus aren’t confronted with the opportunity of crime 
in the physical space. In turn, the appearance of new criminal opportunities related 
to the use of the internet and digital devices and its popularization at a universal 
level confront them with new criminal opportunities.

We acknowledge that data is still far too sparse to identify the exact causal mech-
anism by which this occurs. Reference to the fact that cybercrime contributed to the 
decrease in physical property crime after the 2000s does, however, permit a more 
detailed exploration of this relationship. Other authors, who linked the decrease of 
offline property crime with its increase online (e.g., Tcherni et al., 2015; Button & 
Cross, 2017; Williams & Levi, 2017), are contradicted by Farrell and Birks (2018), 
who maintain a lack of solid evidence to support the hypothesis that cybercrime 
caused the crime drop. They furthermore argue the temporal inconsistency between 
both trends and especially the lack of a causal mechanism that explains the transfer 
from physical crime to cybercrime. Even though the nature of Farrell and Birks’s 
argument has been shown, which refutes the relationship between changes in life-
styles produced by the internet and crime trends (Miró-Llinares & Moneva, 2019), 
interests lies in briefly reflecting on the reasons that Farrell and Birks state in their 
rejection of the relationship between the increase in cybercrime and some of the 
effects of the crime drop.

Firstly, Farrell and Birks’s “causal mechanism” argument consists in refuting the 
plausibility of an idea that hadn’t been explicitly supported in the literature, namely, 
that “the primary mechanism by which cybercrime is assumed to induce the crime 
drop is attractive displacement: offenders substituting more attractive online crime 
for their physical crime” (Farrell & Birks, 2018, p. 2). The authors state that it is 
difficult to imagine that cybercrime could replace street robberies, given the differ-
ent skills they require, and that someone would stop stealing in the street to commit 
cybercrimes. To show the incoherence of the argument, they recur to the example of 
the increase in mobile phone thefts in the 1990s. While it is true that some cyber-
crimes require a set of skills that traditional criminals don’t, some less technical 
types of cybercrime may be covered by individuals and criminal organizations 
(Miró & Johnson, 2017). The main error in the argument, however, lies in constru-
ing the connection between the opposing trends as a direct shift of individual perpe-
trators from one type of delinquency to the other. Cohen and Felson (1979) showed 
that one has to look not only at expected effects but also at the unexpected, meaning 
that a third, unknown element may be directly related to both trends and govern 
their relationship. As has been already stated elsewhere (Miró-Llinares & Moneva, 

3  Digitalization, Social Change, and Crime Trends



60

2019), the process of social digitalization that began to manifest itself in the 90s and 
gained strength throughout the 2000s had causal effects on the reduction of oppor-
tunities in the physical space by the greater time spent at home due to the rise of 
digital leisure for young people who are more likely to commit crimes if they are on 
the streets, and in the increase in criminal opportunity for all those who were begin-
ning to be in the cyberspace. A plausible alternative explanation for the convergence 
of these trends is not the one Farrell and Birks argue against, nor does it rely on 
“mere chance,” because it relays these tendencies indirectly. There is no need for a 
car thief to become a hacker to explain the decrease in car thefts in terms of the 
increase in cybercrime. As long as young people reduce the time spent on the street 
and therefore are less involved in criminal activities and, simultaneously, other 
young people in the houses discover and become involved in other illicit opportuni-
ties, this explanation holds on a macro-level. It is only correct to say that they are 
independent trends (Farrell & Birks, 2018) if the core of the causal relationship is 
misidentified. As mentioned before, it is the opportunity, in this case, provided by 
the digitalization process, that creates a connection between two apparently inde-
pendent trends. Thus, if the crime drop is related to general trends of digitalization 
and the specific lifestyle changes this brings about rather than to cybercrime in 
particular, the connection becomes apparent: Cybercrime does not mutate or reduce 
criminal opportunity by increasing leisure and other activities at home (and reduc-
ing, that way, unstructured socializing), but digitalization does, especially since the 
appearance of the internet.

Admittedly, it could still be argued that the “causal mechanism” linking the 
change in habits brought about by digitalization, specifically in the form of increased 
time at home, to reduced crime is still missing. It has already been pointed out that 
less time on the streets means, per se, a reduction in opportunities for crime. But 
then, in addition, there is a direct way of linking less time on the streets with juve-
nile delinquency. Before going into this, however, another misunderstanding needs 
to be resolved.

The accurate identification of the core of the hypothesis also serves to redress 
this second criticism that results from the first misunderstanding, namely, that of 
temporal inconsistency (Farrell & Birks, 2018). When the possible connection 
between the crime drop and cybercrime/internet/cyberspace is brought up, so is the 
idea that while the decline in property crime usually dates back to the early 1990s 
(and even earlier in the United States for certain crimes), at that time, the internet 
had barely been established in most of the world. This inconsistency in timing lets 
Farrell and Birks (2018) consider the temporal correlation in cases like Australia, 
where crime against property began to decrease in 2001 (Farrell & Birks, 2018) 
“more adulterated than causal.” They base their claim on the requirement included 
in “the varying trajectories test” which states that any hypothesis must be capable of 
explaining the differences between the periods in the trends of the different crime 
types and in different countries. Farrell rightly points out (2013) that a theoretical 
hypothesis that attempts to explain the crime drop must be flexible enough to take 
all temporal variations between countries into account. This criterion is not fulfilled 
in the case of the “cybercrime hypothesis.” According to Farrell and Birks, 
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cybercrime came too late and spread too slowly to cause crime to drop; moreover, 
it’s not plausible to the authors that its increase in the twenty-first century had a 
causal effect on crime “since adolescent offending rates were already decimated and 
there was no acceleration in the rate of decline in physical crimes” (p. 2).

As these considerations show, the critical argument of “temporary inconsistency” 
is not only directed against the hypothesis of cybercrime but, implicitly, against the 
impact of the internet, the changes in lifestyles it provokes, and the resulting impact 
on crime drops, such as the timing of the crime drop in the United States, taking into 
account recent discoveries regarding differences across age cohorts. The focus is 
placed on two aspects: on the one hand, on his understanding that the starting point 
of any hypothesis on the impact of digitalization must start from the 2000s and the 
impacts of the popularization of the internet, and on the other hand, on the underly-
ing claim that there cannot be causes that concur in the explanation of a trend that 
can add their effects in different moments in time, among others.

Regarding the first, the problem lies in a misidentification of the core of the 
hypothesis and the essential causal mechanism that explains the connection among 
the analyzed trends: If the central element of the hypothesis is cybercrime as a new 
criminal phenomenon (Miró-Llinares, 2012), with the appearance of both new 
attractive suitable targets in cyberspace and potentially more profitable criminal 
activities on the internet as critical elements of the argument, the identification of 
the beginning twenty-first century as a starting point for the crime drop is a viable 
conclusion. Since it wasn’t until the 2000s that cybercrime was a widespread reality, 
the 90s should have been relatively unaffected by the crime drop. Even though the 
first attacks on computer systems utilizing destructive viruses, that is the first com-
puter crimes, were executed in the 70s and 80s (Parker, 1989; Easttom et al., 2011), 
and cybercrime became more prevalent in the 90s, it wasn’t until the popularization 
of the internet, beginning the 2000s, and even more so with the appearance of the 
web 2.0 and smartphones since 2005, that cybercrime increased massively. However, 
as mentioned before, there is another way to relate both trends, focusing on the 
habits and opportunities that changed because of digitalization rather than cyber-
crime and the internet. Digitalization had already arrived in the 80s and proliferated 
especially in the mid to late 90s and was already affecting, along with other changes 
in leisure, the time that young people spent at home and, subsequently the crime 
opportunities that this entailed (Green, 2016). This point will be examined further 
below in greater depth. It is, furthermore, possible that digitalization first produced 
effects in the reduction of opportunities in the physical space due to the aforemen-
tioned behavioral changes (e.g., the personal computer and video games) and that 
increases in the opportunities in cyberspace wouldn’t come about until later, due to 
a different mechanism such as the appearance of the internet and the possibility of 
committing crimes remotely.

This is related to the second clarification of the critical argument of temporal 
asynchrony and the scope of the general hypothesis of the existence of a relation-
ship between the digitalization process and the crime drop. The fact that a decrease 
in delinquency and an increase in time spent at home are unsynchronized in the 
beginning doesn’t contradict the possibility of a common origin, even though they 
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may not converge until later (Miró-Llinares & Moneva, 2019). In point and fact, the 
consideration that cybercrime can’t have caused the crime drop because the devel-
opment of the internet and cybercrime came later rests upon the idea that there must 
have been a unique and original cause that not only triggered the effect of a decrease 
in delinquency but also kept it permanent over time. Even though this may in prin-
ciple be the case, it is not a parsimonious presumption to think that all criminal 
typologies that suffered a decrease did so due to the same cause, and to further 
believe that this cause was maintained over a long period of time, producing con-
tinuous effects of crime decrease, means to introduce additional assumptions. It 
seems more reasonable to accept that there were several decreases and that they 
may, at least in part, be caused by different factors. In the same way, it is reasonable 
to assume that the initial decline was caused by one factor but that other factors 
favored the continuation of this trend. And this must also be related to the weight 
that different cohorts at different times may have had on the overall decline in crime. 
As other research has shown, the mechanism that would drive down crime rates in 
general need not be an effect that acts on all members of society equally and always 
in the same way. In the case of crime drop, some consider it more reasonable to 
think of it as a cohort effect, an age-period interaction or a cohort-period interaction 
(Kim et al., 2016; Matthews & Minton, 2018), or that there is a sum of particular 
factors affecting the fall in crime rates at different periods (Humphreys et al., 2014).

To distance ourselves from monocausal cum hoc ergo propter hoc theories, that 
explore singular potential causes for tendencies that lasted for over 25 years (e.g., 
the security hypothesis; Farrell et al., 2011), more specific effects of the impact of 
digitalization on crime drops have to be explored. Only then it is possible to move 
away from arguments that default to the best temporally suiting societal phenome-
non as the driver of the crime drop. Tendencies are not monolithic and have to be 
explained as a compound of smaller effects, especially phenomena as dissimilar and 
diverse as those that add up to “patrimonial and violent crime in Western societies.” 
“Digitalization” and “crime drop” are, rather than “things,” macro reflections of 
plural, diverse, and generally multicausal events that evolve and change over time. 
In other words, and for the purpose of this chapter, it is possible that cybercrime, the 
internet, and digitalization as well as their effects on opportunities did not coincide 
with the beginning of the descending trend in crime. It is therefore reasonable to say 
that they were not “the” cause of the decline in the early years. But not only has it 
been observed, and will be explored in greater depth, that some of the elements of 
digitalization had already begun to change lifestyles but also that it is possible that 
the downward trends in criminal tendencies were stabilized by new, unex-
pected, causes.

The explicit or implicit rejection of the idea that co-occurring causes aggregate 
their effects on a given trend at different times is not reasonable. Of course, the 
necessity to explore the connection between processes of digitalization that were 
experienced since the 1990s and the crime trends in recent years is defended, and 
why it is believed that some of the down and upward trends can be explained through 
this framework. But it is not denied that these may coincide with other processes of 
concomitant causal incidence. This is particularly the case in regard to what has 
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been called crime drop which, despite having been seen as a monolithic phenome-
non, contains various tendencies which did not occur in the same way in all places 
(Aebi & Linde, 2010), at the same time, for all crimes and all cohorts. From this 
perspective, and in an analogy to the routine activity theory (RAT) which was first 
applied to construe changes in crime trends between the 1950s and the 1970s, it is 
reasonable to posit that several factors have impacted a great variety of criminal 
typologies and opportunities, leading to the complicated composition of phenomena 
that are reduced to the terms cybercrime, digitalization, and crime drop.

�The Literature on Youth Crime Trends (Beyond the Crime 
Drop), a New Clue to the Conjecture

The conjecture upheld in this book, which links crime trends—particularly some of 
the decreases in crime rates of certain forms of crime since the 1990s until mid of 
the 2010s—has been previously mentioned as not intending to serve as a compre-
hensive explanation for what came to be termed the offline “crime drop.” Rather, it 
should be seen as one cause among others that explains some of the decreases. 
Specifically, the conjecture is directly related to the decrease in crime within a par-
ticular cohort, namely, that of the youth and young adults. This demographic typi-
cally has, for various reasons, a more substantial overall impact on changes in crime 
rates (Aebi & Linde, 2010, 2014). It can be preliminarily stated, though it will be 
further discussed later, that the reason for the special relationship between digitali-
zation and youth is that the latter were more significantly affected by technological 
change and were quicker to alter their habits and routines. However, if this is the 
case, and given that digitalization has proven to be a slow, staged revolution that has 
been underway for some time and has become universal (albeit at different paces in 
different countries), information from observing the trends in crimes committed by 
minors and young adolescents over recent decades could potentially provide clues 
about the causal mechanism linking digitalization and the associated changes in 
youth habits with the reduction in crime.

The most recent literature has demonstrated a trend of decreasing crime perpe-
trated by minors and young adults, both among males and females, though the 
decline is greater in the former in some studies (Estrada et al., 2016; Keyes et al., 
2018), across various countries and types of offenses. Although there are differ-
ences in when the trend began, due in part to the different data sources used for 
analysis (self-reporting or police-recorded data), existing studies typically place the 
start in the early or mid-1990s (Andersen et al., 2016; Arnett, 2018; Elonheimo, 
2014; Estrada, 2019; Fernández-Molina & Bartolomé Gutiérrez, 2018, Kivivuori & 
Bernburg, 2011), though some report a later start in the early 2000s (Holanda (van 
der Laan et  al., 2021)). These declines have been described in the United States 
(Arnett, 2018; Baumer et al., 2018; Grucza et al., 2018; Keyes et al., 2018; Moss 
et  al., 2019), Oceania countries such as Australia (Payne et al., 2018) and New 
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Zealand (Polglase & Lambie, 2023), and Europe, including central and northern 
continental countries like the Netherlands (Berghuis & de Waard, 2017; van der 
Laan et  al., 2019), Denmark (Andersen et al., 2016), Sweden (Estrada, 2019; 
Sivertsson et al., 2019; Svensson & Ring, 2007; Vasiljevic et al., 2020; Svensson & 
Oberwittler, 2021), Norway (Frøyland, 2022), Finland (Salmi, 2009; Elonheimo, 
2014; Kaakinen & Näsi, 2021), and Lithuania (Sakalauskas et al., 2021), as well as 
in the United Kingdom, in England, Wales, and Scotland (Griffiths & Norris, 2020; 
Matthews & Minton, 2018), and southern countries such as Spain (Fernández-
Molina & Bartolomé Gutiérrez, 2018). Furthermore, the decline has occurred across 
different types of offenses including vandalism and incivilities, violent crimes, and 
property crimes, with the latter category showing the most substantial data and, 
according to some studies, a more pronounced decline (Fernández-Molina & 
Bartolomé Gutiérrez, 2018; Salmi, 2009; Sivertsson et al., 2019).

As Baumer et  al. (2021) have noted, multiple causes have been put forth to 
explain these simultaneous declines in various countries. Explanations have espe-
cially sought deep changes occurring in how young people are raised by their par-
ents (Twenge, 2017), changes in some social norms (Keyes et  al., 2012), or the 
implementation of stricter laws regarding alcohol consumption in urban settings 
(Carpenter et  al., 2007), generally associated with youth delinquency. There has 
even been an argument linking improvements in gender equality, as part of a shift in 
the civilizing process, as a potential explanation for such decreases, though how 
these two outcomes are inferentially related has not been clearly articulated. In 
terms of opportunity, it has already been pointed out that the so-called “security 
hypothesis” posits that the increase in control brought about by technological 
advances in security explains the reduction also among young people (Farrell, 
2013), attributing a generally greater involvement of them in certain offenses to 
explain why the decline has been more significant among the youth (Farrell et al.,  
2015). Again, this explanation might hold water for some offenses like vehicle theft, 
but it is less capable of accounting for other forms of crime such as thefts, burglar-
ies, or the decrease in violence itself.

Numerous studies have already suggested that changes in young people’s habits 
might be particularly linked to the reduction of juvenile delinquency (Arnett, 2018; 
Baumer et  al., 2021; Svensson & Oberwittler, 2021). In this vein, Svensson and 
Oberwittler (2021) propose a plausible interpretation that the decreased time spent 
outside the home by youth in the 1990s and 2000s, in the company of peers in set-
tings offering limited supervision and abundant opportunities for deviation—includ-
ing alcohol consumption—is usually associated with engagement in violent actions 
and property crimes. Arnett (2018) also arrives at this conclusion, presenting evi-
dence of a decreasing trend among American youth in engaging in risky behaviors. 
The specific case of alcohol consumption, which has shown a significant downward 
trend among young people during the same period, has also led to substantial litera-
ture confirming the trend but debating its causes (Chomynová & Kážmér, 2019; 
Rossow et al., 2020; Vashishtha et al., 2022). In particular, Rossow et al. (2020) 
debate whether the internet and ICTs have had a direct relationship with the reduc-
tion of alcohol consumption among youth, and while the evolution of the trend and 
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its comparison with the increase in the use of ICTs seems an evident indicator, some 
studies that have attempted to directly link computer activities among adolescents 
and alcohol consumption have found no relationship (Vashishtha et al., 2022). It 
must be recognized that finding direct indicators of a relationship between both fac-
tors, as well as measuring it adequately, is complex. It is not so much a matter of 
whether computers are used or many hours are spent using them but rather whether 
this entails a change in habits that leads to spending less time outside the home and 
sharing less time with other young people. In fact, what is not debated in studies on 
the simultaneous decrease in alcohol consumption in many countries is the explana-
tory power of the decrease in the frequency of going out with friends. The changes 
that have occurred in what is called “unorganized socialization with peers,” and 
specifically the reduced time spent going out at night, would have had a significant 
effect on alcohol consumption among adolescents (Chomynová & Kážmér, 2019; 
Rossow et al., 2020).

Perhaps the mistake is to try to link digital communication use directly causally 
with risky behavior, such as alcohol or delinquency, without relating it to an inter-
mediate mechanism of habit change. In this sense, in relation to alcohol, the 
approaches that recognize multicausality seem the most promising. Thus, Ball et al. 
(2022) in their study on the decrease in the proportion of alcohol, tobacco, and can-
nabis use among adolescents in the period 1990–2019  in Australia, England, the 
Netherlands, New Zealand, and the United States find international evidence that 
the reduction of unstructured face-to-face time with friends is a common underlying 
driver to all behaviors. However, they conclude that alongside this situational factor 
related to the reduction of opportunities to adopt risky behaviors in general, there 
are also specific factors that have played a significant role in the decrease in tobacco 
and alcohol use, such as the decrease in approval of these behaviors among adoles-
cents and more restrictive parental norms (Ball et al., 2022). In a subsequent qualita-
tive study exploring changes in the function and social meaning of alcohol 
consumption (and nonconsumption) by comparing two cohorts separated by about 
20  years, they highlight variables that may help explain the decrease in alcohol 
consumption among youth. These include the decrease in face-to-face social rela-
tionships and the emergence of social networks as a central element in the social life 
of adolescents, which may displace the key functions of drinking and partying, 
along with other factors such as the greater omnipresence of risk discourses and 
increased awareness of the health and social risks of alcohol (Ball et al., 2022, 2023).

In relation to delinquency, the work that most clearly points to the explanatory 
mechanisms of the decrease in juvenile delinquency is that of Baumer et al. (2021). 
The authors start by recognizing that most of the theories aiming to explain the 
contemporary decrease in delinquency have been disconnected from the etiological 
theories of juvenile delinquency, specifically from the need to link the processes of 
change with increases in the amount of social control to which young people are 
exposed, decreases in young people’s exposure to physical or social environments 
conducive to delinquency, and/or reductions in the propensities and motivations for 
criminal behavior among youth (Baumer & Wolff, 2014). And in their study, they 
find that the factors related to exposure, particularly the decrease in unstructured 
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socialization and alcohol consumption, are most strongly associated with the reduc-
tion of juvenile delinquency. The authors suggest that this change may have been 
driven by the digitalization process, which “has provided young people with unprec-
edented entertainment options within the home and has allowed them to increas-
ingly develop and foster friendships virtually, resulting in them spending much less 
time outside the home with their peers in settings that offer limited supervision and 
abundant opportunities for deviation, including alcohol consumption.” This, they 
argue, makes contemporary youth much less likely to engage in violence and prop-
erty crimes.

Although the authors prefer not to draw definitive conclusions without further 
research employing designs suitable for causal inference, the most suggestive aspect 
of their contribution is how it relates digitalization to a potential causal mechanism 
of juvenile delinquency: unstructured socialization or time spent with peers. Indeed, 
routine activity theory postulates that the way in which young people spend their 
time, the social environments in which they interact, and their behaviors in those 
social situations can increase the occurrence of criminal behaviors regardless of the 
general propensity or motivation to commit crimes. In particular, Osgood et  al. 
pointed out that unstructured socialization among youth increases the opportunities 
and situational pressures for deviation (Osgood et al., 1996; Osgood & Anderson, 
2004), and there is substantial empirical support for this relationship with juvenile 
delinquency (see Hoeben et al., 2016, for a review). Moreover, unstructured social-
ization is also related to alcohol consumption (Osgood et al., 1996; Hoeben et al., 
2016; Meldrum & Leimberg, 2018), a factor that, in turn, is usually related to par-
ticipation in both violence and property crimes (Felson et al., 2008; Felson & Staff, 
2010; Popovici et al., 2012; White et al., 2015). Hence, it is not that the advent of 
the internet and computers has produced a reduction in alcohol consumption but 
rather that it has changed habits, increasing the time young people spend at home, 
reducing unstructured socialization time and, therefore, alcohol consumption, and, 
through the interaction between both factors, reducing exposure to risky situations 
for committing violent and property crimes and participation in them. This altera-
tion in the order in which potential inferences between factors are explained brings 
the positions of Baumer and his team (2021) closer to other authors such as Svensson 
and Oberwittler (2021) or Frøyland (2022), who are not as explicit about the boost 
that changes in digitalization have given to delinquency, but do recognize the impact 
that unstructured socialization has had on it, and do not deny that the latter may have 
been altered by the internet. It also adds an explicit mechanism to those of us who 
have advocated for a comprehensive view that combines the different aspects that 
change in parallel to the digitalization of society. It also adds an explicit mechanism 
to those of us who have pointed out the key role that digitalization and the resulting 
change in routines might have played in reducing crime, particularly among minors.

Because, as previously mentioned, while it is true that digitalization has affected 
everyone and, therefore, will have reduced the time that almost all of us spend out-
doors or engaged in certain activities “in the physical world,” it is not the same to 
reduce socialization and physical interaction with peers during adolescence and 
early youth as it is to reduce the socialization that occurs in stages of greater 
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maturity. This would explain why the impact on young people is greater than on 
adults. Some studies on trends that have been able to compare the volume of crimes 
committed by young people with those committed by adults have shown that, in 
contrast to the decrease of the former, the rates for the latter have remained stable 
(see Payne et al. (2018) for a study in this regard in the Australian state of New 
South Wales (NSW) between 1984 and 1999). This could be due to two factors: The 
first is that the use of digital devices and mechanisms is higher among young people 
than among adults. In fact, this was at least the case in the early stages and certainly 
continues to be so today. The second factor to consider is that the effects might be 
different. In other words, spending more time at home may reduce opportunities 
more for young people than for adults, both due to the type of activities of the dif-
ferent populations and due to the variation across different life stages in the impor-
tance of unstructured socialization and the potential influence of socialization agents 
such as peer groups.

It is evident that these factors will have interacted with other elements commonly 
associated with juvenile delinquency and which have empirical support. Changes in 
habits will have been related to changes in public policies and in the attitudes of 
minors and parents and will not have acted on their own. Clearly, much more empir-
ical research is needed on the relationship between all these factors, determining the 
weight that digitalization in particular may have had in changing habits and, consid-
ering the changes in it and the trend since the advent of smartphones for the digital 
to no longer just be at home but everywhere, about how it will influence one way or 
another in the future. But what can no longer be done is look the other way, ignore 
the correlation, and think it is a coincidence that the most important social change 
of our lives has nothing to do with the most powerful downward trend in crime, 
namely, that perpetrated by young people from the 90s to 2020. It is time to talk 
about the elephant in the room.

�Pointing at the Elephant in the Room

Up until now, and in comparison to other more direct and explicit hypotheses focus-
ing on the relationship between specific periods and distinct trends with more or less 
determined variables, the potential relationship between the process of digitaliza-
tion and changes in crime trends has almost always been expressed “in a low voice,” 
if not entirely overlooked. From the literature review conducted, it is possible to 
understand both why it has never been considered a strong hypothesis and why it 
has continued to flutter around as a plausible hypothesis.

Regarding the former, there are two fundamental reasons explaining the scarce 
popularity of this conjecture. On one hand, it has never been a thesis with substan-
tial empirical support, not so much because there is a lack of data showing the cor-
relation between the period when the process of digitalization began in the 1990s up 
to the present and the decrease in some forms of crime, especially juvenile delin-
quency, but because of the difficulty in identifying specific variables related to 
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changes in habits due to digitalization, and even more so if it is in a causal sense. On 
the other hand, some misconceptions have been clarified that could have misled us 
regarding the true meaning of the conjecture linking digitalization with the decrease 
in crime. The first is the misunderstanding regarding the causal mechanism: It was 
never cybercrime, nor directly the internet or digitalization itself, but rather what 
such process caused in terms of change in minors’ habits and the subsequent reduc-
tion in opportunities derived from their decreased unstructured socialization. And 
this also resolves the second misunderstanding related to the temporal issue: 
Focusing on the emergence of cybercrime, or even on the internet, as the moment 
from which to set the beginning of the variable, means ignoring that digitalization 
started earlier and with it the change in young people’s habits and its consequences, 
which is what really has the potential to link digitalization with opportunity and this 
with crime.

Moreover, the literature review has also shown that the thesis linking digitaliza-
tion with the crime drop has always been there, in different authors with different 
arguments, as something that has always fluttered among the possible explanations 
of the crime drop. But why did this thesis continue to hold despite the scarcity of 
data and misunderstandings surrounding it? One reason could be that none of the 
alternative or concurrent theses of the crime drop has achieved either academic 
consensus or sufficient empirical confirmation. But the real reason for the survival 
of the conjecture that is now resurging is the enormous strength of the thesis from 
an intuitive perspective: It is almost impossible to ignore that something that started 
in the 90s and continues until 2020, and is especially related to young people, is not 
related to the internet or, more precisely, to the process of digitalization. To put it 
graphically, from time to time, researchers stumbled upon the elephant in the room, 
and despite all being determined to ignore it, the authors of this manuscript could 
not stop thinking about it.

And what has changed now that makes us look the elephant directly in the eyes 
and start talking about it? A pandemic. The change in citizens’ habits related to the 
increased time spent at home by certain sectors of the population usually related to 
delinquency could be showing us, now during the Covid-19 crisis, the elephant in 
the room of the change in criminal opportunities derived from a change in citizens’ 
mobility habits. And that elephant is none other than the internet and its impact in 
the form of a slow and complex process of change, as is digitalization, which by 
affecting the mobility of many could have modified opportunities and affected crime 
trends. The mobility of many, but not all in the same way, but as part of a larger 
transformation that digitalization is producing, especially in those generations that 
have experienced it from its very beginnings. In fact, it has been these generations 
who have offered us the definitive clue.

For decades we have talked about the impact of the internet on young people’s 
habits, its impact on their health, their academic performance, and in recent years, 
it has started to be related to changes in crime trends and alcohol consumption, as 
well as other risk behaviors. From the literature review, two different hypotheses are 
sought. In addition, it is also complicated to find data that directly relate digitaliza-
tion with lower juvenile delinquency. But the routine activity theory (RAT) and 
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attention to the literature on predictors of juvenile delinquency, particularly the rel-
evance of the association between unstructured socialization (Hoeben & Weerman, 
2016; Osgood et al., 1996) and delinquency, show us the indirect mechanism that 
could square the circle. It is true that unstructured socialization could have decreased 
for many other reasons, but in the task that remains to search for the specific mecha-
nisms of such change, it seems absurd not to want to look at the role that the most 
important cultural change of the last 40 years, the emergence of the internet, could 
have played in it.

Now is the moment to acknowledge the elephant in the room and take the initial 
step toward developing a conjecture: to concede that there are sufficient indications 
to regard as plausible the notion that due to the changes in opportunities brought 
about by alterations in lifestyle habits, the digital technological revolution that 
began in the 1980s, but particularly took shape from the 1990s onwards, might have 
exerted multiple impacts on criminal behavior. These impacts would, in turn, have 
manifested themselves in varying ways across crime rates. This is the hypothesis, 
and its theoretical foundations in opportunity and routine activity theory (RAT) are 
evident. Nonetheless, there is still much work to be done. Given the abstract nature 
of the variable “digital technological revolution,” empirically correlating it with the 
diverse trends of the various crimes—and acknowledging the lack of a comprehen-
sive record of all crimes committed—presents a highly complex challenge. Yet, in 
order to accomplish this, and to construct the initial hypotheses that would shape the 
final hypothesis—further supporting them with specific empirical analyses and 
additional secondary studies—it was crucial to begin by highlighting what was seen 
by all but remained unaddressed.
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Chapter 4
Crime Opportunities, Lockdowns, 
and Online Video Games: The Digital 
Leisure Hypothesis (and More 
on the Impact of Digitalization on Crime 
Trends)

Fernando Miró-Llinares

�On Lockdown and Its Consequences

As a natural social experiment which is currently occurring all around the world in 
different circumstances and scope, the crisis of the Covid-19 pandemic constitutes 
an undeniable scientific opportunity for social investigation (Sticke & Felson, 
2020). Since some variables, typically studied because of their link to crime, have 
become isolated or modified in hitherto unobserved conditions, studying the pan-
demic’s impact on delinquency can help us understand what is happening and be 
prepared for what is yet to come. The fact that other pandemics and social crises in 
the past have been derived from similar events and that their effects on delinquency 
have been measured (see Cromwell et al., 1995; LeBeau, 2002; and more recently 
Jenkins & Phillips, 2008; and Verano et al., 2010 regarding the effects of Hurricane 
Katrina) opens up the possibility of using the past as a way of anticipating the future 
and predicting consequences of current crises in crime (Stickle & Felson, 2020). 
Moreover, analyzing the impact of the pandemic and lockdown on crime rates can 
contribute to explaining past events and trends: by observing current events and 
understanding the causal significance of previously disregarded or underestimated 
variables, a clearer delineation of historical traces, trends, and causes of delinquency 
can be achieved. In the study of the Covid-19 crisis from a social perspective, 
Braudel’s advice to prioritize plural time over singular time (1958) is followed. This 
approach helps to avoid being solely influenced by the rapid pace of historical 
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events and emphasizes “la longue durée,” the time determined by natural and tan-
gible factors. Current times change slowly and subtly, which can obscure the mag-
nitude of change, despite its real existence.

Concerning the research question, the most abrupt and evident change during the 
pandemic was the impact of mobility restrictions and social distancing on delin-
quency. The analysis of the impact of both Covid-19 and the different kinds of 
lockdown on crime rates has shown the relevance of factors such as opportunity and 
changes in mobility in the latest crime trends. Many studies have linked mobility 
restrictions during the most intense moments of the pandemic to a decrease in urban 
delinquency (see Nivette et al., 2021, for England; Kirchmaier & Villa-Llera, 2020; 
Agrawal et al., 2022; for New Zealand, Cheung and Gurnby; for Mexico, Estevez-
Soto, 2019; in Sweden, Gerell et al., 2020) with just a few exceptions of unaffected 
crime types. Public disorder and drug dealing did not decrease, in the cases of both 
England (Kirchmaier & Villa-Lera, 2020) and Australia (Kim & Leung, 2020), 
probably as a result of greater police presence to enforce lockdown rules and hence 
more ample controls. Online fraud and other types of cybercrime did not decrease 
either (Agrawal et al., 2022). Most studies analyzing the evolution of crime during 
the pandemic certify a decrease in different crime types during the lockdown 
(Abrams, 2021) and that it happened in different moments across countries coincid-
ing with the application of movement restrictions. Furthermore, varying lockdown 
intensity and differences in restrictive measures may also have influenced the inten-
sity in the decrease of crime in general (Riddell et al., 2021; Reid & Baglivio, 2022; 
Nivette et  al., 2021; or in specific crime typologies, particularly youth crime, 
McCarthy et al., 2021).

Behind all these investigations, one variable stands out: mobility. Just like some 
have accurately claimed under the idea of “the mobility elasticity of crime” (Halford 
et al., 2020), the changes to mobility were the primary cause of a shift in the rates 
of many types of crime, especially during the early stages of the pandemic. Later 
studies, focused on the analysis of what happened during the different lockdowns 
and when restrictions began to de-escalate and mobility went back to normal rates, 
show how the loosening of the restrictions led to a gradual increase in crime 
(Langton et al., 2020; López & Rosenfeld, 2021; crime, quarantine), which not only 
supports the routine activity approach (López & Rosenfeld, 2021) in showing the 
impact of changes in everyday activities on crime (Cheung & Gunby, 2021) but also 
points to a much more specific direction of habit changes: the idea that spending 
more time at home, in this case due to the lockdown, decreases crime (Díaz et al., 
2021; López & Rosenfeld, 2021). This is not a matter of how mobility affects crime 
rates but of how less time spent in the streets, and hence less frequent convergence 
with potential offenders, affects crime rates. Another abrupt change was the digital 
boom regarding everyday activities such as shopping or remote work. The most 
recent investigations suggest that an increase in the time spent at home may have 
also increased the number of victims of online shopping scams and other cyber-
crimes (Miró-Llinares, 2021; Buil-Gil et al., 2020; Kemp et al., 2021; Buil-Gil & 
Zeng, 2021; Khweiled et al., 2021; Buil-Gil et al., 2021; Johnson & Nikolovska, 
2022, all for the UK, and Lallie et al., 2021 for China).

F. Miró-Llinares



79

Beyond the undeniable criminological interest of these changes in the short term, 
and the statement of their impact on crime tendencies, however, crime trends are 
studied to understand both events and variables. To this end, it is useful to consider 
Braudel’s caveat, namely, understanding that observations during the pandemic are 
not isolated in time but that they are embedded in the slow and sustained process of 
the digital revolution, which has been taking place for decades and became more 
visible and acute during the Covid-19 crisis. In this context, it is clear that both 
crime opportunities and crime were already affected, since some of the changes dur-
ing the Covid-19 crisis had already been taking place and social habits had been 
changing for decades already (Aebi & Linde, 2010; Miró-Llinares & Moneva, 
2019). From this broader perspective, the pandemic not only brings about the oppor-
tunity to analyze the immediate social change provoked by digital advances and 
their effects on the prevalence of internet delinquency (Buil-Gil et al., 2021; Kemp 
et al., 2021), but it also allows us to look into crime trends of the past, using data 
from the present, and reconsider the impact that different stages of digitalization 
may have had on crime. Covid-19 has made it impossible to ignore the impact of 
digitalization and has come to prove that mobility determines opportunity which, in 
turn, determines crime. This chapter aims to determine whether this mechanism has 
been gradually influencing crime rates over an extended period.

This chapter starts from a common presumption about events in the recent past, 
namely, the impact of abrupt changes in mobility on crime opportunities and, sub-
sequently, crime rates. It analyzes how the first three decades of digitalization may 
have affected, and will continue to affect, the evolution of delinquency. The ques-
tion is, what if the determining factor for changes in these slow and irregular trends 
was also a slow and irregular change in the lifestyles of citizens and the criminal 
opportunities derived from it? Changes in the habits of citizens, that is more time 
spent at home, at least in certain portions of the population, and the link of this cir-
cumstance to shifts in crime rates during the Covid-19 crisis may be indicative of 
the elephant in the room: the impact of citizens’ mobility habits on criminal oppor-
tunity. This elephant does not come in the form of abrupt changes exclusively but 
also exists as a slow and complex process of changes such as digitalization, which 
may have affected both crime opportunities and trends as a consequence of chang-
ing mobility for many citizens.

Compared to other, more direct and explicit hypotheses centered around the rela-
tionship between specific periods and trends with relatively strictly defined vari-
ables, the potential connection between processes of digitalization and changes in 
crime has been largely underexplored. Many authors do grant that the current tech-
nological revolution must have had considerable effects on crime, but few have 
pointed them out explicitly. The first steps here will be connecting the digital revolu-
tion to changes in crime opportunities, stating the abundance of hints at the possibil-
ity that changes in opportunities are a result of shifts in life habits, resulting in 
multiple effects on delinquency. The second step is to admit that this conjecture 
needs refinement and that it is enormously complex to test, given the fuzziness of 
the variable “digitalization” and the abundance of known and hitherto unknown 
possible effects on crime.
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This chapter is therefore not testing a hypothesis but elaborating a theoretical 
base that allows the previously developed conjecture to be sustained more explicitly, 
such that specific trends and hypotheses can be embedded in a common framework. 
The initial hypotheses will be supported by secondary empirical analyses. Therefore, 
the first section of this chapter will establish the analytical background to support 
the conjecture described above. This requires redressing arguments against the con-
nection between the crime drop of past decades and digital technology, shedding 
light on some misunderstandings. The subsequent section will clarify the concept of 
the digital revolution to help us build better conjectures and concrete hypotheses. 
The final section deals with the specific mechanisms behind exemplary changes in 
crime trends.

�One Digital Revolution, One Crime Trend, One Micro 
Mechanism, or Many of Them? Analytical Decomposition 
of the Bases of the Conjecture

In historical, sociological, and criminological analysis, it is common to group 
events, occurrences, and periods of multiple and varied social impacts into broader 
frameworks that encompass them in a category to describe their aggregate impact. 
This also allows for a more in-depth analysis of differences and commonalities that 
broaden our understanding of such events and helps us obtain scope. However, this 
may come at the expense of losing focus on the specific effect of each phenomenon 
and the meaning of the causal connection between specific events. An analytical 
approach would therefore recommend defragmentation whenever possible, that is, 
ungrouping events and focusing analysis on them with an explanatory intention, 
despite having to add them back later and accept their complexity. This applies to 
the question of the social effects and consequences of what this book has holisti-
cally termed “digitalization” on phenomena that are broadly collected under the 
term “crime.”

Research on the crime drop in past decades has suggested that the decrease in 
criminal offenses against property perpetrated by adolescents and young adults may 
be a result of changes in life habits. Such changes include longer time spent at home 
related to video gaming, a shift toward digital leisure, or the progressive substitution 
of cash money (Miró-Llinares & Moneva, 2019; Aebi & Linde, 2010; Kerr, 2005). 
The goal of last chapter was to inquire why the conjecture on digital transformation 
and crime, even it may represent one of the main explanations for some recent 
changes in crime trends, has not yet had significant academic success. And it was 
suggested, trying to solve one of the misunderstandings surrounding the meaning 
and scope of the relationship between cybercrime and crime drop, that cybercrime 
itself does not transform or reduce criminal opportunities by increasing leisure and 
other activities at home. Rather, it is digitalization, particularly since the advent of 
the internet, that has had this effect. It is the opportunity, in this case, provided by 
the digitalization process that creates a connection between two apparently 
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independent trends. This more accurate identification of the core of the hypothesis 
also serves to refute a supposed temporal inconsistency (Farrell & Birks, 2018). 
Digitalization had already arrived in the 80s and proliferated especially in the mid 
to late 90s and was already affecting, along with other changes in leisure, the time 
that young people spent at home and subsequently the crime opportunities that this 
entailed. But the conjecture needs to be segregated into specific hypotheses, and this 
is the place to do it.

This chapter holds the general conjectural idea that the digital revolution of the 
past 30+ years would have affected crime by modifying the criminal opportunities 
(old and new) for convergence of aggressors and victims in places of crime and that 
this has been reflected in crime trends. The advantage of such a general consider-
ation is that it is difficult to rebut; the disadvantage, however, is that, as it stands, it 
is difficult to test. When overly broad descriptions are included in a conjecture, the 
analysis ends up conflating events, causes, and timelines that may be distinct or 
lacking consideration of their specific contexts. This makes the hypothesis both 
irrefutable and untestable.

Constructing a testable conjecture, therefore, requires the decomposition of its 
elements, which is what the present section is aimed at. The section starts narrowing 
down the term digitalization, pointing out its main stages in terms of social impact, 
and connecting them to the possible causal mechanisms of the connection between 
digitalization, criminal opportunity, and delinquency. The latter will be broken 
down into criminal modalities on the one hand and into typologies of aggressors and 
victims on the other hand. This chapter will not provide a complete analysis for each 
of the specific developments of digitalization but focus on the most relevant changes 
that most clearly show causal mechanisms that link digitalization and crime trends. 
More work is left to future investigations, elucidating the concrete connection of 
each technological development with social change and crime trends, since many 
more connections between a concept as broad as the digital revolution and a phe-
nomenon are to be expected. Hence, we cannot add too general of a description to 
the analysis without risking to treat different events, causes, and points in time with-
out due consideration of their particular contexts. Our conjecture would thus end up 
untestable, as well as incontestable.

It is undeniable that many of the social changes of recent years are part of a broad 
and complex process that, as Kotkin (2002) pointed out, means both an acceleration 
of the way information is processed and disseminated and a transformation of the 
meaning of how people and communities communicate across the dimensions of 
space and time. The technological revolution that derived from the creation of per-
sonal computers, the internet, and smartphones already began in the late 1960s and 
early 1970s and has continued to the present. Since Charles Kline sent a text mes-
sage from a computer at UCLA to another at Stanford on October 29, 1969, this 
process has sparked a technological explosion that has transformed society, akin to 
few other technological evolutions before it. The creation of the largest information 
and communication network in human history, the internet, lies at the heart of this 
informational earthquake. Amid such a revolution, where it appears we are still 
navigating its initial stages, comprehensively reflecting on and structuring this evo-
lutionary period is exceedingly complex. This challenge does not stem from an 

4  Crime Opportunities, Lockdowns, and Online Video Games: The Digital Leisure…



82

inability to pinpoint major milestones in the shift toward our digital society but 
rather from the ongoing difficulty in assessing the significance of emerging tech-
nologies that have only just begun to reshape our lives and will undoubtedly con-
tinue to do so in the future.

Considering the impact that different digital technologies could have had on 
society, both in terms of the emergence of new values and interests, and the changes 
in social habits that could lead to criminal opportunities, however, it is consensual 
to state that, although digitalization had already begun in the 1960s, it wasn’t until 
the 1980s and early 1990s that the first effects of this revolution began to be appar-
ent. It is via the popularization of the personal computer, used first in the business 
environment and later in homes, that digitalization had an impact on everyday life 
and, along with it, on crime. The appearance of new objects of value and interest 
such as computer systems and computer data marks the first stage of this evolution, 
although at the time it was hard to inflict massive damage to data. Terminals were 
few and far between and attacks had to be perpetrated in the physical space, as 
opposed to later remote hacks. However, it was during that time that a fundamental 
aspect of what we now recognize as digital entertainment began to emerge. Video 
games, which had their precursors before the 1980s, for example, Atari’s Video 
Computer System and its classics “Space Invaders” and “Donkey Dong,” began to 
change the daily lives of young people in the 80s. The appearance of the Nintendo 
Entertainment System and its renowned Super Mario Bros and Legend of Zelda, 
among others, the Game Boy in 1989, and fighting and shooting games like Mortal 
Kombat or Doom led to a fundamental change in the leisure activities of young 
people, especially boys. The next step was marked by the appearance of the Sony 
PlayStation and the Sega Saturn in 1994 and the Nintendo 64 in 1996. While video 
games were marketed across sectors, digitalization undoubtedly changed the habits 
of adolescent boys aged 13 through 18 first. Although they could still play on the 
street, many of them could now also play inside. Soon they would play games with 
each other remotely, too. While online games began in 1999, they were few and far 
between. More so than gamer meet-ups, online video games stabilized definitively 
in the mid-2000s.

The next great stage of digitalization is probably the most impactful and perhaps 
overshadowed the rest. It began with the advent of the internet, a new space of per-
sonal intercommunication which compressed interaction distances and expanded 
contact possibilities among people and companies. Although its purpose was essen-
tially commercial, this later changed with the web 2.0 which helped develop any 
personal and social scope. The internet had been born much earlier with Arpanet, 
but it wasn’t until the mid and late 90s that it became popular and turned into today’s 
communicative environment. The internet’s main social effect was, initially, the 
ability to spread information. Consequently, information became even more valu-
able, and Web use changed the economy, work, and every aspect of society (Castells, 
2003). The possibility of acting remotely also facilitated illicit access to informa-
tion, damaging or affecting it. Thus, the cybercrime that had first appeared during 
the 80s began to become more common. When information acquired economic 
value and the internet became a patrimonial place for business and entertainment, 
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cybercrime ceased to be unusual displays of computer prowess and became regular 
offenses. During the early and mid-2000s and the appearance of the web 2.0, cyber-
space also became a social network where people shared personal experiences, and 
exchanged more than just information; they essentially started to live and interact 
online. In this environment, the amount of social interest that is potentially affected 
by the behavior of motivated offenders rises significantly, and so does cybercrime. 
These direct changes came paired with other indirect changes to our everyday lives. 
The advent of the internet caused a change in the habits of those who used it. This 
became especially true after the appearance of social networks which constituted an 
essential element in addition to entertainment.

There may be a third, possibly unnoticed stage that our society currently lives in. 
This stage would be characterized by the definitive popularization of cyberspace, 
induced by the generalized usage of smartphones. But, on top of the quantitative 
expansion, there’s a qualitative difference in comparison to the first stage of the 
internet. The former required a complex and limited device to access the Web 
remotely; the latter, thanks to the generalization of smartphones, allows users to 
carry cyberspace in their pockets. Opportunities increase, as cyberspace and physi-
cal space overlap, creating a hybrid world where crimes too are hybrid (Milani 
et al., 2022). While this stage may already be underway, it is undeniable that the 
Covid-19 crisis and the corresponding more or less strict lockdown regulations 
passed by most governments had an accelerating effect on this phenomenon. This 
acceleration of the digitalization process may have moved some activities to the 
digital environment that, even in the presence of smartphones and mobile internet, 
had still been considered exclusively physical activities.

This rough outline of stages of development doesn’t presume discrete boundaries 
and hence doesn’t bare the assumption that distinct factors took effect in every one 
of those stages. Nor does it pretend that crime evolution in each stage is categori-
cally distinct from the others. The stages described above are an attempt at system-
atizing gradual processes which modify our everyday lives slowly and shift baselines 
subtly rather than a set of stages that abruptly change the habits and interests of 
people. But this structure provides a better grasp on the idea that digitalization did 
not produce one single, major change, but many smaller ones. Said changes can be 
distinct from one another since digitalization has such manifold repercussions. 
Perhaps the most important ones were not the direct effects, but those caused by 
unexpected transformations of peoples’ lifestyles. It must be considered, firstly, that 
the digital revolution does not constitute one single change but many, secondly that 
it does not occur at a single point in time and is instead an evolutive process, and 
thirdly that the impact of such a process is multifaceted. Therefore, to comprehend 
the effects of digitalization as an opportunity-modifying process, types of societal 
changes will be grouped as follows. Firstly, digitalization effects on crime are 
grouped based on the type of mechanism that affects crime opportunity; secondly, 
on the relationship between crime types and crime opportunity types; and thirdly, on 
whether the change has produced more or fewer crime opportunities.

Firstly, digital technology can represent a direct or indirect change in crime 
opportunities. As a direct mechanism, it creates new valuable objects or goods, 
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which may become suitable targets for potential motivated offenders. It can also 
decrease the value of some goods which become futile and are therefore no longer 
susceptible to apprehension or damage. But there might also be an indirect effect on 
opportunities. This occurs when technology changes the lifestyles and daily rou-
tines of aggressors and victims. The convergence of potential aggressors and suit-
able victims in a place of criminal opportunity can increase or decrease as a result 
of these changes rather than the technology itself.

This goes to show that lifestyle changes are the main modifier for criminal 
opportunity. Thus, if technology were introduced without resulting changes in life-
styles, criminal opportunity would be unaffected. Many of the direct changes of 
opportunity derived from the invention and rollout of technology are intentional 
(e.g., weapons, security systems). Others, however, may come about unintentionally 
(e.g., advances in medical technology improvements that prevent manslaughter due 
to better survival rates), either as predictable side effects or as genuinely unexpected 
phenomena.

This mixture of direct and indirect effects may cause a decrease in one crime 
typology (i.e., street crime) and an increase in others (e.g., cybercrime). While the 
connection between the two is intuitive, it is difficult to characterize this connection 
in detail when assuming a direct mechanism (Farrell & Birks, 2018). However, both 
tendencies may well be determined by a third factor that affects them differently, as 
explained in Fig. 4.2. Digitalization is a prime candidate for such a factor and that it 
affected at least two types of opportunity dynamics. On the one hand, lifestyle 
adjustments have been produced in different populations, at different points in time, 
and in different intensities throughout three decades of digitalization, bound by a 
common dynamic: more time spent inside and less time outside. Thus, the origina-
tion of both offenders (both in vandalism and property crime) and victims (both of 
violent and patrimonial crimes) decreased. However, time spent inside would gener-
ate opportunities for new and different crimes, related to activities carried out in 
cyberspace, now acclimated to the patrimonial and informational values that the 
new digital goods and objects acquired with time. This explains why the trends are 
not simultaneous: It is possible that the descending tendency of some outside crime 
types began before the rise of cybercrime. The latter could not yet have generated 
enough opportunities.

Comparing the relationship between these tendencies to the way pool balls clash 
among themselves would be reductive. This conjecture attempts to show that small 
changes in our daily habits can affect different opportunities simultaneously, like 
ripples in a fabric rather than clashing pool balls. One day comprises 24 hours, and 
some of them could be dedicated to activity a while disregarding activity b. It is then 
possible that those opportunities related to activity a increased, and those linked to 
b, decreased. While easy to argue, it is difficult to test.

As seen in Fig. 4.1 and further developed in Fig. 4.2, behavioral adjustments to 
digitalization would have taken place in different population groups, in distinct 
ways and at different points in time. The most prominent case will be examined in 
the exploration of the first specific hypothesis on the conjecture of the effects of 
digitalization on crime trends. Said case is related to changing habits of young 
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Fig. 4.2  Indirect impact dynamics of digitalization on criminal opportunities

Fig. 4.1  Direct and indirect impact dynamics of digitalization on criminal opportunities
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citizens and the shift in opportunities from the street to cyberspace. According to 
Kerr (2005), changes to entertainment dynamics may have impacted youth crime, 
first with the appearance of video games and later with social networks. These may 
have led to a decrease in time spent on the street among young individuals and could 
explain the crime decline associated with them. Cybercrime, in turn, may have 
increased as a result of the rising number of interactions in cyberspace. This does 
not equate to offenders transferring criminal activity from the street to the Web. That 
is, criminal typologies such as cyberbullying, threats, and cyber fraud are genuine 
consequences of new opportunities for criminal and deviant behavior rather than 
substitutes for crime in physical space, as research on the evolution of such behav-
iors in the gaming sphere suggests.

However, lifestyle changes are not restricted to young individuals who spend 
more time at home as a result. This may be a general trend. But while younger audi-
ences may be affected by this since the 90s, the phenomenon may have reached 
adults by the 2000s, when the internet finally became standard in homes. The grow-
ing amount of time spent at home would entail an increase in activities which would 
previously occur outside, such as shopping and working. Once again, a change in 
lifestyle such as working remotely or online shopping may have had a double effect. 
As workplaces and shopping malls became less busy, crime in those areas would 
decrease. Meanwhile, the increase in people carrying out activities of exchange of 
economic value online has generated more crime opportunities, and hence crime, on 
the internet. This tendency would have been exacerbated during the Covid-19 crisis, 
where reduction of mobility would affect criminal topologies, as previously argued. 
Differences in comparison to previous scenarios of mobility reduction are presum-
ably continuous rather than categorical. That is, the effects of mobility on crime 
opportunity may be more easily detectable in the context of the Covid-19 crisis, 
while findings may extrapolate to general trends in mobility reduction.

All of these are related to a more direct effect of digitalization, namely, the gen-
eration and/or reduction of opportunities due to the development of information and 
communication technologies, as seen in Fig. X. The internet, as a new environment 
for communication, offers the possibility to replicate traditional crimes in cyber-
space, which has also facilitated the perpetration of remote crimes. In terms of 
opportunity, this entails that convergence between victims and aggressors in absence 
of a capable guardian no longer requires physical closeness. It is now possible for 
the potential aggressor to converge with a suitable victim located thousands of miles 
away. Digitalization has also generated new, valuable objects and goods of interest 
for attacks. Personal data and other elements which now acquire economic value, 
and even cryptocurrencies, are suitable examples. These social changes translate 
into new opportunities and new crimes, and as long as these are properly registered, 
tendencies will reflect them. Lately, a significant increase in some crimes perpe-
trated through the internet, such as fraud, has been observed. However, even nowa-
days, victims do not report many cybercrimes. Sometimes official statistics fail to 
properly register them. Nevertheless, this does not mean they do not exist.

Technology can lead to a decrease in opportunity, and digitalization may have 
produced a similar direct effect in some specific situations, due to the devaluation of 
some objects with an economic value associated with them or the decrease in their 
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use. Cheques and digital currency, which have been substituting regular currencies 
for some time now, are good examples. Moreover, technology not only affects the 
convergence of aggressors and victims but also the ability of guardians to avoid 
crimes. It is true that digitalization, through the creation of cyberspace, may have 
occasionally reduced the ability of guards, supervisors, and other individuals other 
than the victim, to avoid the perpetration of a crime, mainly in cyberspace and by 
formal agents, due to transnationality and anonymity (Miró-Llinares & Johnson, 
2017; Miró-Llinares & Moneva, 2020). However, their ability to control physical 
space may have increased as a result of the implementation of digital technologies. 
Current evidence suggests that CCTV technology has been able to moderately 
reduce crime (Piza et al., 2019; Thomas et al., 2022). The future will most likely 
bring new technologies which will probably deepen these tendencies.

�The Conjecture and Its Early Developments: On the Impact 
on Crime Trends Since 1990

The fragmentation of the prior points, addressing different periods of time, distinct 
population groups, and diverse crime types, would result in the derivation of many 
concrete hypotheses from the general conjecture. Specific hypotheses in regard to 
lifestyle changes in underage individuals and adults and their impact on the crime 
drop has been developed: the increase in cyberspace-perpetrated crimes which may 
not be well reflected in official statistics, the impact of social networks and their 
popularization on the growth of certain juvenile crime typologies, or theorize what 
Tinder and similar apps may signify for the shift in sexual offenses specifically. The 
goal of this chapter, in any case, is to put forth the conjecture while reinforcing its 
theoretical foundations and showing how plausible it is through concrete evidence. 
Conversely, extracting and testing every possible hypothesis in this conjecture is not 
the goal. However, testing the plausibility of the general conjecture requires more 
than a theoretical justification and requires disaggregation as was argued above.

The following section is therefore aimed at the development of specific empirical 
hypotheses. Furthermore, it will be discussed why these hypotheses warrant further 
analysis beyond the scope of this book. The focus will thus center on the two funda-
mental hypotheses arising from the evolving dynamics of crime tendencies due to 
digitalization. The first is related to indirect changes of digitalization caused by 
modifications in lifestyle and their impact on street crime due to the increase in time 
spent at home; the second is related to direct changes of digitalization produced by 
the appearance of a new scope of remotely perpetrated crime. The former would 
occur in the mid-90s and would explain, at least partially and alongside other fac-
tors, the decrease in youth crime on the streets. The latter would become manifest 
from the 2000s onward, with the appearance and later popularization of the internet. 
This tendency would have entailed an increase in crime not registered in official 
statistics. In the following sections, the hypotheses will be presented, briefly sub-
stantiated, and supported with research data to facilitate a more comprehensive 
development of our points.
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�The Digital Leisure Hypothesis: The Impact of the Change 
in the Routines of Young People Due to Digital Leisure 
in the So-Called “Crime Drop”

The starting point for this hypothesis is the idea that digital technology has pro-
duced deep changes in society’s lifestyles. Particularly, it has meant the appearance 
of a new type of digital entertainment which changed how young people spend their 
time outside of school and their families. There is a shift from time spent on the 
street, in the 80s and early 90s, to homes. This change should not only have affected 
young individuals but also adults, with their shift being more evident in the mid-90s, 
and especially in the first decade of the new century. While technologies such as TV 
and the radio had already existed in North American homes in the 50s, a great vari-
ety of entertainment-related technologies (such as computers, gaming consoles, 
etc.) found their way into households in the 80s, and especially in the 90s. This 
change in entertainment habits would have made young individuals spend more 
time inside and, as a consequence, reduced crime opportunities for street crime 
significantly. Consideration should be noted that young individuals easily adapt to 
and adopt new technologies in comparison to other age groups (Morris & Venkatesh, 
2000; Koenig et al., 2010). They also are one of the age groups that dedicate more 
time to entertainment (see Fig. 4.1) and to digital entertainment specifically (see 
Fig. 4.2). Therefore, the effect of digitalization on their everyday activities, espe-
cially leisure-related ones, is presumably deeper compared to other age groups 
(Figs. 4.3 and 4.4).

The time dedicated to these new digital activities may have been detrimental to 
the time destined for traditional home entertainment such as reading or watching 
TV. Additionally, it might have entailed a shift from street entertainment to home 
entertainment. In that regard, data from the American Time Use Survey (ATUS) 
points to a combination of these two mechanisms; it seems that the time young 
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from ATUS)
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individuals spend on some form of traditional home entertainment such as TV has 
been reduced. Similarly, the time dedicated to outside activities such as socializing 
(face to face) or leisure travel has also decreased. Concurrently, the time spent on 
digital entertainment activities1 has increased over the years. As Fig. 4.3 shows, in 
2003, young individuals spent more time socializing face to face than playing video 
games. By 2019, these activities occupied the same amount of time in the day of 
adolescents and young adults (Fig. 4.5).

1 This includes video games but also includes playing traditional board games.
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Fig. 4.5  Daily hours spent on different leisure activities (people from 14 to 25 years of age). Self-
elaboration. (Data from ATUS)
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According to the RAT, this change in leisure activities, specifically the decrease 
in time spent outside versus the increase in time spent on home entertainment, 
would suggest a change in crime opportunities. This is explained by a decrease in 
convergence possibilities between offenders and victims in the physical space, by 
spending more time inside (both potential aggressors and potential victims) and, 
consequently, by rising home security levels. The first hypothesis thus states that the 
first change, that of time spent inside, may reduce physical victimization levels by 
decreasing the convergence between aggressors and targets. This factor contributes, 
among others, to the crime drop. Moreover, this hypothesis is consistent with previ-
ous research regarding the crime drop, as many studies suggest that the crime drop 
is first and foremost driven by adolescents and young adults desisting from crime 
(see Blumstein & Wallman, 2006; Matthews & Minton, 2018; Butt & Evans, 2014; 
Ganpat et  al., 2020; Griffiths & Norris, 2020; Butts, 2000; Kim et  al., 2016). 
Similarly, as stated above, the transformation of digital entertainment affected this 
age bracket sooner and more strongly than others.

We operationalize this by contrasting two variables for reference. This is opera-
tionalized by contrasting two variables. The first is vandalism, a crime that is 
strongly associated with young individuals, as measured by arrest rates by the 
Bureau of Justice Statistics. The second variable is the daily average of hours spent 
on video games by individuals of the same age bracket (between 15 and 24 years of 
age) since 2003 from ATUS data. Visual inspection of the progression of both vari-
ables reveals an inverse evolution. The constant increment in the time dedicated to 
video games appears to be selectively associated with the constant descent in van-
dalism arrest rates (Figs. 4.6 and 4.7).

The relationship between these two variables is explored using Spearman’s cor-
relation. A strong negative correlation is observed both for the daily hours spent on 

0.00

0.10

0.20

0.30

0.40

0.50

0.60

0.70

0.80

0.90

20
03

20
04

20
05

20
06

20
07

20
08

20
09

20
10

20
11

20
12

20
13

20
14

20
15

20
16

20
17

20
18

20
19
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this activity on weekdays (rho = −0.89, p ≤ 0.001) and on weekends and holidays 
(rho = −0.83, p ≤ 0.001). However, this relationship is not statistically significant 
among adults (older than 25). It is acknowledged that the variable measuring time 
spent on games is not exclusively tied to digital games. Therefore, changes in time 
spent on games may have evolved and increased due to factors unrelated to the pro-
liferation of digital entertainment. If this were the case, the relationship would not 
provide insight into the connection between crime and digital entertainment. 
However, when examining the evolution of daily computer use for entertainment 
purposes among individuals of the same age group, excluding games, strong nega-
tive correlations are once again found with youth crime arrests related to vandalism 
(rho = −0.69, p ≤ 0.001 and rho = −0.71, p ≤ 0.001 for weekdays and holidays, 
respectively). This relationship remains nonsignificant in the case of adults.

According to the suggested hypothesis, digital entertainment is related to an 
increase in the time spent inside and, in turn, lesser rates of crimes such as vandal-
ism. Therefore, as stated above, logic dictates that if younger age groups make 
broader use of technology, the decrease in arrests will be more prominent for that 
demographic. But since vandalism is mainly perpetrated by young individuals any-
way, it is possible that the high variability in adult vandalism arrest rates is affected 
by other variables. To mitigate this factor, the vandalism arrest rates can be replaced 
with burglary arrest rates, where the representation of young individuals is not as 
high. The variables are, again, negatively associated and Spearman’s correlations 
are highly significant. The negative association is stronger for young individuals 
(rho = −0.85, p ≤ 0.001) than for adults (rho = −0.67, p ≤ 0.001). These results are, 
once again, consistent with the suggested hypothesis and point at a potential inverse 
relationship between digital entertainment and arrest rates. Additionally, the rela-
tionship is stronger in young groups, who consume more electronic entertainment.
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Although previous analyses suggest a negative association between time spent 
on digital entertainment and youth crime arrest, the lack of relative data available 
prior to 2003 impedes the detection of a possible time synchrony between digital 
entertainment and the crime drop in the early days of digitalization. In order to ana-
lyze a wider time period, further data sources and an analytical strategy inspired by 
Kerr’s study on techno-leisure and crime rates could be used. This approach was 
applied using a construct called digitalization rate. Three variables comprise the 
construct, namely, penetration rates of personal computers, the internet, and mobile 
phones in homes in the United States, according to World Data Bank data. This 
allowed us to widen the analysis from 1994 (when personal computers and consoles 
existed, but before browsers, the popularization of the internet, and the advent of 
mobile technology) to 2016, when these technologies had completely penetrated 
American homes. The study employed data relative to different crime arrest rates 
registered by the Bureau of Justice Statistics as the independent variable. Linear 
regression was conducted to analyze the relationship between digitalization rates, 
general arrest rates, and different crimes in young individuals and adults. The most 
relevant results revealed that the arrest rate model for every crime is statistically 
significant and explains a notable percentage of data variance. Additionally, the 
negative association of digitalization rates with crime arrest rates is stronger in the 
case of younger individuals (R2  =  0.769, β  = −706.16, p ≤  0.001) compared to 
adults (R2 = 0.915, β = −473.07, p ≤ 0.001).

This result points in the direction of the hypothesis, namely, that technology and 
its impact on everyday activities seem to be related to the crime drop, especially 
among younger age groups. Nevertheless, the change in those activities may not 
have had the same impact on every crime type. Thus, vandalism arrest rates, which 
are associated with younger perpetrators, and burglary were analyzed separately as 
a subset of general crime rates. Prior research has found more consistent associa-
tions for violence against property than for violent crime. Significant results were 
obtained for vandalism, which explain big portions of the variance for both younger 
groups and adults. Again, digitalization rate shows a stronger association in young 
adults (R2 = 0.761, β = −22.74, p ≤ 0.001) than in adults (R2 = 0.742, β = −3.43, 
p ≤ 0.001). Similarly, the model is also significant in regard to burglary, and digita-
lization rate again exhibits a stronger association in young individuals (R2 = 0.824, 
β = −27.49, p ≤ 0.001) than in adults (R2 = 0.567, β = −6.11, p ≤ 0.001).

The macro-level adoption of technologies in American households, which relates 
directly to the time spent inside, seems to inversely affect arrest rates, serving as a 
proxy for real crime evolution. This effect seems to be more prominent among 
young individuals who use technology the most and enjoy the leisure activities con-
nected to it. Therefore, researchers should not discard the impact of technology on 
crime drop. Rather, it seems to be a relevant factor, which is supported at least by 
the US American data and should thus be taken into account in research on the 
crime drop. However, the linear regression models construe the relationship between 
variables linearly, as their name suggests. Similarly, it must be considered that sim-
ple single predictor models, which do not theoretically control for confounding 
variables, may be a naive approximation. As a counterpoint, one could argue that the 
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variances of the dependent variables are sufficiently well accounted for by the mod-
els to be rejected or ignored in advance. However, it should be recalled that the goal 
of this project is to sustain a general conjecture with preliminary results rather than 
exploring single hypotheses in excessive detail (Table 4.1).

Despite the preliminary character of this research, the digital leisure hypothesis 
is an increasingly promising explanation for the descent in some forms of youth 
crime. Evidently, more research is needed. Additionally, the conjecture will not be 
complete without considering the larger amount of time young groups have been 
spending in the new space of criminal opportunity that is cyberspace, which began 
its development in the year 2000.

�Building the New Digital Opportunities Hypothesis: About 
the Hidden But Real Impact on Trends in the Emergence 
of New Media to Perpetrate Internet Crime

In the previous section, this chapter suggested that the reduction in leisure time 
spent on the streets, as opposed to an increase in leisure activities at home, would 
suppose a change in crime opportunities as a result of a decrease in convergence 
possibilities between offenders and targets in the physical environment. However, a 
fundamental shift in everyday activities was purposefully obviated, which this seg-
ment will address. Digitalization has created new virtual spaces and, in turn, the 
possibility of convergence therein. An increase in time spent inside, as a conse-
quence of an increase in time spent in cyberspace, logically supposes an increment 
in the chances of convergence within this new space. Moreover, new everyday activ-
ities have appeared along with new interests in cyberspace, generating new crime 
opportunities. Therefore, digital technology has spawned new crime opportunities 
linked to both new (e.g., informatic systems, data) and classic interests (e.g., patri-
mony, personal interests) with exponential speed. This phenomenon began in the 
90s but caught a second wave with the arrival of the internet in households. It fur-
thermore exacerbated the scope and modalities of crime, as well as the number of 
victims, despite police statistics failing to reflect this.

The change in lifestyles as a result of the appearance of new technologies influ-
ences people in two different ways, which should be understood as two faces of the 
same coin. Firstly, there would be a reduction in crime opportunities, since, as stated 

Table 4.1  Linear regression models for arrest rate and digitalization rate

All crimes Vandalism Burglary

R2 β R2 β R2 β
Youth 0.769 −706.16*** 0.761 −22.74*** 0.824 −27.49***
Adults 0.915 −473.07*** 0.742 −3.43*** 0.567 −6.11***

*** p < 0.001
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above, there is an increase in the time spent at home. Secondly, said time increase, 
namely, spent in cyberspace, may, in turn, provoke an increment in crime opportuni-
ties in this environment, especially when new activities and interests appear. The 
best example of such a shift is probably online shopping. According to Federal 
Reserve Economic Data, online shopping constituted 1% of the total sales of the 
retail sector at the beginning of the twenty-first century. Meanwhile, current figures 
indicate that 18% of all retail sales are carried out online. This has two important 
consequences for the evolution of criminal tendencies. Firstly, the appearance of 
cyber-delinquency such as fraudulent sales in online stores is an obvious direct con-
sequence. Secondly, an example of an indirect consequence might be the typical 
amount of cash carried by potential victims in the physical space. When business is 
mainly carried out online, general habits may shift toward not carrying cash, reduc-
ing the opportunity for crime in the physical space, especially in combination with 
the popularization of credit cards, bank transfers, or even payment via smartphone, 
as mentioned earlier in this chapter.

A second hypothesis emerges from the connection between the digitalization 
process and crime tendencies: The appearance of new technologies and their fast 
popularization may have created new digital spaces for criminal opportunity, which 
may increase digital crime. The observation of the economic losses (adjusted to 
inflation) caused by crimes reported to the IC3 (see Fig. 4.3) and the evolution of 

Fig. 4.8  Report and loss number evolution known by IC3 compared with the digitalization con-
struct evolution
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reported crimes reveals an increase in both reports and losses, similarly to the digi-
talization rate. Visual inspection of the connection between digitalization rates and 
the two aforementioned variables suggests a linear association in the case of reports 
but an exponential one in the case of economic losses. A linear regression model of 
digitalization rates and the number of reports confirms this strong association 
(R2 = 0.856, β = 0.17, p ≤ 0.001). Including an exponent in the regression model 
verifies the apparently strong link between economic losses and the penetration of 
technology in North American homes (R2  =  0.951, β  = −2.72, p ≤  0.001). The 
model explains 95% of the variance of the dependent variable (Fig. 4.8).

Despite some data gaps, three increasing tendencies in reports per year can be 
identified (which seem to decrease or stably fluctuate from 2009 on), economic 
losses (adjusted to inflation), and in technological penetration (Fig. 4.9).

In previous analyses, these models only included a single predictor. They are, 
however, consistent with the conjecture that the increase in everyday online activi-
ties as a result of digitalization caused an increase in cyber-victimization levels, as 
measured by the number of victims and registered losses. The effect of digitaliza-
tion on opportunity shifts cannot be ignored, particularly in the case of certain crim-
inal typologies.

As shown in the previous section, crime rates in the physical space have been 
decreasing since the 90s as a result of the increase in time spent inside, which 
reduces crime opportunities. Conversely, cyber-victimization rates increase as a 
consequence of everyday activities carried out in cyberspace. Physical analyses do 
not support a shift from physical delinquency to cyber-delinquency. They simply 
show a decrease in physical crime and an increase in cyber-delinquency.

Fig. 4.9  Relation between technology penetration and cybercrime
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�A New Hypothesis for the Future: Covid-19 Crisis, 
the Acceleration of Digitalization and Future Crime Trends

As the previous section has shown, the digital transformation has a double effect on 
crime trends. Firstly, it reduces crime opportunities in the physical space due to 
digital habits and their impact on mobility. Secondly, criminal opportunity increases 
in cyberspace. While this development started slowly in the early 90s, it was drasti-
cally accelerated in March 2020 and since, because the Covid-19 pandemic has 
forced citizens to suspend physical interaction as a means to prevent infections. The 
establishment of restrictive measures in most countries provoked a direct and imme-
diate impact on mobility which lasted for some time but also changed habits of 
interaction and everyday activities in the long term. Increases in remote work and 
online shopping, which seem to have remained at much higher rates than those prior 
to the pandemic crisis, are indicative of this. These changes have had an effect on 
cybercrime, and now see that the shifts in physical and online delinquency are 
returning to pre-pandemic conditions, as prevention measures are slowly taken back 
and old living habits are reclaimed. However, changes to many everyday activities 
will stay, and those users who did not buy online and started doing so during the 
quarantine will likely retain this new habit. The results put forth by Buil-Gil, Zeng 
y Kemp (2021) similarly suggest that many traditional crime types decreased after 
the lockdown but subsequently snapped back to pre-pandemic levels. On the other 
hand, their results suggest that cyber-dependent fraud and delinquency increased 
and stayed higher than before the pandemic. Therefore, one can assume that the 
Covid-19 crisis will be another point of change, similar to the advent of the internet 
and the arrival of social networks. While this change is not linked to the appearance 
of new technology, it translates to an increase in its use by many segments of the 
population.

Future contributions will have to assess the impact of new societal habits derived 
from social and leisure technologies on delinquency. Moreover, the impact of each 
technological shift on different criminal typologies must be specified. Digitalization 
will never cease to advance and it is uncertain whether human mobility will end up 
increasing or decreasing. Much closer attention will have to be paid to a phenome-
non that may have affected the evolution of crime rates to a far greater extent than 
everyone could imagine.
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Chapter 5
Observing, Measuring, and Researching 
Cybercrime: A Scoping Review 
of Systematic Reviews Since 2010s

Stefano Caneppele

�Introduction

While the rest of the chapters of this book discuss the role of digitalization in 
decrypting crime trends and propose new hypotheses for the future, this chapter 
inquires what criminologists and non-criminologists have done concerning the defi-
nition of cybercrime and its research. In particular, the chapter provides a scoping 
review of scientific contributions in published systematic reviews between January 
1, 2011 and December 31, 2021. This chapter aims at providing an overview on 
what have been done for studying (and thus empirically measuring) cybercrime by 
scholars in recent years. In detail, the chapter covers the data that have been used 
and the analytical methods that have been applied to the study of cybercrime. The 
majority of empirical contributions addressing cybercrime have found publication 
in journals spanning various disciplines. This can be attributed to the widespread 
interest, sparked by the emergence of cybercrime, within the scientific community. 
Notably, the involvement of criminologists in the study of cybercrime has been rela-
tively limited. Nevertheless, it should not be neglected that nowadays an increasing 
number of criminologists have been studying cybercrime and its manifestations, 
and they have been confronted with the issues of its definition and its measurement. 
These issues are recurrent, especially in social sciences when facing emerging phe-
nomena. For criminologists, who also rely on positivists approaches when studying 
crime and deviance, criminal law definitions have not been very helpful, since the 
pace of digital revolution and innovation are overwhelming the functioning of 
national criminal justice systems. In fact, our contemporary society lives the 
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information age. According to Merriam-Webster (nd), this term refers to “a time in 
which information has become a commodity that is quickly and widely dissemi-
nated and easily available especially through the use of computer technology.” This 
century is the first in which a tremendous quantity of information may be stored in 
digital archives and retrieved when necessary. The number of digital devices, online 
platforms, and social media grew exponentially and thus the number of data gener-
ated through them. New disciplines such as Data Science have been established to 
assist this growth. In this sparkling world of data, information on deviance and 
crime still struggles on their traditional constraints made of dark numbers and exter-
nal/internal validities issues. Neither the most recent forms of crime, mostly 
rebranded with the suffix cyber-, have been exempted by these burdens. To the con-
trary, being the newcomers, cybercrime is even more exposed to these constraints 
while there is an increasing demand for knowledge about its nature, characteristics, 
and modus operandi. In this chapter, concepts from Merton’s theory (Merton, 1968) 
are borrowed to argue that the information age has increased the gap between the 
society expectations about the volume, granularity, and punctuality of information 
about cybercrime and their means to measure it. Coping with such strain generates 
different ways of responding, following Merton’s theory: conformity, innovation, 
ritualism, retreatism, and rebellion. Under the conformity response, data on cyber-
crime should be progressively incorporated into the official crime statistics systems 
acknowledging the need to provide more and more accurate figures on its volumes, 
at least for a selected type of cybercrimes. Within the innovation responses, institu-
tions experiment new method to gather data on cybercrime. Under the ritualism 
response, some argue that national crime statistics should be used as a valid source 
of cybercrime, since the dark number always existed for many crimes. With the 
retreatism response, since cybercrime is nowadays impossible to measure accu-
rately, one should avoid providing figures, waiting for better times and/or tools. 
Within the rebellion response, the challenges of measuring cybercrime should not 
be accepted, since more and more crime will become hybridized, leaving the cyber-
debate a trace of the past. All these different responses may be partially right, since 
from one side there is a need for policymakers and the public opinion to have figures 
and trends that could shape measures but, from the other side as well, the current 
public debate around figures of cybercrimes sometimes is echoing the counting 
clouds’ reproach that a Dutch colleague did some years ago about the exercise of 
measuring organized crime in Europe (van Duyne, 2006). Thus, to start from the 
beginning, one should inquire about the epistemological posture of measuring 
(cyber)crime(s) and their trends.

�On the Challenges in Measuring (Cyber)crime(s) 
and Their Trends

Measuring crime and deviance remains a primary aim of criminological research. 
Epistemologically, the concept of measurement is strictly related to the empirical 
observation. What can be measured is what can be observed. Observations align 
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with what is considered compliant with the operational definition of the phenome-
non being measured. This positivist approach, since the XIX century, supported the 
development of empirical methods to gather and collect data with the aim of under-
standing how human societies work.

At the same time, the positivist view also proved useful in a period of consolida-
tion of the nation states that needed statistics primarily on the number of prisoners 
in prisons and convicted persons to measure the functioning of the justice apparatus. 
As far as crime is concerned, statistics on the numbers of offenses committed, at 
least as far as continental Europe is concerned, began to be compiled after the adop-
tion of penal codes that allowed classification by offenses. This approach, although 
very rational from the point of view of administrative operation, was at first meth-
odologically limited for the study of deviance and crime. First of all, lacking ade-
quate techniques and methodologies for the collection of primary data, studies 
relied on secondary data such as official administrative statistics. These statistics, in 
turn, have at least two main methodological limitations. The first refers to the qual-
ity of the data. The researcher has to rely on the data provided without being able to 
control how the data was produced. The second limitation concerns classification. 
Criminal statistics primarily respond to an administrative demand and are therefore 
constructed according to the facts of the criminal codes of the country of reference. 
These cases not only vary from country to country, creating a problem of compari-
son (Aebi et al., 2014), but also group together behaviors that have different crimi-
nological characteristics, making it impossible for the researcher to break down the 
crime according to its multiple dimensions. For example, the broad category of 
homicides can include those committed by (organized) crime and those committed 
within the family, which have very different causes and modus operandi. It is evi-
dent that over the last 50 years police statistics have improved in their ability to 
provide a valid indicator of the state of apparent crime and in providing information 
on the evolution of crime in its various forms. However, the British experience, 
which is certainly to be counted among the most advanced and comprehensive in 
providing a measure of crime trends over time, also cautions us on the importance 
of quality control and data entry procedures (see UK Statistics Authority, 2014). It 
is precisely from the recognition of the limitations of official statistics that victim-
ization surveys were born, which in some countries have established themselves as 
a necessary complement for measuring crime and its evolution.

When talking about cybercrime, this labored path of producing statistics that can 
provide a reliable time evolution of the situation in a region or country is largely 
called into question. At present, the positivist view of being able to provide a line of 
evolution of crime seems to have stopped in the offline world. From another per-
spective, the arrival of online crime can be useful to question the meaning of crime 
statistics and their use. Currently, these statistics are mainly used to answer two 
questions: (1) What is, usually over a 1-year period, the prevalence of crime in a 
given country and in its organizational subunits; (2) how crime in a given country 
and in its organizational subunits evolve, usually over a multiyear period.

The spatial component has therefore always been a fundamental key to police 
statistics. The fact that crime insisted on a defined territory implied that it mainly 
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affected the communities of individuals settled on that territory. From a security 
policy point of view, this implied that when faced with a territory with high crime 
intensity, the authorities would allocate more resources to reduce the frequency and/
or severity of crime and to observe whether the measures taken had an impact on 
crime levels over time. Again, crime levels depended at least in part on specific 
environmental characteristics of the territory itself (e.g., being a tourist location, 
having a population density) that require local actions on which public actors can 
have a direct influence.

However, this approach to the use of crime statistics remains, for much of cyber-
crime, meaningless. In the online world, there are various cyber places that, parallel 
to the physical world, may present criminogenic environmental elements that are 
independent of the physical environment and beyond the control of local and often 
national decision-makers. Without necessarily referring to the dark Web and its ille-
gal market, consider, for instance, the case of sites accessible on the clear Web that 
promise to sell match-fixing news in order to make money from sports betting 
(Moneva & Caneppele, 2020). As with appropriative crimes, other types of online 
crimes (e.g., Web defacement or DNS attacks) are entirely carried out in cyber-
space, disengaging the perpetrator/victim relationship from the dimension of the 
territoriality of the act. Indeed, if the consequences on the victims may have a 
known territorial impact, the same cannot be said of the perpetrator.

It is precisely this territorial disconnect that makes it more difficult for victims to 
identify the police as an effective interlocutor, influencing the victims’ propensity to 
report crimes. To this should be added that for many cybercrimes, technology has 
made it possible to multiply criminal productivity by increasing the volume of 
attempted and consumed crimes. All this contributes to increasing the gap between 
the demand for security and the public resources available to respond to it. While 
the gap between supply and demand for protection from online crime seems to have 
widened considerably, it should be emphasized that this is not a recent phenomenon 
(Ratcliffe, 2008). This widening gap began to be observed as early as the 1960s and 
the various Western societies have adapted to these problems mainly by outsourcing 
some security services considered less of a priority (airport security, shopping 
malls, etc.) to private entities, creating a market for private security services, devel-
oping new security technologies accessible to the general public (e.g. armored 
doors, video surveillance systems), and/or developing insurance mechanisms for 
damage reduction by transferring the burden to private citizens. Likewise, a similar 
process could be observed in a more recent period with regard to the dimension of 
protection from cybercrime with the implementation of a market for services and 
the adoption of soft- and hard-law systems to (self-)regulate the market itself. This 
insistence of a plurality of actors in cybersecurity policies has generated at the same 
time a variety of statistics, more or less business oriented, produced by private com-
mercial actors whose cyclicality and scientific validity often remains variable. The 
common trait that characterizes the majority of these statistics is the reference to a 
customer-based and not country-based dimension and the orientation toward spe-
cific forms of cybercrime, especially with respect to what are considered to be 
threats to the cybersecurity world. While this proliferation of reports and statistics 
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is in line with the logic of quantifying the severity and frequency of a phenomenon, 
it also makes it possible to emphasize how often, especially on the part of policy-
makers, there is an underestimation of the complexity and variety of conducts that 
are simply summarized under the umbrella term “cybercrime.” In fact, in order to 
measure a phenomenon, a compulsory step is to operationalize it as accurately as 
possible, in order to allow comparability over time and between different studies. 
The next section discusses the concept of cybercrime and its definitions.

�To Be, or Not to Be (Cybercrime), That Is the Question

As emphasized in the previous paragraph, the first methodological issue to be 
addressed when measuring a phenomenon is its operationalization. In this case, it is 
interesting to note how the rapidity of technological evolution has affected the oper-
ationalization of the concept of cybercrime. In the beginning, crimes committed 
with the use of computers were simply referred to as computer crimes to highlight 
the central role of the device in the commission of the crime. Most crimes were 
related to fraud that could be committed by manipulating or stealing data, although 
there was already a widespread practice of hacking into telephone companies’ 
telematics systems to avoid paying the costs of long-distance calls, which were still 
very expensive in the 1980s and 1990s. While the first viruses and malware had 
already made their appearance in the 1980s, it was with the spread of the internet 
first on landlines and then on cell phones that a quantitative and qualitative mutation 
of online crime took place. This change of pace is also mirrored in the definition of 
these crimes, where the term computer crimes is gradually being replaced by the 
term cybercrimes to emphasize that the computer component of the crime is not 
limited only to the physical medium on which the software is installed but refers to 
a broader ecosystem that goes by the name of cyberspace. Some empirical evidence 
about the evolution of the terminologies comes from McGuire (2019) who com-
pared the number of occurrences in the literature when describing the phenomena 
of cybercrime in the period 1995–2000 and 2001–2018. Although the difference in 
the time spans, it is evident how the term cybercrime has gained its relevance com-
pared to the term computer crime, while other terms such e-crime or internet crime 
are becoming more popular as well. Alongside the terminological evolution in the 
academy, a doctrinal debate has also developed. The main academic debate that has 
been going on for many years can be summed up in the debate on the validity of the 
saying “old wine in new bottles.” Indeed, researchers are divided on whether the 
advent of cybercrime represents a new challenge for criminology, even from a theo-
retical point of view. There are those who support the applicability of classical crim-
inological theories and those who instead emphasize the peculiarities of cybercrime 
and thus the need to develop new theories capable of explaining the emerging phe-
nomenon. In fact, the arguments in favor of one or the other perspective depend—in 
the field of criminology—on the type of cybercrime under consideration. This 
brings us back to the starting point of all research: the operationalization of the 
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cybercrime concept. In the 1980s and 1990s, a broad perspective, derived from the 
term computer crime, was favored, in which emphasis was placed on the mere pres-
ence of a device to refer to this new category of crime. This was an understandable 
approach at the time, since there was no cyber-universe with a wealth of places for 
interaction. Today, being connected is a constancy. Technological evolution has 
enabled the creation of virtual spaces of convergence in which individuals interact 
by moving behavior from the remote to the online (e.g., cyberbullying, hate speech) 
with the aggravating factor that hyper-connectedness allows reaching a potentially 
larger number of users. In addition, the development of the digital infrastructure has 
created criminal opportunities for the commission of crimes that directly attack the 
infrastructure and its terminals on which the very functioning of the cyber world and 
its platforms depends. This dichotomy echoes one of the most frequently used 
typologies in the literature, which distinguishes between cyber-enabled and cyber-
dependent crime. This classification includes, on the one hand, those crimes that 
already existed before, one usually takes the example of fraud, but which have taken 
advantage of the Web to increase their effectiveness and spread. On the other hand, 
cyber-dependent crimes are all those crimes that could not exist if the digital infra-
structure did not exist: for instance, malware that exploits system vulnerabilities or 
DNS attacks that aim to render a website inactive.

The evolution of the debate around cybercrime categorizations is summarized in 
the contribution by Phillips et al. (2022) who identify the most widely used taxono-
mies in the literature and their evolution by proposing a new classification with the 
aim of also incorporating new trends that include, for instance, the exploitation of 
artificial intelligence in the commission of crimes. The new model incorporates the 
contribution of previous classifications (see, e.g., Gordon & Ford, 2006; McGuire, 
2019; Tsakalidis & Vergidis, 2019; D.  Wall, 2007; D.  S. Wall, 2001, 2015) and 
combines them in order to provide a broader view of the relationship between infor-
mation technology and criminal conduct. The taxonomy starts from the consider-
ation that theoretical reflection on the classification of the various behaviors that 
may fall under the category “cybercrime” is still immature but that it is necessary to 
advance the debate out of scientific needs and to improve prevention and law 
enforcement policies.

The fluidity of the cybercrime concept poses problems not only from the point of 
view of research validity but also from the point of view of official statistics. If from 
a scientific point of view, it becomes difficult to compare studies using different 
operational definitions; from the point of view of official statistics, the challenge to 
capture the full dimension of the cyber contribution to criminal conduct is even big-
ger. Already with Caneppele and Aebi (2019), he pointed out the difficulties for 
statistical systems in dealing with relatively recent phenomena such as cybercrime. 
The challenges are manifold, often starting with the identification of the crime as 
cyber, the classification of the conduct, and the way it is accounted for. Setting up a 
statistical system requires time and measures to ensure a consistent collection meth-
odology over the years, to guarantee monitoring and comparability of the observed 
trends. In this sense, the efforts observed in official criminal justice statistics are as 
follows. Firstly, there is the legalistic approach that incorporates the new 
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cybercrimes into the national criminal codes, including the reported phenomenon 
by referring to the relevant criminal code article in full. This is often the case for 
conduct classified as cyber-dependent, that is, conduct integrating attacks and/or 
tampering with computer systems. These offenses were mostly introduced after 
2004 following the transposition of the Budapest Convention of the Council of 
Europe on cybercrime. The data collected for these offenses have little significance 
for measuring the extent of the phenomenon and should rather be read as the respon-
siveness of national legal systems to cybercrime conducts. Secondly, there is a more 
minimalist approach that aims to extend the cyber component to all types of recorded 
crime by asking the data operators to flag a box if the crime is cyber-related. This 
solution is probably the easiest to implement in systems that require the involve-
ment of a very large number of actors in the imputation of data, as is the case in the 
United States, for instance. The concluding acts of the Committee on the Reform of 
American Statistical Systems (National Academies of Sciences, Engineering, and 
Medicine, 2018) suggested this strategy to start observing, in a more systematic 
manner, the contribution of the technological component in the commission of 
criminal conduct. It is evident that, apart from the advantages, this strategy also has 
limitations in providing detailed information. In this context, it appears more advan-
tageous to collect data concerning the phenomenon of cybercrime without aspiring 
to encompass universal cyber behaviors. Instead, the focus should be directed 
toward a more delimited selection of conducts. From this perspective, the use of 
victimization surveys was considered a useful response and it should be considered 
a third approach. Well known, for instance, is the England and Wales crime victim-
ization survey (CSEW) that, for several years now, has been collecting the experi-
ences of British citizens who declare themselves victims of computer misuse and 
cyber-related fraud incidents. Despite the limitations and biases concerning the 
nature and online crimes observed by victims, the CSEW surveys provide a first 
impression of the weight of the cyber component on the observed criminal conduct, 
which is stably around one-third of the total crime. A fourth, more ambitious 
approach has more recently been developed to offer a broader categorization of 
what is called digital crime. It is the one proposed in Switzerland by the collabora-
tion between the Federal Statistical Office (FSO) and the Swiss cantonal police 
forces. Under the term digital crime, the FSO defines those “offences committed on 
telecommunication networks, in particular the Internet” (Federal Statistical Office, 
2023). The classification is operated by the cantonal police on the basis of crime 
modus operandi according to five major areas: economic cybercrime (24 modus 
operandi), cyber sexual crimes (4 modus operandi), cyber damage to reputation and 
unfair practices (3 modus operandi), darknet (1 modus operandi), other (1 modus 
operandi). This experiment, which started in the late 2010s, led to the publication of 
the first Swiss police crime statistics with an indication of the digital component. 
Although the data need consolidation and the classification is subject to change, it 
is interesting to note that even in the Swiss context, at least on the basis of the latest 
available data (2021), the incidence of digital crime accounts for approximately 
one-third of the total crime.
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It is beyond the scope of this chapter to present a more detailed survey of the 
challenges of measuring cybercrime in official statistics, be it police statistics or 
victimization surveys. For a more detailed discussion, refer to the contributions that 
were produced with other colleagues at a conference organized by the Council of 
Europe on these very issues (Aebi et al., 2022). In general, it can be concluded that 
to date there is still a certain fluidity in the definition of cybercrime. This fluidity is 
the result of the fact that the digital world is expanding rapidly. National statistical 
systems cannot advance at the same pace and adapt themselves by following differ-
ent strategies depending on the available resources and the characteristics of the 
relevant statistical system. The next section investigates how academic research has 
studied cybercrime in the recent decade (2011–2021), which theories it has used, 
and what knowledge it has produced with respect to which types of cybercrime.

�Scoping the Empirical Research on Cybercrime

To investigate the empirical criminological research on cybercrime, a search on 
Google Scholar was conducted to identify the systematic reviews or meta-analysis 
published in journal articles between January 1, 2011 and December 31, 20211 
which mentioned the keyword cybercrime.2 The search allowed to trace 37 system-
atic reviews/meta meta-analysis, most of them (28) have been conducted between 
2017 and 2021.3 All the relevant manuscript cited in their reference sections were 
reviewed and all mentioned journal articles (even those published before 2011) 
which a) reported a quantitative study that b) formulated hypotheses on c) any kind 
of cybercrime and its characteristics (offenders, victims, and modus operandi) d) 
concerning criminological theories, offenders, and victims were included. Those 
articles focusing on research techniques, measures effectiveness, and cybersecurity 
have been excluded. The initial screening allowed to identify 436 articles, which 
have been reduced to 344 after a quick abstract scrutiny and then to 74 following the 
abovementioned requirements. Obviously, this approach has been followed in order 
to reduce the number of articles that could fit in the empirical testing of cybercrime, 
while selecting only articles mentioned in systematic reviews could serve as an 
indicator of the impact of the article in the scientific community. Of course, this 
research does not presume to be exhaustive, since the search was only done in 
English, but some general trends may be investigated. Table 5.1 summarizes the 
variables that were collected during the review of the articles included in the 
analysis.

1 The author extends sincere appreciation to Ms. Sandra Ribeiro for her valuable assistance in 
retrieving manuscripts from the systematic reviews and preparing a database for analysis.
2 The exact search query was cybercrime AND (“systematic review” OR “meta-analysis”).
3 We found, respectively, no relevant systematic reviews on cybercrime in 2011, 1 in 2012, 0 in 
2013, 1 in 2014, 3 in 2015, 2 in 2016, 4 both in 2017 and 2017, 5 both in 2019 and 2020, and 
10 in 2021.
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Our data should be helpful to provide some answer to four broader questions: 1) 
Which cybercrime has been more investigated by criminologists according to the 
Google Scholar search? 2) Which criminological and non-criminological theories 
have been more often the subject of empirical testing? 3) Which types of data and 
analytical method have been used? 4) Which are the most relevant findings of these 
studies.

Before answering these questions, it is relevant to note that quantitative studies 
on different types of cybercrime have not found a place in the most important gen-
eralist criminological journals. This can probably be explained by the fact that, as 
with crime statistics, journals take time to adapt their editorial line. This has there-
fore favored (1) the creation of new journals specializing in aspects of cybercrime 
that have intercepted this demand for publications that had no place in traditional 
journals and (2) the spread of criminological studies in more interdisciplinary jour-
nals. However, it is important to point out that for some online crimes, especially 
those involving interpersonal violence (e.g., sexual crimes), the interest in online 
abuse has resulted in traditional journals opening to these new research 

Table 5.1  List of variables identified

Variable Description

Title Title of the manuscript
Journal Journal of the manuscript
Author(s) of publication Name(s) of author(s)
Year of publication Year of publication of the study
Country Country where the study was conducted
Keywords Keywords of the study
Phenomenon Phenomenon studied
Purpose Goal of the study
Research question/
hypothesis

Questions and/or hypothesis of the study

Data collection period Start month-year (and end month-year) of data collection
Type of study Type of study identified

1. Longitudinal study / 2. Experimental study / 3. Empirical study
Type of data Type of data collected by the study

(1. Primary data (e.g., self-reported crime survey, victimization 
survey) / 2. Secondary data (e.g., official statistics))

Data collection method Data collection method used in the study.
1. Survey / 2. Experimental condition / 3. Other

Participants Number and type of participants included in the study
1. Legal person / 2. Natural person

Type of analysis Type of analyses performed as part of the study
Answer to research 
question/hypothesisa

Answer to the research question and/or hypothesis; research 
question and/or hypothesis substantiated by the study
1. Yes / 2. No / 3. Partly

aSometimes research questions have been formulated vaguely. Therefore, it is not possible to 
answer to the questions
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perspectives. Finally, it should be mentioned that most of the selected studies origi-
nated from research carried out in Anglo-Saxon countries, particularly in the United 
States (approximately 50%). The presence of research concentrated in continental 
Europe accounts for about one-tenth of the total sample taken into consideration. It 
should be emphasized that this gap can be attributed to at least two factors: On the 
one hand, it is the product of a delay in the study of cybercrime in Europe, which 
has only been investigated systematically in the last decade, and on the other hand, 
it is due to the fact that European academia is less interested in topics related to 
interpersonal violence (bullying), sexual abuse, and the consumption of child por-
nography, topics that have historically been much more analyzed in Anglo-Saxon 
countries. These issues and their digital transposition were among the first to be 
studied and researched.

�Which Cybercrimes Have Been More Investigated?

In the previous paragraphs, said it was already stated that the concept of cybercrime 
embraces several criminal behaviors. The review confirms that, from an academic 
point of view, discussing about cybercrime is pointless without disentangling its 
several dimensions. Figure  5.1 shows that the highest number of studies on the 

Fig. 5.1  Frequency distribution of cybercrime types identified in the review (N = 75) a (in the case 
of an article addressing both cyberbullying and cyberstalking collectively, each was counted both 
under cyberbullying and cyberstalking categories)
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online criminal behaviors focused on cyberbullying (27 cases), followed by online 
piracy (14),4 child sexual abuse material (12), cyberstalking (8), and phishing (7).

It is noteworthy that criminal behavior which is considered often falls within the 
category of traditional crimes imported into the digital sphere. In most instances, the 
digital development is consistently observed to be interconnected with behavior in 
the physical realm. Based on this observation, it is reasonable to presume that 
researchers who have previously focused on this topic have oriented their studies 
toward examining the impact of digital innovation on such behaviors. This holds 
true for most crimes of interpersonal violence; however, the discourse differs for 
issues such as online piracy and phishing, which are relatively recent phenomena 
that have garnered the attention of researchers seeking to understand the factors that 
contribute to an inclination toward online piracy, as well as the susceptibility to 
phishing.

Likewise of the debate around the broader concept of cybercrime, even for these 
specific categories of online crime, scholars highlight the lack of shared operational 
definitions of the phenomenon, raising issues of comparability. For example, in the 
case of cyberbullying, a plurality of terms (cyberbullying, electronic bullying, cyber 
harassment, e-bullying) have been used, which more recently seem to be consolidat-
ing toward a single term (cyberbullying). However, the problem of the plurality of 
operationalizations of the concept remains. Price et al. (2013) points out that there 
are different techniques for measuring cyberbullying that can explain, at least in 
part, the discrepancies in prevalence rates. Indeed, some define cyberbullying as an 
extension in the digital space of bullying and use the three characteristics identified 
by Olweus (1993) as an aggressive behavior that is (1) intentional, (2) repetitive, 
and (3) based on an interpersonal relationship characterized by a systematic imbal-
ance of power and domination (Alsawalqa, 2021). Other authors take only the first 
two points of the definition of Olweus, adding the online component and replacing 
the last component with the intention of causing harm or distress to others (see, e.g., 
Li, 2010; Zalaquett & Chatters, 2014). Similarly, to the existing debate on the con-
cept of cybercrime, it is interesting to note that the same type of debate also occurs 
within specific subcategories of online crimes, such as bullying and cyberbullying 
(Kubiszewski et al., 2015). In this area, researchers have divided between support-
ers of the continuity of behaviors and supporters of the novelty of behaviors and 
their consequences. In particular, the latter have emphasized how the different 
nature depends (Bauman & Pero, 2011) from the anonymity of the cyberbully, the 
limitless potential audience, the shift in power dynamics, and the lack of limitations 
on time and location.

Finally, it should be noted that a minority of the studies taken into account con-
sisted of experimental studies that mainly focused on phishing victimization experi-
ences (N = 7).

4 Online (or digital) piracy is defined as “The illegal copying and/or downloading copyrighted 
software, music, video, or other material such as MP3s, Hollywood movies, and digital audio-
books” (Cronan & Al-Rafee, 2008, p. 528).
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�Which Criminological and Non-criminological Theories Have 
Been More Tested?

The foundation of criminology lays on corroborating hypotheses from theories that 
explain deviance and crime. When it comes to cybercrime, the manuscripts ana-
lyzed suggested that, in the last decade, the effort was mainly devoted in exploring 
and detecting correlations among personal characteristics and the cybercrime (from 
the offender and the victim’s perspective) and its eventual distinction between 
online and offline crime characteristics. As already mentioned, most of the reviews 
targeted traditional forms of offline crime that moved to the online environment, 
such as cyberbullying and cyberstalking. However, it is important to observe that 
the topic of cybercrime have been analyzed from several disciplines each one bring-
ing their theoretical constructs in understanding the phenomena. From the crimino-
logical perspective, it should be noted that the most recurrent theories used were the 
routine activity theory (RAT) (Cohen & Felson, 1979) and social control theory 
(Gottfredson & Hirschi, 1990). The routine activity theory, in its initial formulation, 
posited that the crime was the result of the convergence in time and space of three 
components: a motivated offender, a suitable target, and the lack of a capable guard-
ian. The theory is a development of a lifestyle theory (Hindelang et al., 1978) in the 
sense that it focuses most of its attention in explaining victimization and the targets’ 
characteristics (e.g., through the acronyms VIVA (valuable, inertia, visibility, acces-
sibility) or CRAVED (concealable, removable, available, valuable, enjoyable, dis-
posable)). The perspective of analyzing offenders’ characteristics remained largely 
unexplored. In the last 40 years, the theory evolved toward more advanced concep-
tualization (Eck & Madensen, 2015), adding further elements to the initial construct 
(e.g., handler, super controllers). Nevertheless, the theory was conceived to explain 
predatory crimes in physical spaces. Despite some early criticisms (Yar, 2005) 
about its adaptability to the new cyberenvironment, the RAT was largely used and 
tested by many scholars with divergent results. A systematic review on 24 papers 
published between 2015 and 20215 about the use of RAT on cybercrime (Ahmad & 
Thurasamy, 2022) suggests that divergency may also depend from approximate 
operationalization of the RAT theoretical constructs. Indeed, there is a need to fur-
ther operationalize RAT’s components since “exposure, target attractiveness, and 
guardianship constructs need to be formulated and differentiated across cybercrime” 
(Ahmad & Thurasamy, 2022, p. 424).

While the routine activity theory provided most of its valuable contribution in 
explaining victimization patterns, the social control theory was definitely conceived 
to explain why a person may become an offender. The theory was designed to be 
applicable to any form of criminal or deviant behaviors (Pratt & Turanovic, 2014). 
It posits around the concept of self-control. According to the theory, individuals 
with no or low self-control tend to engage in crime more often than other people. 

5 The review was not considered in our study because it was not in our predetermined interval 
(between January 1, 2011 and December 31, 2021).
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The low self-control individuals are more prone to crime since they cannot control 
their impulse for excitement and immediate gratification while they overlook the 
long-term consequences of their action (e.g., conviction). Indeed, this theory 
explains why having considered the same context and the same set of opportunities, 
some individuals offend and others not. Low self-control acts as a trigger to devi-
ance and criminal conducts although itself cannot fully explain crime propensity 
(see, e.g., Cochran et al., 1998). Coming to its applicability to the online environ-
ment, the social control theory has been used in the field of cyber-enabled crime 
such as digital piracy (Aleassa et al., 2011), cyberstalking (Fissel et al., 2021; Reyns 
et al., 2018), and child pornography (Clevenger et al., 2016). Beyond the crimino-
logical theories, two other cognitive theories have been repeatedly used in the 
reviews considered: the theory of reasoned action (TRA; Ajzen & Fishbein, 1980) 
and its extension the theory of planned behavior (TPB; Ajzen, 1985). The concep-
tual pillars of these theories are behavioral beliefs and attitude, normative beliefs 
and subjective norms, control beliefs and perceived behavioral control, and inten-
tions (La Caille, 2013). Behavioral beliefs encompass the convictions that individu-
als associate with a specific behavior (e.g., “If I engage in studying, I anticipate 
improving my knowledge, achieving good grades, and expanding my job opportuni-
ties”). These convictions concurrently shape the individual’s attitude toward the 
anticipated outcomes of the behavior (e.g., “Engaging in studying and achieving 
good grades is a positive endeavor”). The strength of this favorable attitude corre-
lates with the intensity of the intention to act in accordance with these beliefs.

Normative beliefs involve the perceived expectations of significant individuals in 
one’s life regarding the behaviors of the individual in question (e.g., “My friends 
believe that I should prioritize studying”). These beliefs induce social pressure, fos-
tering compliance (e.g., “I feel compelled to study to align with my friends’ expec-
tations”). Control beliefs encompass convictions concerning the factors that may 
facilitate or impede a specific behavior (e.g., “I possess sufficient time to dedicate 
to studying during the week and possess the necessary skills to excel academi-
cally”). These convictions subsequently contribute to shaping the perception of 
behavioral control, denoting the confidence in one’s ability to execute a particular 
behavior (e.g., “I am confident in my ability to study effectively for my exams”). 
Intentions, in this context, signify the willingness to engage in a specific behavior 
based on the aforementioned beliefs.

Both these theories (theory of reasoned action and theory of planned behavior) 
assume that the best predictor to engage in a certain behavior is the intention to act. 
Intentions are determined by attitudes and subjective norms. Then, as explained by 
La Caille (2013, p. 2231), “the more positively a person regards a certain behavior 
or action and the more they perceive the behavior as being important to their friends, 
family, or society, the more likely they are to form intentions to engage in the behav-
ior.” The theory of reasoned action later evolved into the theory of planned behavior, 
emphasizing the significance of volitional control not only in forming intentions but 
also in executing the behavior guided by those intentions. These psychological theo-
ries recall and combine similar concepts from other classical criminological theo-
ries, such as the theory of differential association (Sutherland, 1940), the social 
learning theory (Akers, 1973), social bond theory (Hirschi, 1969), and the rational 
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choice theory (Cornish & Clarke, 1986), with regard to the intentions to act. The 
utilization of theories beyond criminological frameworks to explore cybercrime is 
indicative of the extensive array of disciplines that have cultivated an interest in this 
emerging research domain.

�Which Types of Data and Analytical Method Have Been Used?

Another aspect worth highlighting concerns the data used to analyze cybercrime. 
The preferred data tool was the survey, used as the sole or primary data collection 
tool for 51 out of 74 of the studies considered. The survey targeted a highly variable 
number of respondents, ranging from 30 to 6379 (Table 5.1). Most of the studies 
relied on small sample with less than 250 (n = 18) or between 251 and 500 partici-
pants (n = 12). All the studies focused on individuals, primarily adolescents or col-
lege students (n = 34), with a sample size of a few hundred cases. Other contributions 
relied on the public of adults (n = 10) recruited also through Amazon Mechanical 
Turk and Web survey while a minority targeted offender (n = 4), employees (n = 1), 
or clients (n = 1). The preference for young and student population is explainable, 
by the prevalence of the themes addressed (e.g., cyberbullying, online piracy), by 
the greater accessibility of this population through primary data collection, and by 
the propensity of young populations to provide honest answer to surveys. 
Nevertheless, the review highlights a proliferation of studies with limited samples 
that raise doubts about external validity. The problem of generalizability of the 
results is recurrent and the consolidation of knowledge in this field appears fragile. 
However, these are recurrent problems and typical in emerging areas of study, which 
tend to decrease over time as studies increase in quantity. It should be noted that ten 
manuscripts used secondary data collected through survey. Even for secondary data, 
the privileged population were student and adolescent although, in this case, the 
average sample is higher compared to primary data collected through primary sur-
vey (2739.72 vs. 716.75) suggesting more robust results in terms of external valid-
ity. Nevertheless, the use of secondary data is exposed to the risk of internal validity 
since usually the survey is not designed on purpose and researcher have no control 
over the operationalization of the variables (Table 5.2).

Table 5.2  Survey as primary data. Participants by sizea

Size range N (count) Min Max Average Standard deviation

0–250 18 33 245 162.88 63.40
251–500 12 264 482 341.00 78.04
501–750 6 503 714 598.83 63.15
751–1000 6 759 974 844.50 82.27
> 1000 9 1007 6379 2319.66 1647.89
Total 51 33 6379 716.75 1040.10

aThe remaining studies used secondary data from surveys, official statistics or legal databases (17), 
or collected primary data for other research designs (6) (e.g., experimental conditions)
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In the domain of analytical methods, a substantial portion of the examined stud-
ies opted for descriptive or fundamental approaches to inferential statistics, utilizing 
techniques such as linear regression and ANOVA. Others combined descriptive sta-
tistics with more sophisticated techniques. Eventually, a minority of the scrutinized 
manuscripts embraced more sophisticated methods to validate theoretical frame-
works, such as structural equation modelling (SEM).

In the former approach, the primary objective was to delineate the sample’s char-
acteristics, provide an estimate of the prevalence of the targeted cybercrime behav-
ior, and discern existing differences between groups, particularly victims and 
non-victims of a specific cybercrime. This methodology found application in a com-
prehensive study investigating cyberstalking on a specific social media platform in 
Germany, where a sizable population sample (N = 6379) was analyzed (Dreßing 
et al., 2014). Nevertheless, a descriptive approach was adopted even in smaller sam-
ple such as Li (2010) who explored, through a sample of 269 Canadian students, 
their beliefs and behaviors associated with cyberbullying. The intermediate approach 
was used, for example, by Kaakinet et al. (2018) who first provided some descrip-
tive data of cyber-victimization and then they used hierarchical regression models 
to predict the association between cybercrime victimization and subjective well-
being. Similarly, Bauman and Pero (2011) combined descriptive statistics about 
bullying and cyberbullying prevalence among deaf and non-deaf students but using 
multiple imputation (MI) technique to handle missing data.

In the latter approach, statistical methodologies were employed to substantiate 
the constructs of theories. A noteworthy example is the study conducted by Cronan 
and Al-Rafee (2008), which utilized structural equation modelling to assess the 
theory of planned behavior within the context of digital piracy. This was the first 
among other studies that later adopted the structural equation modelling to corrobo-
rate the theory of planned behavior to piracy (Aleassa et al., 2011; Liao et al., 2010; 
Yoon, 2011). In another contribution (Wright & Marett, 2010), SEM was used to 
test which of the six factors in their theoretical model influenced the likelihood that 
an individual become a victim of a phishing email.6 Additionally, Holfeld and 
Leadbeater (2015) used confirmatory factor analysis—the first step of structural 
equation modelling—to establish whether the proposed single constructs of cyber-
bullying behaviors and of victimization experiences worked. Finally, Schoeps et al. 
(2020) used SEM to outline which were the risk factors for being a victim of online 
grooming in a sample of 1200 adolescent from 16 schools in the Basque Country 
(Spain).

6 In their study, Wright and Marett concluded that “experience and training appear to be the most 
effective tools for guarding against phishing” (2010, p. 289). In particular, higher level of computer 
self-efficacy, Web experience and, security knowledge together with a suspicion of humanity 
reduced the likelihood of victimization.
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�What Are the Findings of Criminological 
and Non-criminological Research?

Empirical studies aim at providing additional findings to existing knowledge about 
phenomena. Scientific articles typically advance existing knowledge through a sys-
tematic process of trial and error, formulating hypotheses for validation. However, 
in cases where the knowledge base within a domain is underdeveloped, and clear 
hypotheses grounded in theories or prior research are lacking, exploratory studies 
may pose one or more research questions for investigation. Within the sample of 74 
articles, 62 were found to present hypotheses for validation (Table 5.3). Notably, 
when considering various types of cybercrimes, a substantial proportion of manu-
scripts on cyberbullying and cyberstalking (almost one-third of studies) solely pre-
sented research questions. In contrast, exceptions were observed for digital piracy, 
child sexual abuse material (CSAM), and phishing, where the absence of hypothe-
ses was uncommon. While the percentage of hypotheses not corroborated falls 
within the expected range (ranging from 0% to 25.3% for piracy), this information 
underscores the issue of selection bias in published manuscripts. It becomes evident 
that journals may exhibit a preference for publishing research producing findings 
and corroborating hypotheses, potentially neglecting papers that seemingly fail to 
corroborate initial hypotheses. Furthermore, insights into distinct approaches in 
research paper composition are noteworthy. Academics within computer studies 
and security, particularly those publishing on piracy and phishing, tended to formu-
late a higher number of hypotheses per paper (averaging 7.1 for piracy and 7.3 for 
phishing). This stands in contrast to scholars from other disciplines (in particular 
human and social sciences), where cyberbullying, CSAM, and cyberstalking studies 

Table 5.3  Number of manuscripts per cybercrime topic, number of studies with hypotheses, total 
number of hypotheses, average number of hypotheses per study, and number and percentage of 
non-corroborated hypothesis

Phenomenon
N of 
articles

N of studies 
with 
hypotheses

N of 
hypotheses

Average n 
of 
hypotheses 
per study

N of 
non-
corroborated 
hypotheses

% of 
hypotheses 
not 
corroborated

Cyberbullying 27 18 45 2.5 4 9.0%
Piracy 14 14 99 7.1 25 25.0%
CSAM 12 11 23 2.1 5 22.0%
Cyberstalking 9 6 17 2.8 2 12.0%
Phishing 7 6 44 7.3 7 16.0%
Other studies 6 5 7 1.4 0 0.0%
Total 75 60 235 3.9 43 18.3%

aFifteen studies exclusively formulated research questions (e.g., “What is the prevalence and co-
occurrence of online and face-to-face victimization?” “What happens after students are cyber-
bullied?”)
bIn the case of an article addressing both cyberbullying and cyberstalking collectively, each was 
counted both under cyberbullying and cyberstalking categories for data accuracy
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tended to feature a more limited number of hypotheses (2.4, 2.1, and 2.8, respec-
tively). In the following paragraphs, an overview—for the five categories of cyber-
crime investigated (CSAM, cyberbullying, cyberstalking, phishing, and piracy)—of 
the corroborated and non-corroborated hypotheses is provided.

Child sexual abuse materials (CSAM). With regard to the 11 (out of 12) studies 
that corroborated hypotheses, 18 out of 23 hypotheses got corroborated totally or 
partially. Among these, Aslan and Edelmann (2014) found that internet CSAM 
offenders not convicted for contact offenses7 have different characteristics com-
pared to sex contact offenders and from dual offenders (both internet and contact 
offenses). Their findings supported a previous study by Elliott et al. (2009) which 
found that internet and contact offenders had different clinically observable deficits. 
Also, Aslan and Edelmann (2014) found that internet offenders are less likely to 
have had previous convictions which corroborated previous findings from Eke 
et al. (2011).

The investigation by Long et  al. (2013) focused on the differences between 
CSAM offenders with and without contact, finding that dual and noncontact IIOC 
(Indecent Images of Children) offenders can be differentiated by the quantity and 
quality of the images they possess. Dual offenders tend to have fewer but more 
explicit sexual content images, often matching the age and gender of their contact 
sexual offense victims. Additionally, dual offenders are more likely to engage in 
grooming behaviors, produce CSAM, and possess higher-level Sexual Assault 
Paraphilia (SAP) content compared to their noncontact counterparts. This pattern 
suggests dual offenders take deliberate actions to possess IIOC that reflect their 
sexual fantasies and are more criminogenic with increased access to children. The 
existence of different categories of sex offenders was also corroborated by other 
studies (e.g., Seto et al., 2006; Seto et al., 2012). Those charged with child pornog-
raphy offenses display heightened sexual arousal to children during testing, distin-
guishing them from counterparts without a history suggestive of pedophilia or those 
referred for sexological evaluations. Further distinctions emerge when comparing 
different offender categories (Seto et al., 2012). From a criminal justice perspective, 
another study showed that explanations provided by offenders are also influenced 
by the timing of questioning, reflecting nuances in the interview purpose (evidence 
vs. clinical) and interview style (Seto et al., 2010). For instance, the police sample 
of offenders, interviewed postarrest but preconviction, gave fewer explanations and 
were less likely to report pornography addiction compared to the clinical sample. 
Another study on a Canadian sample suggested that judges consistently deliver 
more stringent sentences to contact offenders compared to noncontact offenders 
(Jung & Stein, 2012). Five hypotheses across the examined studies remain uncor-
roborated. Contrary to expectations, findings suggest that internet offenders are not 
significantly more likely to have suffered from substance use disorders compared to 
contact offenders (Aslan & Edelmann, 2014). Furthermore, the hypothesis asserting 

7 Internet offenders are convicted for possessing indecent images while contact offenders are con-
victed for having committed an actual and direct abuse of children. Those offenders who have 
committed both previous offenses are called dual offenders or internet-contact offenders.
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that dual offenders possess a higher quantity of child sexual abuse material (CSAM) 
than internet offenders did not find support (Long et  al., 2013). Similarly, the 
hypothesis positing a correlation between contact with mental health services and 
internet offenses does not find substantial support (Aslan & Edelmann, 2014). 
Another uncorroborated hypothesis challenged the assumption that individuals 
viewing more extreme images online are also more prone to committing contact 
offenses (Long et al., 2013). Finally, the expectation that consumers of illegal child 
pornography exhibit below-average IQ, poor professional status, and distinctive 
social relationship patterns was not corroborated (Frei et al., 2005).

Cyberbullying. With regard to the 20 (out of 27) studies that corroborated hypoth-
eses, 40 out of 45 hypotheses got corroborated totally or partially. The empirical 
evidence derived from the examined studies substantiates several hypotheses. 
Firstly, a confirmed relationship exists between the perpetration of cyberbullying 
and victimization in online environments (Alsawalqa, 2021). Moreover, a discern-
ible likelihood was established that students subjected to traditional bullying experi-
ences at school are prone to encountering cyberbullying incidents (Beran & Li, 
2007). Additionally, the study found that students contending with both cyberbully-
ing and traditional school-based bullying exhibit comparable challenges in func-
tioning at school, equating those students who solely face cyberbullying (Beran & 
Li, 2007). Another cluster of corroborated hypotheses underscores the association 
between cyber-victimization and a longitudinal escalation in depressive symptoms, 
with the intervening factor of rumination (Feinstein et al., 2014). Gender-specific 
patterns emerged, delineating the amplification of bullying effects for males in 
externalizing behaviors and for females in manifestations involving internalizing 
deviance. Furthermore, the studies confirmed the heightened involvement of stu-
dents with attention-deficit/hyperactivity disorder (ADHD) in cyberbullying activi-
ties (Heiman et al., 2015). The research findings also lend support to the mediating 
functions of cyberbullying and cybertrolling in explicating the associations between 
psychopathy, sadism, and problematic social media use (PSMU) (Kircaburun et al., 
2018). Lastly, substantiated hypotheses encompass the overlap in engagement 
between traditional and cyberbullying, distinctive psychosocial attributes character-
izing students involved in cyberbullying, and familial factors indirectly predicting 
bullying dynamics through individual risk and protective elements (Low & Espelage, 
2013). Only a minority of hypotheses did not corroborate. Firstly, no statistically 
significant differences in the mean cyber-victimization on the Adolescent Cyber-
Victimization Scale (CYBVICS) were observed among students of different nation-
alities. Additionally, there was no significant interaction detected between the sex 
and nationality of students of East and Southeast Asian descent on the CYBVICS 
(Alsawalqa, 2021). Furthermore, the application of the routine activity theory (RAT) 
to explain the odds of experiencing cyberbullying by girls did not yield overall sup-
port (Navarro & Jasinski, 2013). Moreover, the assumption that being a victim of 
traditional bullying is related to victimization by electronic bullies was not substan-
tiated. Lastly, the expectation that youngs who cyberbullied others were more likely 
to be bullied than those who did not cyberbully others did not find empirical backing 
in the examined studies (Seiler & Navarro, 2014).
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Cyberstalking. With regard to the 6 (out of 9) studies that corroborated hypoth-
eses, 15 out of 17 hypotheses got corroborated totally or partially. Among these, 
gender-based perceptions are delineated, highlighting the tendency for male perpe-
trators to be perceived as more dangerous and engaged in illegal cyberstalking com-
pared to their female counterparts, who are often viewed as nonthreatening (Ahlgrim 
& Terrance, 2021). Similarly, male victims have reduced credibility and less sym-
pathetic portrayals than their female counterparts. The context of cyberstalking, 
whether perpetrated by a stranger or an ex-intimate, influences perceived threat lev-
els. Furthermore, gender differences emerge, with women more likely to recognize 
and attribute behaviors to cyberstalking, displaying lower victim-blaming tenden-
cies compared to men (Ahlgrim & Terrance, 2021). Moving beyond perceptions, the 
perpetration of cyberstalking is linked to individual traits, with low self-control and 
moral disengagement identified as predictors of engagement in such behaviors 
(Fissel et al., 2021). Additionally, the associations of Machiavellianism and narcis-
sism with problematic social media use (PSMU) are elucidated through cyberbully-
ing and cybertrolling (Kircaburun et  al., 2018). Moreover, students with low 
self-control are more prone to engage in cyberstalking, and participation in piracy 
or sexting increases the likelihood of online stalking behaviors (Reyns, 2019). The 
victimization aspect of cyberstalking is also explored, emphasizing the direct and 
positive relationship with low self-control, opportunity, and control imbalances 
(Reyns et al., 2018). Contrary to the expectations, the hypotheses that cyberstalkers 
would exhibit a higher likelihood of having multiple victims and making explicit 
threats due to the ease and anonymity of online interactions did not receive support 
in the studies reviewed (Cavezza & McEwan, 2014).

Phishing. With regard to the 6 (out of 7) studies that corroborated hypotheses, 37 
out of 44 hypotheses got corroborated totally or partially. Most of the studies inves-
tigated the characteristics that made people more vulnerable to phishing. Numerous 
hypotheses related to anti-phishing measures, victimization factors, and individual 
characteristics have been corroborated across various studies. Exposure to anti-
phishing information, whether in different amounts or types, consistently resulted in 
significant differences in trust evaluations among participants (Baker et al., 2008). 
Fear-based phishing attacks were more likely to result in victimization than reward-
based attacks, and the presence of leakage cues decreased the likelihood of phishing 
victimization. Increased knowledge and experience with email and phishing-specific 
emails led to increased attention and elaboration of phishing messages (Harrison 
et al., 2016). Various factors, including argument quality, source credibility, genre 
conformity, and time pressure, were found to influence the likelihood of victimiza-
tion (Luo et al., 2013). Additionally, factors such as attention to email elements, 
level of involvement, email load, domain-specific knowledge (Vishwanath et  al., 
2011), and commitment types (normative, continuance, affective) (Workman, 2008) 
were identified as significant contributors to susceptibility to phishing attacks. 
Moreover, perceptions of cyber self-efficacy,8 Web experience, security awareness, 

8 In another study considered (Vishwanath et al., 2011), a positive relationship between computer 
self-efficacy and elaboration of the phishing email was not found.
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and suspicion of humanity were associated with a decreased likelihood of being 
deceived by phishing emails (Wright & Marett, 2010).

Other hypotheses across the examined studies remain uncorroborated. Contrary 
to expectations, the presence of leakage cues did not lead to increased attention and 
elaboration of phishing messages (Harrison et  al., 2016) and email load did not 
show a negative relationship with the level of attention given to specific email ele-
ments (Vishwanath et al., 2011). Furthermore, people who are more reactant did not 
succumb to social engineering more frequently than those who are more resistant 
(Workman, 2008). Disposition to trust did not increase the likelihood of being 
deceived by a phishing email, and higher perceived risk did not decrease the likeli-
hood of deception (Wright & Marett, 2010).

Piracy. With regard to the 14 (out of 14) studies that corroborated hypotheses, 74 
out of 99 hypotheses got corroborated totally or partially. It should be noted that 
some of the studies investigated specific types of piracy targeting music (Plowman 
& Goode, 2009), software (Aleassa et al., 2011), and video games (Phau & Liang, 
2012), sometimes through peer-to-peer exchange (Allen et al., 2010). The corrobo-
rated hypotheses across the studies indicate the multifaceted nature of individuals’ 
intentions and behaviors related to software piracy and digital content consumption. 
These cumulative findings suggest that attitudes toward software piracy positively 
influence individuals’ intentions to engage in such activities (Aleassa et al., 2011; 
Al-Rafee & Dashti, 2012). Subjective norms, reflecting social influences, are also 
identified as a significant factor, positively linking to the intention to pirate software 
(Allen et al., 2010). The interplay between subjective norms and intention is further 
nuanced by the moderating role of individual traits, such as low self-control and 
high public self-consciousness (Aleassa et al., 2011). Ethical ideology emerges as a 
moderator shaping the relationship between attitude and intention to pirate soft-
ware. Additionally, when examining media downloading behaviors over P2P net-
works, the collective impact of attitude, subjective norms, perceived behavioral 
control, and psychological reactance is highlighted, collectively accounting for a 
significant amount of variance in both intent and behavior after controlling for age 
and gender (e.g., Aleassa et al., 2011; Allen et al., 2010). Across different contexts, 
the positive associations between favorable attitudes and intentions to pirate digital 
material are consistent, while perceived benefits, subjective knowledge, and past 
piracy occurrences contribute to this intention (Phau & Liang, 2012; Plowman & 
Goode, 2009; Yoon, 2011). Furthermore, moral judgments on software piracy, influ-
enced by moral recognition, moral intensity, and moral obligation, shape individu-
als’ software piracy intentions. In the realm of online music piracy, individual 
attitudes, subjective norms, and perceived behavioral control play pivotal roles, with 
perceived risks and moral obligations influencing attitudes and intentions (Aleassa 
et al., 2011; Chan et al., 2013; Liao et al., 2010). The findings also shed light on the 
influence of justice, perceived benefits, and habit on attitudes and behavioral inten-
tions related to digital piracy. The uncorroborated hypotheses in the domain of soft-
ware piracy shed light on the intricate interplay of various factors influencing 
attitudes and intentions. Among these, the proposed moderating role of religiosity 
in the relationship between attitude and intention to pirate software remains 

S. Caneppele



121

unsupported (Aleassa et al., 2011). Similarly, when age and gender are controlled, 
the anticipated partial mediation of the relationships between perceived behavioral 
control, psychological reactance, and behavior by intent is not validated (Allen 
et al., 2010). The alignment of higher subjective norms with a greater intention to 
pirate digital material lacks empirical support (Al-Rafee & Dashti, 2012). 
Additionally, the negative impact of moral intensity on favorable attitudes toward 
piracy and the influence of perceived technical risk on the same attitudes are not 
substantiated (Chan et al., 2013). Contrary to expectations, subjective norms do not 
positively affect the intention to use pirated software. Several perceived risks, 
including social, prosecution, and performance, do not exhibit the expected negative 
effects on attitudes and intentions toward using pirated software (Liao et al., 2010). 
The anticipated stronger negative effect of perceived punishment certainty on atti-
tudes toward online music piracy for females compared to males is not borne out 
(Morton & Koufteros, 2008). Furthermore, the hypothesized positive relationships 
between facilitating conditions and attitudes toward music piracy, habitual conduct 
and attitudes toward downloading pirated games, and social factors, facilitating 
conditions, and attitudes toward downloading pirated games are not supported 
(Nandedkar & Midha, 2012). The moderating effects of internet usage, time spent, 
and speed on the relationship between attitudes and intentions toward downloading 
pirated games are not validated (Phau & Liang, 2012). Finally, the lack of a per-
ceived equitable relationship with music copyright owners and the perceived low 
quality of online music do not demonstrate the expected influences on individuals’ 
behavioral intentions to download music from the internet (Plowman & Goode, 2009).

Others form of cybercrime investigated. Eventually, this miscellaneous category 
grouped a small but heterogenous set of studies. Five out of six formulated seven 
hypotheses that have been all corroborated. Fischer et al. (2013) found that indi-
viduals who reported being victims of scams, as opposed to those who were not 
victimized, demonstrated a higher likelihood of endorsing statements aligning with 
increased susceptibility to four psychological processes: (1) decline in decision 
quality in situations of heightened motivation, (2) excessive reliance on cues, (3) 
susceptibility to social influence techniques, and (4) responsiveness to cues related 
to scarcity and urgency. Kaakinen et al. (2018) found that experiencing cybercrime 
victimization was negatively associated with individuals’ subjective well-being. 
This negative impact was tempered by social belongingness to offline primary 
groups, as such connections serve as a buffer against the adverse effects of cyber-
crime on well-being. Additionally, the mitigating influence extends to online com-
munities, suggesting that a sense of belonging in virtual spaces can also alleviate the 
negative association between cybercrime experiences and subjective well-being. 
Concerning online sex offender, Middleton et al. (Middleton et al., 2009) found that 
in the short term, treatment could be effective in inducing positive alterations in 
offenders’ socio-affective functioning and pro-offending attitudes. Concerning 
cybergrooming, Schoeps et  al. (2020) discovered a positive association between 
body self-esteem and disinhibition with both sexting and Sexual Assertiveness 
Scale (SAS), with a stronger link observed for disinhibition. Furthermore, erotic 
sexting exhibits a stronger association with direct SAS, while pornographic sexting 
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is more closely related to coercive SAS. Additionally, the impact of erotic-sexual 
variables on grooming is affirmed, with direct SAS and erotic sexting expected to 
exert a more substantial influence on this aspect. Eventually, Piazza and Guler 
(2021) found that, through a survey of over 6000 individuals in 6 Arab countries, 
those who actively engage with the internet for political news consumption or 
expressing their political views were more likely to express support for ISIS than 
those who followed traditional media and who engage in conventional political 
activity.

�Conclusion: The Strain of Measuring Cybercrime 
in the Information Age

In this chapter, an excerpt of state of the art of the academic literature on cybercrime 
is presented, covering systematic reviews that have been published in academic 
journals in the period 2011–2021. As observed, various disciplines have shown 
interest in diverse dimensions of cybercrime. Concerning cyber behaviors, two pri-
mary areas of focus can be identified. The first pertains to cyberviolence, with 
numerous studies concentrating on phenomena such as cyberbullying, cyber harass-
ment, and, to a lesser extent, online sexual deviance (grooming and consumption of 
child pornography materials). Research in these domains predominantly seeks to 
understand how the more typical forms of violence, extensively studied and docu-
mented in literature within physical settings, have manifested and evolved in the 
online realm.

The second area of interest encompasses behaviors and offenses perceived as 
newer and traditionally less studied due to their widespread development which was 
facilitated by the advent of the internet. Specifically, this includes digital piracy and 
a distinct form of online fraud known as phishing. In this regard, researchers have 
directed their attention toward explaining the origins of these behaviors, often 
avoiding explicit references to the previous offline context. Publications in this 
domain are predominantly found in journals oriented toward computer and security 
studies.

The vast majority of academic manuscripts generate their own data for analysis, 
primarily through surveys. This has translated into a multitude of studies, predomi-
nantly featuring limited population samples, with diminished external validity in 
terms of result generalizability. Additionally, there is observable variability in the 
operationalization of identical concepts, posing challenges to comparability and 
occasionally indicating limitations in internal validity.

An essential aspect to underscore is the non-utilization of official statistics in 
analyzing cybercrime. This observation is unsurprising, given that it is a relatively 
novel phenomenon with weak detection by official statistics. However, the weak-
ness in official statistics remains a point to monitor in the coming years. It would be 
of particular interest to observe how, to what extent, and in what terms official 
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police statistics (as well as those of convicts and the incarcerated population) may 
evolve into a valuable data source for research and understanding of these phenom-
ena in the years to come.

The academic discourse today seems to be much more aware of the impossibility 
of subsuming under the single label of cybercrime all deviant behaviors that occur 
in cyberspace. Similarly, there appears to be a more widely shared opinion that dif-
ferent theories are needed to explain deviant behaviors online. However, a strong 
demand for numbers on cybercrime persists from the public opinion and policymak-
ers. This strain is particularly pronounced in our contemporary society, which con-
siders information and data generation as fundamental pillars of its functioning.

This chapter has shown, on one hand, how the statistical system on cybercrime is 
still in its early stages, and on the other hand, scientific knowledge about online 
deviance still requires significant research investment for a better understanding of 
these phenomena. However, it is important not to dismiss all the efforts that various 
statistical systems and the entire criminal justice system are making to meet the 
present and future challenges of statistical measurement. At the same time, it should 
not be forgotten that in recent years, the number of publications and empirical stud-
ies on cybercrime has increased significantly. Many of these studies were not 
included in this book because they were not cited in the systematic reviews consid-
ered. Therefore, this work acknowledges this significant limitation, likely underes-
timating the contribution criminologists are making to the study of cybercrime.
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Epilogue: The Evolution of Crime in Our 
Hybrid Society: Looking Back, Looking 
Forward, and Looking More Carefully

As explored throughout this volume, the relationship between digitalization and 
crime trends is more complex and nuanced than initially understood. Through five 
interconnected chapters, this book has traced the theoretical foundations, empirical 
evidence, and methodological challenges in understanding crime in our hybrid soci-
ety, where physical and digital spaces increasingly overlap and influence each other.

The progression of chapters has revealed several insights. First, we have seen 
how criminology’s progressive ethos, rooted in Enlightenment principles, shapes 
our approach to understanding technological change and crime. This historical per-
spective, explored in Chap. 1, helps explain both the achievements and limitations 
of criminological responses to digital transformation.

Second, the examination of the “international crime drop” debate in Chap. 2 has 
shown that what appeared to be a universal decline in crime was actually a more 
complex phenomenon, with significant variations across different types of offenses, 
regions, and time periods. This analysis highlighted the importance of considering 
both offline and online criminal activities when assessing crime trends.

Third, through the theoretical exploration presented in Chap. 3, we have devel-
oped a more sophisticated understanding of how digitalization influences social 
change and crime patterns. The chapter’s proposed conjecture about the mecha-
nisms linking digital transformation to criminal behavior provides a framework for 
understanding both direct and indirect effects of technological change on crime 
opportunities.

Fourth, the empirical investigation of the “digital leisure hypothesis” in Chap. 4 
has provided concrete evidence for how digital entertainment, particularly among 
youth, has contributed to shifting patterns of criminal opportunity. The chapter’s 
analysis of pre- and post-COVID-19 data has further showed how accelerated digi-
talization affects crime patterns.

Finally, the systematic review of cybercrime research in Chap. 5 has revealed a 
series of methodological challenges and opportunities in studying crime in the digi-
tal age. This analysis has highlighted both the progress made in understanding 

https://doi.org/10.1007/978-3-031-72387-2#DOI
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various forms of cybercrime and the significant gaps that remain in our ability to 
measure and analyze these phenomena effectively.

Several key conclusions emerge from this book:

1. �The impact of digitalization on crime cannot be reduced to a simple displacement 
from physical to digital spaces. Instead, we have witnessed a fundamental trans-
formation in how criminal opportunities arise and are exploited in our hybrid 
society.

2. �Changes in routine activities, particularly among young people, have played a 
crucial role in shifting crime patterns. The increasing time spent in digital envi-
ronments has not only reduced opportunities for certain types of traditional crime 
but has also created new opportunities for online offending.

3. �Traditional criminological theories, particularly those focused on opportunity 
structures, remain relevant but must be adapted to account for the unique charac-
teristics of digital and hybrid criminal environments. 

4. �The COVID-19 pandemic has accelerated preexisting trends toward digitaliza-
tion, offering a natural experiment that supports many of our theoretical predic-
tions about the relationship between digital activity and crime patterns.

5. �Current methods for measuring cybercrime face significant limitations, from defi-
nitional challenges to data collection issues, highlighting the need for more 
sophisticated research approaches.

Looking ahead, several challenges and opportunities warrant attention:

•	 The need for better measurement tools and methodologies to capture crime in 
hybrid environments

•	 The importance of understanding how emerging technologies might further 
transform criminal opportunities

•	 The challenge of developing effective prevention strategies that work across both 
physical and digital domains

•	 The necessity of adapting law enforcement and criminal justice responses to 
hybrid forms of crime

•	 The critical need to improve official statistics and research methodologies to bet-
ter capture online and hybrid crimes

As we move further into the digital age, the insights presented in this volume 
remind us that criminology must continue to evolve, developing new theoretical 
frameworks and methodological approaches that can capture the increasingly hybrid 
nature of criminal behavior. This evolution must occur not only in how we theorize 
about crime but also in how we measure and study it.

This work represents a step toward that understanding, but much remains to be 
explored. The transformation of our society through digitalization continues, and 
with it, the patterns and possibilities of criminal behavior will continue to evolve. 
Future research can build on these foundations to develop even more sophisticated 
methods for understanding and measuring crime in our hybrid world.

Lausanne, Switzerland� Marcelo F. Aebi
Elche, Spain� Fernando Miró-Llinares
Lausanne, Switzerland� Stefano Caneppele
January 2025
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