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10 Administrative tools for balancing
societal and individual interests

Data protection safeguards and
administrative procedural
guarantees in secondary use in the
European Health Data Space

Jane Reichel

10.1 Introduction

In its EU Strategy for Data, the Commission draws up a vision of a European
space for free movement of data, where the General Data Protection Regulation
(GDPR)' serves as a solid framework for digital trust.> The European Health
Data Space (EHDS) is the first sectoral data space, with the aim of ‘unleashing
the data’ in order to pursue important societal benefits.* An obstacle to this
aim is the administrative governance systems for health data in the member
states. According to the Commission, the differences in the implementation of
the GDPR between the member states have resulted in ‘fragmented and diver-
gent legal and administrative rules, frameworks, processes, standards and
infrastructure for reusing health data’.* One aim of the EHDS is therefore to
create a legal framework consisting of trusted governance mechanisms within
the EU and the member states.” The EHDS is thus to provide harmonised and
tailored legal and technical solutions for accessing electronic health data for
secondary use, taking into account the GDPR categorisation of health data as
a special category of data in need of extra layers of safeguards in order to pro-
tect individual rights.®

The idea of using health data as an asset for society is not new. Health data
stored in archives, registries and data pools have long been important assets for
building the modern welfare state and improving public health, social infra-
structures and health care.” In order to protect the individual whose data is
stored in the archives, registries and data pools, specific safeguards are intro-
duced to balance the societal interest against the interest of the individuals.
This chapter analyses the efficiency of the governance structure for access of
data for secondary use in the EHDS regulation® from the perspective of pro-
tecting rights and interests of the individuals concerned via two sets of admin-
istrative tools to balance these competing interests.

The first set of tools consists of sector-specific requirements for legal, technical
and organisational safeguards to protect the right to informational privacy under
Article 8 of the European Convention on Human Rights, and more specifically
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data protection under Article 8 of the EU Charter of Fundamental Rights (the
Charter) and the GDPR. These safeguards may consist of technical mechanisms
to ensure data minimisation, such as anonymisation or pseudonymisation, or
legal mechanisms, such as requirements of approvals or licenses, purpose limita-
tions, secrecy and confidentiality. The aim is accordingly to allow for the process-
ing of health data while minimising the risk of breaches of privacy for the natural
persons concerned, i.e., the data subjects, when personal data are processed. The
focus will be on the role and function of the safeguards in the assessment of appli-
cations for access to electronic health data for secondary use.

The second category consists of general administrative guarantees for pro-
tecting individual interests in the handling of their matters before a public
administration, i.e., the right to good administration under the general princi-
ple of good administration that has also found expression in Article 41 of the
Charter. The right to good administration includes a general right to have one’s
affairs handled impartially, fairly and within a reasonable time, corresponding
to the public authorities’ duty to care, and the right to be heard, the right of
access to files and the right to a reasoned decision. These procedural rights aim
to ensure that the interests of the individuals concerned are being handled
correctly and to allow individuals to be involved in and have insight into the
handling of their matters. In connection with this, the relevant interests can be
identified first and foremost as data protection, but also as intellectual prop-
erty (IP) and trade secrets.” Natural and legal persons concerned in a legally
relevant manner should for example be able to ensure that all relevant aspects
are included in the assessment, and be given opportunities to present their
views on a matter before a decision is made. If not, they should be able to ini-
tiate a review of the decision before a court, Article 47 of the Charter.

The administrative balancing tools are to be used by the health data access
bodies (HDABs) when assessing applications for access to electronic health
data. The role and function of these bodies are thus also relevant in an analysis
of the context in which the balancing tools are to be applied, as are the rela-
tions between the national bodies, the EHDS Board and the Commission. The
main question raised in this chapter is the following: has the EHDS managed
to define administrative balancing tools for the fragmented legal landscape of
secondary use of health data in the EU and its member states, which can over-
come the legal uncertainties regarding secondary use of electronic health data
and barriers thereto?

The chapter is organised as follows. Section 10.2 deals with the implementa-
tion of the basic division of competence of regulating administrative safe-
guards and guarantees in EU and national law, as well as the general safeguards
and procedures related to these matters in the EHDS. Section 10.3 includes an
in-depth evaluation of the allocation of regulatory powers for legal safeguards
and guarantees for handling individual applications in the EHDS, whereas
Section 10.4 discusses the different roles and functions of the HDABs. Section
10.5 includes a summary of the findings in the chapter, including conclusions.
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10.2 General administrative safeguards and guarantees in EU law
and the EHDS

10.2.1 Points of departure for regulating data protection safeguards and
administrative guarantees

According to the doctrine of institutional and procedural autonomy, it is up to
the member states to appoint public authorities competent to manage specific
policy areas under EU law, and — in the absence of EU regulation — to decide
what procedures public authorities and courts are to apply, on the condition that
they are effective and applied equivalently.!” The locution ‘in the absence of EU
law’ includes all relevant EU legal sources, i.e., primary and secondary law and
general principles of EU law.!! The EU does not have any independent legislative
competence to regulate the internal administrative organisation or procedures
of the member states but may merely support, coordinate or supplement the
actions of the member states in the area of administrative cooperation.'?
However, institutional and procedural rules are regularly enacted on a sector-
specific legislative basis, with the argument that common rules are needed to
achieve the goals set out in sector-specific areas.”* Already from the very begin-
ning of the establishment of the EU, it was recognised that administrative coop-
eration between the EU and its member states was necessary, not least in the area
of sharing administratively relevant data.'* In the last decades, the EU has, to an
increasing extent, introduced common mechanisms for the enforcement, appli-
cation and supervision of EU law, for EU and national competent authorities to
use in cooperation, in more or less fully developed composite procedures.'

A core aspect of the EU administrative rules is focused on the management
of information in administrative cooperation and handling of individual mat-
ters.!® There are therefore numerous rules in the European composite adminis-
tration on the gathering and exchange of information. In the past decade,
technical advancements have provided for both new possibilities and chal-
lenges.!” Yet national law remains relevant — at least in relation to data which is
protected by data protection legislation, confidentiality rules or as IP. As seen
in the introduction, the legal landscape for secondary use of health data, how-
ever, is fragmented, which the Commission had identified as an obstacle to the
free movement of health data.'®

In regard to safeguards for data protection, the GDPR is the main EU
framework for digital trust,"” laying down general requirements for the mem-
ber states to ensure that data subjects’ rights are upheld and that personal data
are processed in a secure setting.? Generally, the GDPR allows member states
some room for adapting the safeguards to their national traditions and legal
context, meaning that the national solutions may differ here too.?! Specific
requirements for safeguards may also be introduced in sector-specific law, as is
seen in the EHDS, discussed in the following section.

In secondary law on administrative procedures, the focus is often directed at
the formal steps in the handling of administrative matters. Recurring features
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are duties of information-sharing between competent national authorities in
general, as well as in individual cases,” minimum criteria for what parameters
to include in assessments,” and timelines for public authorities to handle mat-
ters.2* Because many EU sources on administrative and judicial procedures, as
well as data protection safeguards in the GDPR, are drafted in an open man-
ner — leaving quite a lot of room to be filled by national law — the relationship
between EU and national data protection safeguards and administrative guar-
antees is often complex.

In addition, the member states are also required to uphold the general princi-
ples of law elaborated by the Court of Justice of the European Union in its case
law.? Accordingly, under the principles of good administration, member states
are obliged to investigate matters carefully under the duty to care,? the right to
be heard,” to provide reasoned decisions,”® and to uphold other administrative
principles, such as the principle of legitimate expectations, even though these are
not explicitly mentioned in secondary law.?? As with requirements in secondary
law, the application of these principles does not require that national procedures
are abandoned, but rather that they are applied in such a way that the sought-
after legal protection is guaranteed in an effective manner.* The Court of Justice
held in Akerberg Fransson, in regard to the principle of ne bis in idem, that
national procedures can be applied ‘provided that the level of protection pro-
vided for by the Charter, as interpreted by the Court, and the primacy, unity and
effectiveness of European Union law, are not thereby compromised’.?!

10.2.2  General data protection safeguards in the EHDS

According to the EHDS proposal put forward by the Commission, ‘strong safe-
guards and security measures will be implemented to ensure that the fundamen-
tal rights of data protection are fully protected’.’> The EHDS Regulation
accordingly sets out a number of general safeguards, to be built into the relevant
legal and technical solutions. The most central of these are data minimisation,
technical safeguards for secure processing, purpose limitations and an opt-out
mechanism for natural persons from the processing of personal health data.*

Data minimisation rules are given a particularly prominent place in the
EHDS, meaning that electronic health data are primarily to be processed in an
anonymised format. Pseudonymised data are only to be made available if the
purpose of the planned processing otherwise cannot be achieved.** If pseu-
donymised data are to be provided, the encryption key is to be available to the
HDAB only.%

Another central category of safeguards is technical safeguards for secure
processing. Access to electronic health data for secondary use should be given
through a secure processing environment, which the HDAB is to provide.* The
HDAB providing the service should remain in control of the access to the elec-
tronic health data at all times, and grant relevant access to data users. Only non-
personal data which do not contain any electronic health data should be
extracted by the data users from that secure processing environment.’” All
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secondary use access to electronic health data should be granted through a
secure processing environment, and the principle ‘bring questions to data instead
of moving data’ should be applied whenever possible.’® For multi-country appli-
cation, where electronic health data need to be accessed across borders, the
Commission is to establish an infrastructure, HealthData@EU, in which the
national HDABs and other trusted partners will be authorised participants.®

The limitation of permitted purposes in the EHDS is a further safeguard,
aiming to ensure that the arrangements for making electronic health data avail-
able are only accessible for data users with legitimate purposes benefitting soci-
ety. It defines eight permissible purposes for which electronic health data can
be processed for secondary use. They include public and occupational health
interests, policy making and regulatory activities, official statistics and scien-
tific research, including the training, testing and evaluating of algorithms and
Al systems.* There are five purposes that are explicitly prohibited, including
making certain decisions detrimental to a natural person, advertising or mar-
keting activities, developing harmful products or services and activities in con-
flict with ethical provisions pursuant to national law.*!

10.2.3  Available and efficient administrative application procedures for
secondary data use in the EHDS

One of the most central parts of the EHDS for secondary use is the introduc-
tion of an elaborate scheme for providing access to electronic health data at the
national level, in order to ensure an efficient governance structure for access to
data. The regulation lays down two tracks for accessing health data. The main
track is via a data access application for a data permit in accordance with
Article 67. A simplified form of access can be given via a data request set out in
Article 69, merely providing access to anonymised statistical data, without
access to the underlying electronic health data. Both tracks go via the HDAB,
where the procedure for assessing the data access application, in order to issue
a data permit, requires a more in-depth assessment, as discussed below. By der-
ogation, if data are sought from a single data holder in a single member state,
the HDAB can refer the application directly to that data holder, if it has been
designated a ‘trusted data holder’.*> The trusted data holders are to apply the
same assessment requirements as the HDAB.* An accelerated application pro-
cedure is also provided for public sector bodies and Union institutions, bodies,
offices and agencies with a legal mandate in the field of public health.* In this
chapter, the focus will be on the main track for the data access application.
The EHDS is in line with the type of procedural rules in secondary EU law
described above, laying down formal steps in the handling of an administrative
matter. The main steps for the procedure for assessing a data access applica-
tion, in order to issue a data permit, are set out in Articles 67 and 68. The
applicant must submit eight categories of information: the purposes for which
the data are requested, a detailed explanation of the intended use and expected
benefits, a description of the requested data and whether pseudonymised data
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are requested, the safeguards planned to prevent any misuse and to protect the
rights and interests of the health data holder and of the natural persons con-
cerned, and, where applicable, information on any assessment of ethical aspects
of the processing. The eighth point requires the applicant to demonstrate that
‘all other requirements in this Chapter are fulfilled’.**

The HDAB is then to assess whether the requirements are met, taking into
account the risks to national defence, security, public security and public order,
as well as the risk of undermining confidential data in the governmental data-
bases of regulatory authorities.** The HDAB will also decide on general and
specific conditions for each data permit.” The HDAB should issue a decision
on a permit within three months of receiving a complete application, with the
possibility of an extension of three additional months, depending on the
urgency and complexity of the application and the volume of requests.*® After
a data permit has been issued, the data holder must put the electronic health
data at the disposal of the HDAB within three months, with a possible exten-
sion of another three months,* after which the HDAB should make them avail-
able to the data user within two months, unless it specifies a longer timeframe.>

The EHDS foresees that health data applicants may want to access electronic
health data from data holders in more than one member state and has therefore
devised a specific procedure for the assessment of such applications, in accord-
ance with the single application principle.’! With a single application, the appli-
cant can thus be able to obtain authorisation from multiple HDABSs in different
member states. However, each HDAB will remain responsible for deciding to
grant or refuse access to the health data within its remit.>

Lastly, it may be noted that the EHDS also includes rules on sanctions and
penalties for data holders and data users, in case of breaches of their obliga-
tions. Data holders that fail to put the electronic health data at the disposal of
the HDAB within the deadline can be fined for each day of delay. In case of
repeated breaches, a data holder may be banned from participation in the
EHDS for a period of up to five years.> Data users that do not comply with the
regulation and with the data permit may have their permit revoked and can also
be banned from any access to electronic health data for a period of up to five
years.? Furthermore, and more severely, data holders and data users can be
subjected to administrative fines of up to 20,000,000 EUR or in the case of an
undertaking, up to 4% of the total worldwide annual turnover of the preceding
financial year, whichever is higher.*® These procedures will be discussed below.

10.3 Allocation of regulatory powers: EU or national rules on
administrative safeguards and protective tools?

10.3.1 Exhaustive procedures, minimum rules or national
regulatory responsibility?

The question to be discussed in this section is what administrative law tools are
available for balancing the general and individual interests under the EHDS,
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and where the power to regulate these tools is allocated. As seen above, some
of these tools are laid down in the EHDS, whereas others follow from
national law.

In relation to the process of assessing applications for data permits, the
question may be raised of to what extent the procedure laid down in the EHDS
is comprehensively regulated, and if it may be complemented by national law.
It seems clear that this question cannot be answered in a definitive manner, as
the answer will differ between different steps in the procedure. In regard to the
rules on time limits for both the HDAB and the data holders, they must be
understood to be exhaustive, with no possibility for deviations in national law.
The same applies to the definitions of what data are to be accessible and the
aforementioned rules on purpose limitations and conditions for access.
Accordingly, it is stated in the preamble that member states may no longer
maintain or introduce further conditions, limitations or specific provisions
requesting the consent of natural persons in accordance with Article 9(4)
GDPR, except those that are explicitly mentioned in Article 51(4) EHDS.”’
However, the assessments of the safeguards planned in the individual applica-
tions for data permits will have to be complemented by national law, in accord-
ance with the delegated structure of defining appropriate safeguards in the
GDPR. These will be discussed in Section 10.3.2.

Furthermore, the EHDS contains only limited rules on the right to good
administration, the duty of care, the participation of the parties concerned, the
right to reasoned decisions, and the right of access to an effective legal remedy.
It must be presumed that national law on the matter will be applicable, as will
be discussed in Section 10.3.3.

10.3.2 Legal, technical and organisational safeguards in the assessments of
data access applications

Generally, the GDPR itself does not define the exact requirements for the
processing of personal data in a specific context but requires that safeguards
are in place, be they legal, technical or organisational.®® As seen in Section
10.2.2, the EHDS contains several strong data protection safeguards, rules on
data minimisation, technical safeguards for secure processing, purpose limi-
tations and an opt-out mechanism for natural persons. As for the exact con-
tent of these safeguards, this will vary depending on the sector-specific area,
as well as the national law applicable. For example, the research exception in
Article 89.1 GDPR requires specific safeguards to be adopted.”® However,
the EHDS regulation sets out certain limitations to what safeguards the
member states may require. In a medical research context, two mechanisms
are widely used, namely the informed consent of the data subject and an
ethical approval from a competent research ethics committee.®® As the EHDS
does not rely on the informed consent of the data subject as a legal basis for
processing of data, instead relying on different grounds depending on who is
doing the processing,®' national requirements on informed consent are no
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longer to be upheld.®? As seen above, natural persons are given a right to opt
out from the processing of their personal health data for secondary use.* As
regards ethical approval, the EHDS foresees that this assessment will be
aligned with that conducted by the HDAB ahead of granting a data permit.*

Processing for other purposes than research, such as innovation, policy-
making, patient safety, official statistics or regulatory activities, will be gov-
erned under other sets of safeguards.®® With the importance attributed to the
principle of proportionality in balancing the interest of protection of the rights
of the data subject and the interest of access to information and free move-
ment of data, the level of protection will be context-dependent.

Secrecy and confidentiality rules are another category of legal safeguards
that may be used in order to protect both the privacy of individuals (in medical
research and elsewhere) and the rights of IP right holders and businesses.
Unlike what is the case for data protection rules, there are no generally appli-
cable EU rules on secrecy, although there are many examples of secondary EU
law requiring member states to ensure the confidentiality of information circu-
lated under EU law.¢” The EHDS also sets out a procedure for protecting 1P
rights and trade secrets.®® As a first step, the data holder should inform the
HDAB of any data in their possession containing content or information pro-
tected by IP rights, already when communicating the dataset descriptions pur-
suant to Article 60(3).® The HDAB is to take ‘all specific appropriate and
proportionate measures, including legal, organisational, and technical ones’,
to protect the relevant rights, for example via contractual arrangements
between health data holders and health data users. If a serious risk of infringe-
ment of rights remains, access to the health data may be denied.”® Here too,
national traditions and cultures vary, meaning that the available measures will
also be likely to vary.

In summary, the HDABs may face a complex task in assessing the applica-
tions for data permits. The HDABs will be tasked with assessing all categories
of electronic health data available under the EHDS, which includes a wide
variety of data divided into 15 different categories,” for any of the eight per-
mitted purposes.’”> Even if all processing of health data were to take place
locally, in accordance with local law, the data users could come from all over
the world, with different traditions regarding the means of processing and of
applying safeguards. This may be especially cumbersome in the assessment of
multi-country applications.”” However, trusted data holders assessing single
data applications will only assess applications for health data that they are
storing themselves.”

10.3.3 Administrative and judicial procedural guarantees in the assessments
of data access applications

Turning to the second category of tools to balance general and individual
interests under the EHDS, this section will focus on the EU rules and prin-
ciples available to ensure administrative and judicial procedural guarantees,
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the right to good administration and the right to an effective remedy within
the handling of a data access application. The question is thus to what extent
the EHDS lays down rules on the duty to care for the HDAB or the trusted
data holder, the right to be heard, the right of access to files and the right to
a reasoned decisions for the parties concerned, as well as the right of access
to effective judicial remedies.” It should be said that the provisions in the
EHDS are limited and not always consistent. Five sections involving sub-
principles to the general principle of good administration in individual
decision-making procedures have been introduced, as well as a general refer-
ence to ‘appropriate procedural safeguards, including effective judicial rem-
edies and due process’ in relation to administrative fines.

First, the procedure for applying for a data permit contains elements of the
principle of the duty of care and the right to timely processing in accordance
with the rules on time limits. These limits describe how soon the HDAB must
handle a data access application, how soon the data holder must provide the
data after a permit has been issued and again, and how soon the HDAB must
make the data available to the data user.”® Furthermore, data applicants are
given a right to a reasoned decision, if a data access application is refused.
However, there is no explicit right to a reasoned decision if the conditions in
the data permit should be considered unreasonably strict.

The procedures for investigating breaches of obligations under the EHDS
also include some elements of the principle of a duty of care, as they require
the HDAB to take ‘appropriate and proportionate’ measures aimed at the data
users.”” In regard to measures aimed at the data holder, these must be ‘transpar-
ent and proportionate’.’”® Both data holders and data users are further to be
given a right to be heard before any measures are taken against them.” Both
data holders and data users are to be provided reasons for the measures
imposed.® The Commission’s proposal included a right to effective judicial
remedy, which was not included in the EHDS.®!

In regard to procedural safeguards applicable when handling matters of
administrative fines, the EHDS uses a different regulatory model. It makes a
blanket reference to EU and member state law, in order for the exercise of
power by the HDAB to be subject to appropriate procedural safeguards,
including effective judicial remedies and due process.®? This regulatory model
is in line with the general obligation laid on the member states, to uphold the
general principles of EU law even when relevant secondary law does not
include corresponding rules.®* Accordingly, the scant rules on administrative
and judicial guarantees in the EHDS could be complemented by national
rules. However, the regulatory model becomes especially opaque when parts
of the procedure are regulated in the form of minimum rules, as is the case
for the application procedure with its elements of the right to good adminis-
tration, and other parts are to be fully regulated under undefined legal prin-
ciples. It is not obvious to what extent the application procedure can be
regulated by national law, or if it is to be exhaustively regulated through the
rules described above.
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One aspect that can be seen as particularly relevant in this regard is the scope
of application of the procedural rules ratione personae. Who may be identified
as concerned in such a manner that they can trigger the right to good adminis-
tration and the right to an effective remedy, and at what point in the procedure
does this status arise? It follows from the above that the administrative proce-
dure on a data access application only involves the applicant and the HDAB,
whereas the data holder is not involved at all until after the data permit is issued.
At this stage, the data holder must put the electronic health data at the disposal
of the HDAB within three months, with a possible extension for another three
months.® If the data holder does not comply, it can be fined for each day of
delay.® There is accordingly no participatory procedure before a data permit is
issued to allow the data holder to present its views on the possibility to give
access to the data that it is holding, in regard to legal restriction due to data
protection rules, IP rights or confidentiality. However, the preamble does seem
to presuppose that the data holder could be involved in the application proce-
dure, as it is stated that ‘the HDABs and, where relevant data holders, should
assist data users in the selection of the suitable datasets or data sources for the
intended purpose of secondary use’.¥ The EHDS accordingly foresees that the
data holder could assist in the application procedure, but not that it could be
given a possibility to state its views on the outcome. Only when the HDAB is
investigating the breach of obligations is a right to be heard provided. Moreover,
in the final version of the regulation, no right to an effective remedy is ensured.

The deletion of any explicit right to an effective remedy from the final ver-
sion of the EHDS may be compared to what is seen with the Data Governance
Act, which provides an effective right to redress for any natural or legal person
directly affected by a decision on a request for re-use of data under the Act.”
This review could be performed by an ‘impartial body with the appropriate
expertise’, meaning that there is no right to an effective remedy before a court.
The EHDS does not provide the individuals who have an interest in the data,
either as data subjects or as holders of data protected by IP rights and trade
secrets (which can of course be the data holders themselves), any role in the
application procedure, nor any right to redress or effective remedy.

In as far as the procedural rules are not to be seen as exhaustive, the ambigu-
ities in regard to the scope of application of the rights may be resolved in
accordance with national laws, providing broader administrative and judicial
guarantees than the rules in the EHDS. As with the legal, technical and organi-
sational safeguards, administrative and judicial procedures differ between mem-
ber states. There is a common understanding on standards, principles and rules
at a basic level, but there are important differences in the actual implementa-
tion, scope of application and content.® Thus, it can be foreseen that the data
access applications may be handled rather differently in different member states.

Importantly, the right to good administration is traditionally a right to be
exercised in an administrative procedure before a public authority, whereas the
EHDS foresees that a data access application may also be submitted to a trusted
data holder, which may be a private entity, either commercial or non for profit.”
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On the one hand, the trusted data holder procedure becomes less complex in this
two-party setting, involving only the data holder and the data applicant. On the
other hand, the implementation of the administrative guarantees that the EHDS
includes — for example the different time limits and penalties for not respecting
them — may be more difficult to uphold in a procedure with only private parties.
The procedures also differ in the sense that in reality, the trusted data holder will
have an independent say in the assessment that it would not have if the HDAB
were involved. In these cases, it might be beneficial for data applicants if the
EHDS provided for a clear right to an effective remedy if a trusted data holder
does not give access to data in accordance with the EHDS.

The important differences in administrative and judicial guarantees that can
be foreseen may, in themselves, be seen as contradictory to the ambitions of the
Commission to enable swift and efficient access to electronic health data, in
order to achieve the aim to ‘unleash the data’.! In the preamble to the EHDS,
it is stated that ‘in order to ensure that all HDABs issue permits in a similar
way, it is necessary to establish a standard common process for the issuance of
data permits, with similar requests in different Member States’.”> The
Commission should therefore support the harmonisation of data applications
and requests.”® This may be especially relevant in multi-country applications,
which will be discussed in the following.

10.4 The roles of HDABs — facilitators, collaborators and overseers

10.4.1 The different roles of the health data access bodies

Two sets of administrative balancing tools available to the HDAB were
discussed above — data protection safeguards and administrative and judicial
guarantees — focusing on the allocation of the regulatory responsibilities
between EU law and national law. The question discussed here is how the roles
and functions of the HDABs are to be understood.*

When analysing the discretion and room for manoeuvre of the HDABs to
interpret EU and national law, i.e., the context in which the balancing tools are
to be applied, it is relevant to take into account what tasks and functions the
bodies are given in the EHDS. First, it may be underlined that one important
task for the HDABs is to ‘contribute to the consistent application of this
Regulation throughout the Union’, which is to be done by cooperating with the
Commission and the Data Protection Authorities (DPAs) under the GDPR,
among others.”> The EHDS also seems to cast the HDABs as multi-tasking
organs, with several distinctive features. They can to some extent be described
as facilitators, supporting and increasing access to electronic health data. The
facilitator feature is not clearly expressed in the tasks of the HDABs but can to
a certain extent be read into their role. It is only expressly recognised in relation
to multi-country data applications, where the HDABs are tasked with facilitat-
ing cross-border access, in close collaboration with each other and with the
Commission.” This feature is presented in Section 10.4.2.
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The HDABs are also to collaborate closely data users and, when providing
a secure processing environment. In the EHDS proposal, the HDABs and data
users were to be joint data controllers, requiring active involvement on the part
of the HDABEs in the actual data processing. This role has been removed in the
final text of the EHDS and the functions have been separated. The remaining
collaborative functions are discussed in Section 10.4.3.

HDABs also function as overseers, to some extent together with DPAs,
ensuring compliance with the EHDS. Here, the competence to decide on pen-
alties and administrative fines for both data holders and data users, described
above, is key. These issues are further discussed in Section 10.4.4.

Lastly, it may be mentioned that the HDABs have some, limited obligations
vis-a-vis the natural persons whose health data are being processed, regardless
of whether they can be considered data subjects under the GDPR. The obliga-
tions are mostly of a general nature, directed at the public at large, not individ-
ual data subjects. The HDABs are to provide information on the conditions
under which electronic health data are made available for secondary use. This
shall include information on technical and organisational measures under-
taken to protect the rights of natural persons, the applicable rights of natural
persons in relation to the secondary use and how rights under the GDPR may
be exercised, as well as the results of the outcomes of the projects for which the
health data were used.” If an HDAB is informed of a significant finding related
to the health of a natural person, the HDAB is to inform the data holder about
that finding. The data holder, in turn, is to inform the natural person or the
relevant health professionals, in accordance with national law.*®

10.4.2 HDAB:s as facilitators in multi-country applications

Although the overall aim of the EHDS is to improve access to electronic health
data for the benefit of society,” it does not expressly state that this is an aim for
the HDABs to pursue. Instead, the EHDS defines the role of the HDABs in
more neutral terms in Articles 55 and 57, with the granting of access to elec-
tronic health data on application as their most prominent task. However, in the
preamble, it is noted that the establishment of HDABs is ‘an essential compo-
nent for promoting the secondary use of health-related data’.!®

As seen above, the EHDS explicitly tasks the HDABs with facilitating access
to health data in one situation, namely multi-country applications.!’! The pre-
amble acknowledges that going through the authorisation process in multiple
member states can be repetitive and cumbersome, and that the stated purpose
of the single application procedure is to reduce the administrative burden and
barriers for data users.!?? The data applicant will be able to obtain authorisation
from multiple HDABSs in different member states with one single application.
However, this will not result in just one permit. Each HDAB remains responsi-
ble for assessing access to the data held in their member state.!”* The HDABs are
to communicate via HealthData@EU, a secure infrastructure for participants
authorised under the EHDS.!* The Commission will operate HealthData@EU
and support and facilitate the information exchange necessary.!%
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How the assessment of the different parts of the application is to be car-
ried out is not quite clear, but in order to meet the goal of easing the admin-
istrative burden, it must be assumed that the HDABs are to coordinate their
work. The EHDS Board is also tasked with facilitating the cooperation and
information exchange between member states, for instance in coordinating
the practices of HDABs, and to issue written contributions and exchange best
practices on matters related to this coordination.!® The HDABs are to be
represented in the EHDS Board and will thus take part in that work.!” The
Commission further has a general role in supporting capacity building in the
member states.!%®

However, the procedure for multi-country applications in the EHDS must
be described as vague, with no elements of actual composite decision-making.
The single application will not result in just one data permit. On the other
hand, the EHDS foresees that the coordinated assessment could ease the
acceptance of a decision in other member states, as it is held that ‘a data permit
issued by one concerned HDAB may benefit from mutual recognition by the
other concerned HDABs’.!” For this to work in practice, the HDABs would
probably need to actively interpret national laws in the light of the aim of the
EHDS, to facilitate access to electronic health data.

10.4.3 HDABEs as collaborators with data holders and data users

Although the EHDS — unlike the EHDS proposal — no longer allocates joint
controllership to HDABs and data users, it is clear that the parties must cooper-
ate. In order to separate the roles of the HDAB, the data holder and the data
user, the EHDS sets out a model for how the roles of controller and processor
are to be allocated during the transfer of data, in so far as they constitute per-
sonal data according to the GDPR, i.e., are not fully anonymised.!"® The data
holder should be deemed to be the controller for the disclosure of the requested
data to the HDAB, whereas the HDAB should be deemed to be the controller
for the data processing when ‘fulfilling its tasks pursuant to this Regulation’.!"!
In the preamble, this is described as ‘when preparing the data and making them
available to the health data user’.!'? After this, it is the data user that is deemed
to be the controller for the processing of data in pseudonymised form in the
secure processing environment pursuant to its data permit. The HDAB is then
deemed to be a processor on behalf of the data user. If data are accessed from a
trusted data holder directly, the data holder should be deemed to be acting as a
controller and processor under the same terms.'!

It is expected that the Commission will establish a template for controller—
processor agreements for the HDABs and data users.'

10.4.4 HDABEs as overseers

The third and last role of the HDABs to be analysed here is that as overseers
of compliance on the part of data holders and data users. The HDABs are to
monitor and supervise the compliance of data users and data holders with the
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requirements laid down in the regulation.!'> As presented above, the EHDS
includes rules on penalties for both data holders and data users, which the
HDABs are responsible for enforcing. In a late stage in the legislative proce-
dures, the HDABs were given a mandate to issue substantial administrative
fines against data holders and data users, which must be considered to alter
their cooperative relationships to some extent.

If the supervisory functions involve processing of personal health data, the
relevant provisions in the GDPR would apply. According to the preamble, the
supervisory authorities under the GDPR would then be the only authorities
competent to enforce those rules.!'® In such a case, the HDAB is to inform the
competent DPA and provide all the relevant information.!'” Furthermore, in
regard to the possibility for member states to introduce an opt-out mechanism
from the processing of personal health data for secondary use, the EHDS allo-
cates the supervisory responsibilities for this to the DPAs.!!

10.5 Summary and conclusions: what are the conditions for balancing
general and individual interests under the EHDS regulation?

The main aim behind the EHDS is to improve access to health data and to
enable their use for the benefit of society.!’ Thus, there is a societal interest in
making the data easily accessible, which is to be secured by the introduction of
available and efficient administrative procedures for data applicants. The
EHDS should also strive to uphold the rights and interests of the natural and
legal persons involved, mainly related to data protection, IP rights and trade
secrets. This will be another task for the competent public authorities.!?

In this chapter, the analysis has focused on the tools provided in the EHDS
for balancing these two interests. The main question to be answered is if the
EHDS regulation has managed to define administrative balancing tools for
societal and individual interests within the fragmented legal landscape for sec-
ondary use of health data in the EU and its member states, which may over-
come the legal uncertainties regarding secondary use of electronic health data
and barriers thereto.

The answer to the question could be yes or no, depending on whether you
see the EHDS as a half-full or half-empty glass. Important steps have certainly
been taken. The EHDS provides for strong general data protection safeguards
by only allowing access to electronic health data in anonymised or pseu-
donymised form in a secure processing environment. For the latter type of
data, the aim is that the principle ‘bring questions to data instead of moving
data’ is to be applied, as far as possible. Furthermore, in regard to the main
road to access electronic health data — the data access application for a data
permit — the EHDS provides for an efficient governance structure by laying
down a step-by-step procedure. There is also clear allocation of responsibilities
for the different roles, and there are timelines, penalties and administrative
fines to ensure compliance.
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However, there is a risk that the efficiency of the step-by-step procedure laid
down will be efficient only on paper. The actual assessment of the requirements
of data protection safeguards for granting a data permit is regulated only at a
minimum level, with the gaps to be filled by national law. These rules will
accordingly vary between member states. It is for the data user to propose safe-
guards to be implemented in each individual case and for the HDAB to assess
if these fulfil the requirements of national law. The HDABs must accordingly
assess the sector-specific rules for all the 15 categories of health data available
under the EHDS, in relation to any of eight permitted purposes. This must be
described as a complex administrative endeavour. In Finland, where a similar
centralised health data access regime has been introduced, there are reports
that the procedure is both lengthy and expensive.!'?!

The applicable administrative procedures are also regulated at a minimum
level. A data user may submit a single application for multi-country access. The
HDABs are then supposed to collaborate in their assessment under the lead of
the HDAB of the data user’s choice. However, there are no actual composite
decision-making procedures. The collaboration is only informal and will not
lead to only one data permit. Instead, the EHDS recommends member states
to apply the principle of mutual recognition in relation to the other HDABs
concerned. Whether or not this will work in practice is difficult to say.

Furthermore, the roles of the natural and legal persons involved in the proce-
dure are unclear. As for administrative guarantees for good administration, the
EHDS does contain some minimum rules, mainly in regard to procedures on
penalties and restrictive measures. In the most important procedures, on admin-
istrative fines, the regulation simply refers to “appropriate procedural safeguards”
in EU and national law, which casts some doubt over how the other procedural
rules are to be interpreted. To what extent are the procedural rules of the EHDS
exhaustive and to what extent might they be complemented by other sources?
For example, should the HDAB provide a right for the data holder to be heard
before a data permit is granted by an HDAB, if this follows from national law?
Beyond protecting the rights and interests of the individuals concerned, such
procedural guarantees might actually render the assessment more adequate, as it
is the data holder that has detailed knowledge of the electronic health data and
the legal constraints that may apply. On the other hand, the explicit aim to render
the access to health data less fragmented would be challenged.

The EHDS thus seems to leave quite some room for manoeuvre. National
legislators can lay down rules for the HDABs or trusted data holders in apply-
ing the administrative balancing tools in individual cases. The HDABs may
thus have quite a lot of freedom in performing the balancing in individual
cases. It is relevant to analyse how the roles and functions of the HDABs have
been formulated. Indeed, the roles of the HDABs are diverse. The most prom-
inent task is to neutrally and objectively assess applications for data permits,
ensuring that the safeguards planned are adequate to prevent misuse of data
and to protect the rights and interests of the data holders and the natural
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persons concerned. However, in regard to multi-country applications, the
HDABs have been explicitly tasked with facilitating access. Furthermore, the
HDABs are to collaborate with data holders and data users when providing a
secure processing environment but will at the same time monitor and supervise
them and may subject them to substantive fines. In the final version of the
EHDS, a specific task was introduced for the member states to ensure that any
conflict of interest between the different tasks of HDABs is avoided.!** This
could be interpreted as an admission of the complexity of the roles and func-
tions of the HDABs.

In order for the EHDS to overcome the legal uncertainties regarding sec-
ondary use of health data and barriers thereto within the EU, there seems to
be a need to streamline how the room for manoeuvre of the HDABs and any
discretionary power is to be used. The EHDS envisions that the HDABs will
cooperate amongst themselves and with the Commission and the EHDS
Board, sharing best practices and developing standards and common pro-
cesses. This could foster a culture of openness and accessibility, which in itself
could be seen as commendable.!?* The cooperation also extends to the DPAs
under the GDPR, as well as administrative bodies under the Data Governance
Act, the Data Act'** and the AI Act.'? All in all, this creates a multifaceted and
complex administrative organisational model.

There are signs that the EU is beginning to take some small steps towards
filling in some gaps. The Commission has recently proposed harmonised
administrative rules to be applied in the one-stop-shop procedure under the
GDPR, a composite decision-making procedure for collaboration between
DPAs in multi-country enforcement of the GDPR.!?® The proposal focuses on
the administrative procedural guarantees for the rights of complainants and
for parties under investigation, implementing existing rights under the Charter,
as well as streamlining cooperation and procedures.!?” As the EHDS is to be
applied in close connection to the GDPR, this may also affect EHDS-related
matters, at least indirectly and in certain cases. In a sensitive area like health
data, this may be seen as challenging. On the other hand, the uncertainty
regarding how assessments are to be regulated is a problem in itself. If the EU
legislator is not willing to go down the road of a concretely formalised com-
posite procedure, it would perhaps be better to let the administrative balancing
tools remain in the context of national law after all.
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